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1
Introduction to Basic Administration

How to Use This Book

System Administration is a book in two volumes that will help you understand the job of a
system administrator and tell you how to set up, configure, and maintain the PowerM AX
OS™!, The PowerMAX OS is based on UNIX®? System V Release 4.2 ES/MP. For rea-
sons of brevity, the term “operating system” or “OS” will sometimes be used throughout
this manual.

You may be personally responsible for maintaining a single computer. Or you may be an
administrator for alarge organization in which many users share anetwork of computers.
In either case, this book will help you install and maintain various services on your
system, and serve the needs of your users.

PowerM AX OS includes multiprocessing capabilities. With these capabilities come the
associated need to manage multiple processors and processes. There are new commands
that allow administrators to control the availability of processors, to display information
about processors, and to bind processes to processors. This binding can be exclusive, that
is, it can exclude all other user processes. In addition, there is a new entity, the light-
weight process (LWP). This entity can be bound to a processor and it is the basic entity
that is scheduled for the OS. These new features are described, where appropriate, in these
two volumes.

This book explains how to do administrative tasks using the UNIX command line
interface, often referred to as the “shell.” We assume that you know how to enter
commands at the shell prompt, and that you understand such UNIX system fundamentals
as the directory structure and the shell. You should also feel comfortable working with the
computer hardware itself; you should know how to boot your computer, how to shut it
down, and how to install peripherals (such as modems, terminals, and printers). For
information on these and other hardware topics, see your computer installation manual
and any documents that came with the peripherals.

New Administrators

If you have no experience as a UNIX system administrator, this book adds structure to
what can seem a confusing tangle of individual commands. Begin by reading
“Introduction to System Administration” , which describes the duties of an administrator,
suggests how to organize those duties, and tells you where this book offers more
information about them.

1. PowerMAX OS, Night Hawk, PowerMAXION and Power Hawk are trademarks of Concurrent Computer Corporation.
2. UNIX isaregistered trademark, licensed exclusively by X/Open Company Ltd.
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Once you have a general idea of what's involved, you can read individual chapters as
necessary, to learn about particular tasks you need to do. Many of the tasks described in
this book are required of all administrators. Some of the tasks you may never need to do,
depending on your resources and your users.

Experienced Administrators

If you are an experienced administrator you'll probably use this book as a reference to
procedures. When you want more information than is covered here, you'll find it in therel-
evant on line manual pages.

How This Book Is Organized

System Administration is divided into two volumes, each containing parts covering
discrete topics. The next sections describe the contents of volume 1 and volume 2.

What's In Volume 1

Volume 1 of System Administration contains two parts. Part 1, “ Setting Up the System”,
begins where the applicable platform Release Notes ends: it assumes you've finished
installing the software on your computer. Now you're ready to power up the computer and
set up your system. It includes the following chapters:

* “Setting Up the Work Environment” describes some tasks you may need to
complete or re-execute following installation of the system. It covers
changing basic system parameters if necessary (such as the date and time
on your computer), assigning passwords to system logins or administrative
commands, and local memory administration.

* “Booting and System States’ explains how start and stop the system and
how to do tasksthat affect the way in which your computer operates, or that
provide information on the current state of your computer.

* “Creating and Managing User Accounts” tells you how to set up and
control accounts for users and user groups, file and directory access, and
command authorization on your computer.

* “Managing Ports’ tells about the Service Access Facility, and how to
administer thel i st en and t t ynon port monitors.

* “Collecting Data on System Use” tells how to monitor system use—by
time, user account, or specified software—of the resources on your system.
Use these programs to bill users and create optimization strategies for
resource usage. “ Directories and Files’ provides amap to the system direc-
tories and files that you will need to know about as a system administrator.
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¢ ‘“Installing Add-on Software” tells how to install software packages or sets
on your system, how to store packages on your system for later installation,
and how to remove packages.

¢ “Directories and Files’ provides a map to the system directories and files
that you will need to know about as a system administrator.

* “Administering Privilege” discusses executable file privileges, process
privileges, the privileged user mechanism, the least privilege mechanism,
and how to choose and enable a privilege mechanism.

* “Trusted Facility Management” gives administrative users specific
guidelines on how to install, configure, and run the TFM database, how to
administer roles and individual commands, how to use the tfadmin
command, and other waysto grant privilege.

Part 2, “ Security Administration” includes the following chapters:

¢ “Introduction to Security” will help you understand the security needs of
your system, and the role that you play in assuring system security as an
administrator. It is intended to describe the rationale for security, how the
various mechanisms are implemented on the system, and the procedures
you should follow to keep your system secure.

¢ “Installing Software on an Enhanced Security System” provides
administrative users specific guidelines on how to install, configure, and
run the Operating System (OS) with the Auditing and Enhanced Security
Utilities installed. It illustrates the intended use of the features available to
administrators.

* “Maintaining an Enhanced Security System” describes procedures and
guidelines you should use in maintaining your Enhanced Security system.

* “User Account and Group Management” describes items of particular
security relevance when creating new accounts and managing existing
accounts. This chapter contains guidelines on items involved in managing
and creating user accounts of particular security relevance.

* “Administering Printers, Terminals, and Devices’ covers the particular
security aspects of administering devices.

* “File Protection” discusses file attributes that have security relevance.
Attributes specific to devicefiles are discussed in the previous chapter.

¢ “Administering Mandatory Access Control and Multilevel Directories’.
The Mandatory Access Control (MAC) mechanism enforces access restric-
tions that do not depend on the actions of the user. MAC is based on the
comparison of security levelsthat are assigned to users, processes, files,
and other objects. MAC supplements Discretionary Access Control (DAC)
to prevent accidental or malicious disclosure of sensitive information.

* “Trusted Backup and Restore” tells you how to perform trusted backups
and how to restore backed-up dataif the Enhanced Security Utilities are
installed on your system. The trusted backup commands save both the data
and file security attributes necessary for maintaining security.

* “Security Procedures” tells how to set up a security policy, and gives proce-
dures for checking user accounts, devices, and files. It tells how to check
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for files with fixed privileges, etc., how to use cron, how to check the TFM
database, and how to check the level databases.

e “Appendix A, Interrupts’ describes the interrupt structure for Night Hawk,
PowerM AXION and Power Hawk systems.

¢ Alphabetical Index for Volume 1 and Volume 2. The Volume 2 Index refers
to subject material contained in Volume 2 of the System Administration
Manual (Pubs No. 0890430).

What's In Volume 2

Volume 2 of System Administration contains five parts.

Part 1, “ File System and Storage Device Administration” , contains the following
chapters:

* “Managing Storage Devices’ tells how to add, remove and maintain
devices such as disks, tape drives, CD-ROM and ethernet/FDDI
controllers. This chapter also provides informationon Virtual Partition
(VP), what it is, and how to configure and de-configure VPin your system.

* “Managing File System Types” tells how to create and maintain each of the
following types of file systems:

e ufs
o xfs
e sfs

* “File System Problems” tells how to check file systems for consistency.
Part 2, “ System Performance Administration” contains the following chapters:

* “Managing System Performance” describes ways to monitor and enhance
the performance of your system.

* “Managing Dynamically Loadable Modules” tells how to add, remove and
maintain DLMs on demand. This chapter also explains the concepts
underlying the mechanism.

* “Tunable Parameters’ describes procedures for modifying tunable
parameters contained in the Operating System. The chapter also provides
guidelines about when and what you should tune, and instructions for
reconfiguring the operating system to enable new parameters.

* “Configuring and Building the Kernel” explains how to configure and
deconfigure the kernel, how to configure kernel modules, how to configure
non-required kernel modules, how to update hardware adapter files, and
how to build and install the kernel. Also describe the config utility, which is
a menu-driven centralized utility that provides a front-end interface to the
current configuration method. Also discussed is methods on how to reduce
kernel size.
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* “Process Scheduling” explains the working of the system scheduler, a
program that determines when processes run and thus greatly affects
performance. Once you understand how the scheduler works, you'll be able
to (a) judge whether you need to change the default tuning (to improve
performance), and (b) foresee problems that may arise from the misuse
(whether accidental or intentional) of its functions.

Part 3, “Backup and Restore Services” containsthe following chapters:
(Note: This service only supported by PowerMAX OS release 4.2 and earlier.)

* “Archiving and Restoring Data” describes services for archiving and
restoring data. Chapter covers: tape archiving and restoring using tar and
cpio, dumping and restoring files using fsdump and fsrestore, and the
comparison between the fsdump/fsrestore and backup/restore service
utilities and how to restore file systems using the menu driven File System
Restore Utility.

¢ “Backup and Restore Services’ describe services that allow you to make
copies of files at regular intervals, and provide copies to users who lose
original files. Backing up your system's files to another medium is an
important means of protecting your system from loss of data. A solid
backup schedule will ensure that files that are lost or damaged could be
restored later from backup copies. The backup and restore services contain
acomprehensive set of utilities and files for customizing your system's
backup and restore procedures.

Part 4, “ Print Service Administration” contains the following chapters:

* “Basic Print Service” describes basic Line Printer services. Information
includes how to configure a single printer on asingle computer, manage
everyday aspects of printersfor your users, such as manage printer classes,
print queue priorities, and troubleshooting.

e “Advanced Print Service” describes configuring printers on a network. In
addition, information on administering print filters, and pre-printed forms,
is given. There are also hints for troubleshooting network printing
problems and customizing the print service.

Part 5, “ The sysadm Interface” containsthe following chapters:

* “Using the sysadm Interface” contains detailed instructions for using the
sysadmcommand. For the most common administrative procedures, a
user-friendly menu interface is provided with this command. It includes a
sample walk-through for one menu and definition of all the menu system
components.

* “Customizing the sysadm Interface” describes how you can modify the
sysadm interface to suit your environment.

¢ Alphabetical Index for volume 2 subject material.
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Related Documents

The area of network administration is large and complex, and the operating system
includes several approachesto it. For that reason, we present networking topics separately,
in abook titled Network Administration. Because you may be setting up network services
using amix and match of applications and protocols, Network Administration is organized
as seven parts that address the mgjor topics listed bdow.

1-6

Part 1, “Network Services Administration”

This part is an overview of networking. It provides information on selecting a
network and setting up name-to-address mapping. It discusses the connection server
(which establishes connections for network services that communicate over TLI
connection-oriented and dialup connections), using authentication schemes (for
additional system security), and setting up and administering ID mappings (for users
on remote systems). It also covers administration and use of the Basic Networking
Utilities (BNU) (for communicating to other systems that support BNU), and
interactive remote execution (REXEC) utilities (to allow remote administration of a
machine).

Part 2, “Mail Service Administration”

This part describes administration of the online facility that allows usersto exchange
messages. Once basic networking is configured, you don't need to do any additional
administration to use the mail facility. This part, however, will help you set up some
special features, such as establishing a domain name, setting up mail directoriesto
be shared across a networked file system, and setting up aconnection to another site
that uses the Simple Mail Transfer Protocol (SMTP).

Part 3, “ TCP/IP Network Administration”

This part provides information needed to set up and run TCP/IP on your system. The
discussion includes information about configuring Internet addresses and describes
how to use TCP/IP commands and files to implement a wide range of TCP/IP fea-
tures. Firgt, it introduces you to important TCP/IP concepts you should be familiar
with as an administrator. Next, it steps you through some basic TCP/IP administra-
tive tasks. Finaly, it describes some features in depth, such as domain name service
and troubleshooting. Topics include the concepts you need to understand to effec-
tively administer your system, step-by-step procedures for many basic administra-
tive tasks, how to expand and manage growing systems by setting up and using rout-
ers and subnets, how to use SNMP to do network monitoring and management
functions, concepts and procedures relating to domain name service, how to diag-
nose problems and tune your system to improve TCP/IP performance, how to obtain
and complete | P address registration forms, how to obtain and complete domain
name registration forms, and how to synchronize time among the machines on your
network.

Part 4, “ Distributed File System Administration”

This part describes the DFS command interface for NFS. For example, the DFS soft-
ware provides you with the shar e command, which allows you to share a resource
on your system using NFS. DFS Administration is covered in the following chap-
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ters: “Introduction to DFS Administration”, “ Setting Up DFS”, “Using DFS Com-
mands and Files’, and “DFS sysadm Interface”.

* Part 5, “Network File System Administration”

This part tellsyou how to set up and maintain NFS on your system, including how to
share and mount resources, how to mount resources automatically using a feature
called the automounter, and how to set up Secure NFS. NFS Administration is
covered in the following chapters: “Introduction to NFS Administration”, “ Setting
Up NFS”, “ Sharing and Mounting NFS Resources Explicitly”, “Obtaining NFS
Information”, “Troubleshooting and Tuning NFS”, “Setting Up Secure NFS”,
“Using the NFS Automounter”, “ The NFS Network Lock Manager”, and “Using the
NFS sysadm Interface”.

* Part 6, “Remote Procedure Call Administration”.

This part tells you how to administer the files used by RPC, a mechanism for
resource sharing between hosts used by NFS and NIS. Information about setting up
and establishing secure RPC domainsis also provided.

* Part 7, “Network Information Service Administration”

This part explains how to set up, administer, and update NIS, a distributed database
service used for password and host file administration.

* Glossary

Contains definitions for terms and abbreviations used throughout this book.

Introduction to System Administration

To help you get started, this section provides an overview of the tasks and features that
make up system administration. It then points you to the section of the book where you
can find more information. Before you use this book you may find it useful to become
familiar with the shell and file editors, aswell as system features such as file permissions
and logins. To do this, we recommend you read the User's Guide.

Chapter 11, “ Introduction to Security” in volume 1, explains the concept of security
embodied in the Enhanced Security Utilities and gives an overview of security concepts
and mechanisms. The section “ How the Components of the System Work Together” in
Chapter 11, explains in more detail the assignment of security levels and the access
checking mechanisms and algorithms as they apply with the Enhanced Security Utilities
installed.

If you intend to administer your system according to B2/B1 security criteria, as

established by the Trusted Computer System Evaluation Criteria (DoD 5200.28-STD,
1985), see the section entitled “ System Sartup and Security” in Chapter 11.
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Administrative Interfaces

Almost all the procedures in this book can be done by issuing shell level commands. The
descriptions and procedures in each chapter are presented in terms of shell level
commands. Basic shell administrative commands are in the base operating system when
you install it. The OS provides a non-graphical menu interface that helps you do
administrative functions without using shell commands. It is accessed through the
sysadmcommand. When the functions described in a chapter can be done through the
menu interface, brief instructions for invoking the appropriate menu are included in a
section near the end of the chapter. Because the menu interface is self-explanatory (it
includes on-line help), this book does not explain how to use it to complete particular
tasks. However, “Using the sysadm Interface”, defines all the components of the menu
system, and walks you through one menu.

Administration Procedures

Set Up

Privileges
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The administrative facilities available can be intimidating for the first-time system
administrator. To help you become comfortable with administration, we have provided an
overview of some of the most important administrative procedures.

Most aspects of system setup are handled automatically through the installation procedure.
However, you may find you need to change some system parameters, or assign
administrative logins before you can use it effectively. This information includes setting:
the date, time and time zone; the system name; and the communications node name.

Accurate date/time stamps will ensure accurate representations of when files are created,
processes are run, and mail is transferred. The system name and communication node
name identify your system to the applications and users that access it.

For information on how to set up your system, see Chapter 2, “ Setting Up the Work
Environment” in volume 1.

Privilege, in the simplest terms, isthe ability to override system restrictions on the actions
of users. All operating systems allow users to exercise specia privilege, under certain con-
ditions, to perform sensitive operations. Sensitive system operations are those which affect
the configuration of the system or its availability to users.

Most users cannot, for example, execute commands affecting the hardware or software
configuration of the system. Activities such as mounting and checking file systems, adding
users, modifying user profiles, adding and removing peripherals, installing application
software, password administration, and administration of the user terminal lines, are
restricted to certain users.
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In previous UNIX releases, the restriction of privilege isimplemented by designing a spe-
cial user identifier (UID) of O; the login name historically associated with this UID is
root.

When aperson logsin asroot, that person has unrestricted access to every file on the sys-
tem, and the ability to alter system operation. Commands that execute sensitive system
operations check to see whether the effective UID of the process requesting the operation
is0. If it is, the user processis given unlimited access to the system.

Theroot login in previous UNIX releases possesses, in effect, the one privilege necessary
to override al system restrictions on command execution and access: the superuser privi-

lege.

The OS provides an alternative privilege mechanism that is more flexible to suit the needs
of the user community. Now, rather than investing the power to issue any command on the
system to one user, you can give partial superuser power to several users. By assigning
privileges linked to specific tasks, you essentialy assign arole to each user.

The Trusted Facility Management tools (TFM) maintains a database of users and the com-
mands they may execute with privileges. This database is set up automatically when your
machine comes up; if you're the first person to set up alogin name on the system, your
login will be recorded in the TFM database and all available privileges will be given to
you. Later, however, you can add the logins of others to whom you want to assign privi-
leges for specific tasks. By assigning task-specific privileges in this database, you can
avoid conferring the amount of authority that makes the term “ superuser” (another popular
term for the owner of UID 0) meaningful.

This does not mean the UID of 0 isno longer significant. As the “owner” of your system
(the first person to log in on a new system, which is usually the administrator), you'll still
be assigned the UID of 0 and you'll till enjoy special privileges associated with that UID.
Now, however, having that UID isn't the only way to obtain privileges.

Booting the System

System States

Each time you power up your computer, a complex series of steps occur automatically to
start the system. By default, / st and/ uni x is booted.

As part of the boot procedure, a set of processes are started and file systems are mounted
as defined by the system state set for your system.

The system state defines the level s of activity and accessibility for your system. In asingle
user state (1, S, or s), only one user can be active on the system and many of the file sys-
tems are not accessible. In multi-user state (2), other terminals can access the system and
more local file systems are mounted. In Networking state (3), all multi-user processes are
started, plus remote directories are mounted.

Shutdown system states are 0 (power down state) and 6 (stop, then reboot). (See the
i ni t(1M onlinemanual page for more details on system states.)
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Multi-User State

Shutdown State

The system boots to system state 2 (multi-user state) by default. The default system stateis
set by thei ni t defaul t lineinthe/etc/inittab file. All entriesinthei nittab
filethat correspond tothei ni t def aul t system state are run during the start-up process.

When the system boots up to system state 2, commands beginning with Sin the/ et c/

rc2.dand/etc/dinit.ddirectoriesare aso started. These commands do things like
start print schedulers, clean up old spool files, and start up network daemons. (There are
also directories for system states 0, 1, and 3.)

Some of the processes started up at boot time are run as background processes. These
background processes run continuously, waiting for something to occur. Examples are the
| i st en process, which monitors networking ports for incoming network requests, and
t t ymon, which listens to terminal ports for login requests.

To change your default system state, you would edit the / et ¢/ i ni t t ab fileand change
the number 2 in the following line to the state number you want (1 or 3, for example).

is:2:initdefault:

Before you turn off your system you must go to system state 0. When you go down to
system state 0, commands beginning with Kin the/ et ¢/ rc0. d directory are run.
Primarily, these commands are run to kill daemon processes started in higher system
states. Once the computer has completed its transition to state 0, you can turn off the
computer.

The following is an example of the shut down command:

shutdown -y -g0 -i0

Users and Groups
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Definition of users and passwords is the most important means of protecting your system
security. User and group assignments are used to define the ownership of files on the
system and the accessibility of those files to other users.

User and group management can be broken down into the following types of duties:

¢ Default Environment - Before you add a user, you can set up a series of
defaults that will apply to each user you add to your system. The defaults
will define such things as the directory under which the user's home
directory will be added (/ homre), the group the user will be a part of
(ot her, 1), the point at which the login will expire or become inactive
after disuse, and the location of default filesto be placed in the user's home
directory (/ et c/ skel ).

The files in the / et ¢/ skel directory are automatically copied to the
user's home directory when the user is added to the system. A sane
. profil e isthemost important default fileto havein / et c/ skel . In
that file you can define the user's mail file, terminal type, path, and other
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information that will make the user'slogin immediately usable. When users
log in, they can then tailor their . pr of i | e to their own needs.

There is dso a system-wide profile (/ et c/ profil e) that is executed
each time the user logsin. It can be set up to do things that apply to each
user, like print the message of the day, check if the user has mail, and list
the availability of file system space.

¢ Adding Groups - By defining groups on your system, you can add a layer
of accessibility that appliesto a group of users, instead of just an individual
user. After you create a group and add users to that group, those users can
share files and directories that are not accessible to users outside that

group.

* Adding Users - When you add a user to your system, you can use the
defaults described above (or change them), assign that user to agroup, and
add a password for that user.

Once users are added to your system, you will have to support those users. The system
provides methods for communicating with users immediately [wal | (1) command]
when they log in (/ et ¢/ not d file), or when they read the news [news (1) command].

Peripherals (Terminals, printers, networks, media)

Asyou add peripheral hardware to your computer, it will be up to you to identify each
peripheral to the operating system. Peripheral connections are made through outlets on
your computer called 1/O (input/output) ports. Before you can use a port, you need to
allocate it for use by a particular device. Instructions for doing this are in Chapter 5,
“Managing Ports’, in volume 1 of the System Administration book. Once you have alo-
cated the ports on your system, connect your terminals, printers, and modems. For details
about physically installing each peripheral, seethe hardware manua that accompaniesit.

Terminals
When you connect a terminal to your system, you need to define the device number
associated with the port and the line speed. There is also a set of terminal attributes you
can modify as needed. Procedures for adding and removing terminals are contained in
Chapter 5, “Managing Ports’ in volume 1 of the System Administration book.

Printers

If you want to make printersavailable to your users, you should install the printers and the
LP print service software. See your printer installation manual for hardware installation
instructions. The “Basic Print Service” and “ Advanced Print Service” chapters contained
in volume 2, describe how to add a printer and provide a full description of the LP service.
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Networks

Media (Hard Disks

When describing computer networks, it is useful to make a distinction between media (the
hardware that carries information from one computer to another) and services (the
software that lets you use the network for file transfer, remote login, and remote
execution).

Documentation that comes with the media (communications boards, modems, etc.)
usually describe how to set the media up on your system. Networking services considered
to be part of the system include Basic Networking Utilities (BNU), Remote Execution
Utilities (REXEC), TCP/IP Network Services, Network File System (NFS), Remote
Procedure Call Services (RPC). and Network Information Service (NIS) services.

Setting up and administering your system networking servicesis described in the Network
Administration guide.

and Tapes)

One important category of peripheral devicesis storage media, such as hard disksand tape
drives. To learn how to install storage devices, see the “Managing Storage Devices” chap-
ter in volume 2 of the System Administration book. That chapter aso describes how to for-
mat media, label them, and partition them.

Back up and restore facilities are described in their own chapters later in this book. Those
facilities are used to create copies of your stored data, usually on removable media so you
can restore the data later in caseit islost or destroyed.

Communicating with Users

As an administrator, you will frequently want to send messages to users. To do so, use any
of the following four tools.

Message of the Day
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When you want to ensure that every user who logs in to the system will see an
announcement or inquiry, simply add your message to the / et ¢/ not d file. When auser
logsin, al messagesin that file are displayed, asin the following example:

The systemwi |l be down from 1700 to 2300 hours on
Fri day, Septenmber 30, for upgrades and preventive
nmai nt enance.

Edit the/ et ¢/ mot d file regularly to remove obsolete notices.
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The wall Command

News

When you really need to get in touch with users fast, use the wal | command to write to
all who are logged-on.

It is good practice to reserve the wal | command for those times when you need to ask
usersto log off quickly. For example, you can warn users of unexpected shutdowns:

# wal |

The systemis conming down in ten minutes for unexpected mai ntenance.
Pl ease log off soon in order to save your files.

<CTRL><d>

#

Whilewal | isunmatched for getting urgent information out quickly, some users dislike
having their work interrupted by an uninvited message. Many users guard against this by
including the command mesg - n inther . profi | e. This command blocks the output
of wal | sent by ordinary users. But a user with appropriate privileges can execute the
wal I command and override the nesg - n command. Seethewal | (1) in the online
manual page for moreinformation.

A somewhat less intrusive way to get information to your usersisthe/var/ news
command. It displays the contents of message files that have been placed in a designated
directory. As with abulletin board, anyone can post messages and anyone who “ passes by”
can read them.

To post anews item:

1. Create afile and type your message in it. A filename that suggests the
content can be helpful later in identifying files you may want to edit or
remove.

2. Movethismessagefiletothe/ var / news directory:
nv filename / var/ news

Newsitemsremain in / var / news until they are removed.

Unlike the message of the day, which users cannot turn off, news can be totally ignored.
To read news items, a user must type news at the shell prompt. Only then will the
computer display news items posted since the last time the user executed news .

Users have a choice of ways to read the news: select only some items, read and delete

items, ignore al items, or remove all items. Seethe news( 1) online manua page for
more information.

1-13



System Adminstration Volume-1

Electronic Mail

If you don't want to leave it entirely to chance, there are a couple of things you can do to
make it more likely that your users will read news regularly. You can add the news
command with no options as the last line of the default user profile (/ et c/ skel /
. profil e) sothat new users will have this command in their $HOVE/ . pr of i | e files.
Or you can ask usersto add news asthelast linein their . prof i | e files themselves.
Doing so causes news items to be displayed upon logging in, just before the shell prompt

appears.

Themai | and mai | x commands allow you and your users to communicate with each
other more privately. If your system is part of a network, you can also use these commands
to communicate with people on other systems.

mai | isthe basic command for sending and receiving messages. mai | x builds upon
mai | by adding to it additional features that are useful for storing messages in files,
adding headers, and so on. If you use nmai | x, you may find it helpful to use afile called
. mai | r ¢ to customize its behavior to suit your needs. For details about using thisfile, see
themai | x( 1) online manual page.

Collecting Users' Requests
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From time to time, you'll need to collect forms and feedback from users. You may find it
useful to keep your own log of problems reported by users (in addition to the system log
described in the “ Security” chapters under “Part 2” of volume 1). Users problemsfall into
patterns, and by keeping a record of how you resolve them, you can avoid reinventing the
wheel when a problem recurs.

We also strongly recommend you provide users with a formal mechanism for reporting
problems. The form shown in Figure 1-1 is an example of typical trouble report that you
can useto keep track of system problems.



Introduction to Basic Administration

TROUBLE REPORT

Machine

Program running

Production or development

Type

Symptoms

Scope

Error messages

Person reporting Login

L ocation Phone

Figure 1-1. Typical Trouble Report Form

Notation Conventions Used in This Book

This section describes the notation conventions used in this book.

* Referencesto literal computer input and output (such as commands entered
by the user or screen messages produced by the system) are shown in a

nonospace font, asin the following example:

$1s -l report.octl?

SITWr--1-- 1jim doc 3239 May 26 11:21 report.octl?

¢ Commands that aretoo long to fit on one line are separated by a backslash
(\). Thisisnot a character to be typed, but indicates that the command line

continues on one line.

¢ Substitutable text elements (that is, text elements that you are expected to
replace with specific values) are shown in an italic font, asin the following

example:
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$ cat file

Theitalic font isasignal that you are expected to replace the word file with the name

of afile.

* Comments in a screen display-t hat is, asides from the author to the
reader, as opposed to text that is not computer output- ar e shown in an
italic font and are indented, asin the following example:

/

command interaction

Press RETURN to conti nue.

N

~

/

¢ Instructions to the reader to type input usualy do not include explicit

instructionsto pressthe <RETURN> key at the appropriate times (such as

after entering a command or a menu choice) because this instruction is
implied for al system commands and menus.

In one circumstance, however, an instruction to press the <RETURN> key is explicitly
provided: when, during an interactive routine, you are expected to press <RETURN>

without having typed any text, an instruction to do so will be provided, as follows:

Type any key to continue: <RETURN>
$

* Keyboard references are sometimes shown with the key graphic. <Enter>
and <Esc> are two examples.

* Control characters are shown by the string <CTRL>-char where char is a
character such as“d” in the control character <CTRL ><d>.To enter a con-
trol character, hold down the <CTRL> key and press the letter shown. Be
sureto typethe letter exactly as specified: when alowercase letter is shown
(such asthe“d” in the example above), enter that lowercase letter. If achar-
acter is shown in upper case (such as <CTRL><D>), you should enter an
upper case |etter.

* The system prompt signs shown in examples of interactive sessions are the
standard default prompt signs.

- thedollar sign ($) for an ordinary user

- thepound sign (#) for the owner of ther oot login.
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Introduction

NOTE

(When your system is being run in compliance with the security
criteria described in Part 2 of this book, “Security Administra-
tion’, the setup procedures in this chapter are governed by the
setup procedures in Chapter 10, “Installing Software on an
Enhanced Security System” This chapter (“ Setting Up the Work
Environment”), and the applicable platform Release Notes should
be consulted by first-time users.

Many tasks traditionally associated with the initial setup of the Operating System (OS) are
now accomplished automatically during the installation process. (See the applicable plat-

form Release Notes for detailed information). Even so, you may want to change some

administrative parameters, or set some that weren't set during installation (such as
passwords for system logins), before users are allowed on the system. This chapter gives
instructions for using shell commands to change the parameters defined during the system
installation process. The on-line system manual pages provides detailed descriptions of

the shell commands.

If the Operations, Administration and Maintenance (OA& M) package (a hon-graphical
menu interface) isinstalled on your system, you can use it to complete many of these
tasks. (See “ System Setup through OA&M Menus’ later in this chapter.)

Overview of System Setup

Once you've completed the ingtallation process, most administrative parameters will be set
up for your system. You may also have created logins for some users. Following
installation, you can change those administrative parameters, add logins for other users,
and assign system passwords. This chapter provides instructions for the following tasks:

* set or change system parameters
- system date and time
- system name or node name
- user login names

- system passwords
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Additional Setup Tasks

In addition to the setup procedures described in this chapter, there are afew other tasks
you may want to complete before people start using the system. The following is alist of
those tasks with references to the instructions for them.

* Setting up security level definitions for the Mandatory Access Control
mechanism: see Chapter 17, “Administering Mandatory Access Control
and Multilevel Directories’ in this book.

* Populating the Trusted Facility Management Database so users have the
privileges required to perform privileged tasks: see Chapte r9* Administer-
ing Privilege” and Chapter 10, “Trusted Facility Management” in this
book.

* Setting security-related parameters for user logins: see Chapter 14, “User
Accounts and Group Management” in this book.

* Seting the Secure Attention Key (SAK) for all system ports: see
Chapter 15, “Administering Printers, Terminas and Devices’ in this book.

* Configuring and enabling the audit mechanism if you have auditing on
your system: see Audit Trail Administration.

* Configuring and enabling port monitors for terminals and other system
access ports: see Chapter 5, “Managing Ports for more information.

¢ Installing terminals for users: see the appropriate terminal manuals.

* Creating file systems for users. see the “Managing File System Types’
chapter in volume 2 of the System Administration book.

* Formatting disk, cartridge tapes, etc: see the “Managing Storage Devices’
chapter in volume 2 of the System Administration book.

* Installing local and remote printers: see the appropriate printer manuals.

¢ Installing other software packages depending upon the intended use of your
system. (See the applicable platform Release Notes for further
information.)

* Changing the default system state: see Chapter 3, “Booting and System
States’.

* Adding other user logins. see Chapter 4, “Creating and Managing User
Accounts” for further information.

* Changing users passwords. see Chapter 14, “User Account and Group
Management” for instructions on using passwd.

Changing System Parameters

Most system setup tasks that you do during installation are usually done only once.
However some tasks must be repeated every so often. For example,
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* As system passwords and administrative command passwords age, you
must change them.

¢ [f your system has been corrupted or down for any period of time, you must
reset the system date and time.

* When users leave your system, you should change system passwords,
administrative passwords, and any security passwords.

¢ [f your system has been added to a network, and your existing system name
and node name are already being used by another system, you must change
your system name and node name.

This section describes how to add or change system parameters that you set during initial
system installation or setup.

Changing the System Date and Time

3. Set the date and time for your system by issuing thedat e command as fol-
lows:

dat e Mvddhhmf yy]

where MM is the month, dd is the day, hhisthe hour (in 24-hour clock format), mm
isthe minute, and yy is the last two digits of the year (with the current year being the
default). For example, to set the date to October 6, 12:45 A.M., of the current year,
enter the following:

dat e 10060045

Adjustments for daylight savings time will be made automatically once you have set
the system date and time.

4. To changethetime zone for your computer, edit thefile/ et ¢/ TI MEZONE
and change the line which reads

TZ=value

where value must have two parts; std and offset. For example, EST5 can bethe value
of TZ for the east coast of the United States (EST meaning “Eastern Standard
Time,” and 5 meaning a five hour offset from Coordinated Universal Time. If your
time zone has daylight savings time, that can be specified by adding the appropriate
code to value. For example, the east coast USA example becomes EST5EDT when
the daylight savings code is added. The following table shows the time zone codes
for the USA:
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Table 2-1. USA Time Zone Codes

Zone Name Standard Time Code Daylight Savings Code
Greenwich GMT GDT
Atlantic AST ADT
Eastern EST EDT
Central CsT CDT
Mountain MST MDT
Pacific PST PDT
Yukon YST YDT
Alaska AST ADT
Bering BST BDT
Hawaii HST

See envi ron(5) for information on defining the time zone in more detail.

Creating or Changing Administrative Commands and System Login

Passwords

Many administrative commands are used not only by the system administrator, but by con-
ventional users, as well. However, giving users access to ther oot login so that they can
use these commands is undesirable for security reasons. To allow access to administrative
commands without allowing use of ther oot login, assign passwords for the commands
themselves, just as you assign passwords for user logins.

In addition, the operating system provides eight login names for important directories and
commands that are usually used by administrators, but that are sometimes needed by
users, aswell. Only users with aneed to know should be given these passwords.

By using one of these logins, users can access the desired directory or command. They
will, however, be prompted for the password first. When the command has finished
executing, the user will be returned to the shell, or toal ogi n: prompt if he or shelogged
ininitially with an administrative login.

You can use the passwd command to create passwords for these specia commands and
logins.

Using passwd to Protect Administrative Commands and System Logins

24
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1. If you don't know what commands or logins might need a password,
execute

logins -s

to see alist of all system logins and administrative commands that can take a
password.

2. To create a new password for an administrative command or system login,
or to change an existing one, run the passwd command as follows:

passwd cmd_name
or
passwd login_name

If apassword already exists, you will be asked to enter it. Then you will be asked for
the new password and, after you enter it, you'll be asked to verify it. (Passwords are
not displayed on the screen.)

If you are assigning a password to a system login, login_name can be one of the following:

r oot This login has no restrictions; it overrides al other logins,
protections, and permissions. By entering the command su r oot
at the system prompt, or by typing r oot at the login prompt, a
user gains access to the entire operating system. The password for
r oot should be carefully protected.

uucp Owns some administrativefilesin/ usr/ 1 i b/ uucp.

nuucp Used by remote computers to log on to the system and start file
transfersfrom/ var/ spool / uucppubl i c.

| ogi n_name may also be one of the following, but these should be considered place
holders for file ownership, not valid logins.

Sys Owns many system files

bi n Owns most of the commandsin/ usr/ bi n

adm Owns some administrativefilesin/ var / adm
daenon controls background processes, (the system daemon)
Ip Owns the object and spooled datafiles

If you want to create more than afew passwords (or if you don't know which commands or
logins still require passwords), you may want to use the system administration menus
instead. See “ System Setup through OA&M Menus’ later in this chapter for details on the
use of the menu interface. If you want to change an existing password, however, you
cannot use the menus; you must use thepasswd command.
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Changing the System Name and Node Name

2-6

Every computer has a system name and a node name. These names are defined by
assigning values to the system name parameter and the node name parameter. The node
name must be unique within the network.

These names are normally defined during installation (see the Release Notes for detailed
information), but they may be changed later.

Begin by reading the guidelines for selecting a node name in the “Network Services”
chapter in Network Administration. Once you have selected a node name you can assign it
to the node name parameter by issuing theset uname command. You canrun set unane
from either multi-user state or single-user state but, in either case, you must be logged in
asroot .

Run the set unanme command with the - n option, asfollows:
set unane -n node name

If necessary, you can run the set uname command with the - s option to change the
system name, as follows:

set unane -s system name

After you run set unane, remove thefile / et c/ conf net. d/ i net/ up. save, and
reboot the system. Rebooting will cause some system files that use the system or node
name to be updated. Some other systemfiles will have to be updated manually.

When you change a system name, node name, or network address, other software may
break unexpectedly, so it is good practice not to change them once they are defined. If you
do change these identifiers, you will need to locate all system files that refer to them,
check them, and possibly update their values. (You will also need to check and update
references to other computers on your network when they get changed.)

The list which follows names most of the files that you will need to check. Not all of the
files listed will exist on all computers. Nor is this an exhaustive list: for example, some
third-party application programs put the system name or hode name into files that they
supply. The files you will need to check fall into three categories:

¢ those that contain node or system names but not network addresses

$HOME/ . r host s

/ et c/ X0. host s
/etc/dfs/df stab #may contain nanes of NFS clients
/etc/dfs/lid_and_priv
/et c/ hosts. equiv
/etc/inet/inetd. conf
/etcl/| pl Systenms

/etc/ mail/nanmes
/etc/net/ticlts/hosts
/etc/net/ticots/hosts
/etc/net/ticotsord/ hosts
/ et ¢/ nodenane
/etc/rc2.d/ Sllunane
/etc/rc2.d/ S18set unane
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/etc/vfstab #may contai n nanes of NFS servers
/etc/vfstab #may contai n nanes of NFS servers

¢ those that contain network addresses but not node or system names

/et c/inet/ networks

/etc/inet/rc.inet #may contai n subnet information
/etc/inet/rc.inet #may contai n subnet information
/etc/resol v. conf

/etc/saf/tcp/ _pntab

¢ those that contain network addresses and node or system names

/etc/confnet.d/inet/interface
/etcl/inet/hosts # this file is linked to /etc/hosts
/ et ¢/ uucp/ Syst ens*

Thefilesin/ et c/ conf net. d/ i net should be updated using the conf i gur e( 1M
command, asinconfi gure -i.

Thefile/ et ¢/ nodenane isupdated by running unane - Sor set unane.

NOTE

If the LP print service isinstalled on your system when you
change the node name, you must restart it after making the
change.

System Information

To look up the existing system name and node name, use the uname( 1) command with
the options- s and - n asfollows:

unanme -s -n
The system will respond by displaying two names, such as

UNI X SV | ocal B
Here the system nameis UNI X_SV, and the node nameis | ocal B.

In addition to this information, you might want to look up other facts about your system.
Other options, including - a, a convenient way of getting all available information about
your system at once, are described on the online manual page unane( 1) .

Configuring Multiprocessors

The operating system includes multiprocessing capabilities. With these capabilities come
the associated need to manage multiple processors and processes. A new software key
mechanism limits the number of users and processors.
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Using the appropriate console commands, processors can be placed in the on line or off
line mode prior to boot. Refer tothet u and td commands described in the Console
Reference Manual for more information on how to place processors in the on line or off
line mode.

Thepsri nf o command alows you to display information about processors.

Therun, rerun and pbi nd commands allow you to control which processes run on
each processor in the system.

The new command, keyadm( 1M ,and | i censekeys(4), the seria number database
file, are part of the new software key mechanism.

User and Processor Limits

The Operating System Multiprocessor includes a mechanism that coincides with the
license fee structure for this release. This software key feature limits the number of
processors that can be used when running a specific operating system binary. The software
key also controls the number of concurrent users.

There is a processor-limit-base key and a user-limit-base key. To increase the processor
limit, the administrator licenses an upgrade consisting of some distribution media and doc-
umentation. The new command, keyadm sets and displays resource limits, where the
resources are USERS and PROCESSORS. This command manages the
i censekeys(4) format.

Processor Identification

Processors are identified with a processor ID number that gives them a unique tag within
the system. The state of the processors in your system can be examined by using the
psrinfo(1M command.

All processors are on line after bootup, and processors may not be taken off line while the
system is up.

Binding Processes to Processors

2-8

The executable entity for the operating system is a light-weight process. By default, an

LWP can execute on any processor in the system. You can use the run and r er un
commands to bind a process (all the associated LWPS) or an LWP to a set of processors, or
you can use the pbi nd( 1M command to bind a process (all the associated LWPs) or
LWP to a single processor. Binding LWP restricts the LWP to execute only on the

specified processor(s). Once bound, all child processes created by this process, are bound
by default to the same processor(s). The r un, r er un and pbi nd( 1M commands can
also be used to unbind a process (all the associated LWPs) or LWP from processors. Once
unbound, the process or LWP can execute on any processor in the system.
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Local Memory Administration

Loca memory isa pool of memory that is located on a processor board. A local memory
pool is shared by all of the processors that reside on that board. Local memory isafeature
that improves the performance of multiprocessor systems. This section describes the
commands needed by the System Administrator to:

See the size of local memory

See thelocal memory physical address space
Check local memory utilization

See how memory pools are allocated

See how much local memory is free
Establish default NUMA policies

Query the current default NUMA policies

Load the kernel text into local memory

Query for Size of Local Memory

Use the hwst at command to query the system for information about local memory.
When the hwst at command isissued, afull screen of information is displayed.
Screen 2-1 depicts just a partial view showing only those parameters related to local
memory.

4 Menory Pool s:

Type Size(Kb) Free(Kb) Start Addr End Addr Logi cal CPUs
d obal 131048 13680 0x00000000 Ox07ffofff 012 3 45
Local 16384 2440 0x20000000 Ox20ffffff O 1

Local 16384 3592 0x28000000 Ox28ffffff 2 3

Local 16384 0 0x2c000000 Ox2cffffff 45

Screen 2-1. Local Memory Usage, Static Picture

Severa column headings provide specific information about local memory. They are:

Id identifier number assigned to the memory pool
Type global or local memory

Size size of the memory pool

Free amount of memory not used
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Start Addr starting physical address of memory pool
End Addr last physical address of memory pool
Logica CPUs the logical CPUs that are not remote to the memory pool

Checking Local Memory Utilization

2-10

Usethe npst at command to display various statistics about local memory. When the
npst at command is issued, a screen of information is displayed. Scree n2-2 depicts just
apartial view showing only those parametersrelated to local memory.

memcpus size free |====1 D==== 4 5 6====7====8====Q=====
0 all 65536 32708
1 0-1 32768 29292 %ok ++++-
2 2-3 65536 62148 ++

Screen 2-2. Local Memory Statistics, Dynamic Picture

The four column headings special to local memory are:

mem shows the different memory pool identifiers. For example: 0 for global, 1
through 2 for local memory.

cpus shows how memory pools are allocated to CPUs. For example; memory pool 2
in Screen 2-2 isallocated to CPUs 2 and 3.

size indicates the total amount of memory in kilobytes for each memory pool.
free indicates the amount of free memory in kilobytes for each memory pool.

The horizontal bar chart shows percentages up to 100%. Three different symbols are used
in the bar chart:

% represents the fraction of the memory pool containing locked pages.
+ represents the fraction of the memory pool containing pagesthat arein use but
not locked.

- represents the fraction of the memory pool containing free, dirty pages. Free
dirty pages must be cleaned before they can be reused.

Blank represents the fraction of the memory pool containing free clean pages.

Refer to the mpstat(1) man page for more information, and the arguments applicabl e to
this command.
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Establishing Default NUMA Policies

Default NUMA policies affecting all processes running on a system may be set by the
system administrator by altering the NUMA policies of the i ni t process as set in the
rerun scriptinthe/ et c/init. d directory. Guidelines for determining the appropriate
default NUMA policy are outlined in the “Memory Management” chapter of the Power-
MAX OS Programming Guide. Screen 2-3 shows atypical set of statements that can be
used inther erun script.

a N

# The operating systemkernel creates init(1M with a CPU bias that

# includes all of the CPUs in the system |If local nmenory exists,
#init's default text, process-private data, and U bl ock NUMA policies
# are soft-local (see menory(7)). |If no local nenory exists, init's
# default NUVA policies are global. These attributes are passed on to
# init’s descendents, which include sac(1M, ttynmon(1M, inetd(1M,
#in.rlogind(1M, and ultinately, login shells. The purpose of

# this script, which runs during the transition to nulti-user node,
#is to custom ze said attributes for a particular site. System

# admnistrators are expected to nodify this file to suit the needs of
# their installation.

#

# For exanple, one might want to keep text in global menory to |eave
# more roomin the local nenories for process-private data:

#

# /usr/sbin/rerun -mtext_global -g 0

#

# O, one mght want to confine nost processing to CPUs 0 and 1 and
# reserve the remaining CPUs for special purposes:

#

# /usr/sbin/rerun -b 0,1 -g O

#

# Refer to rerun(1l) for nore infornation.

\ /

Screen 2-3. Default NUMA Policies Set by the rerun Script

Query the Current Settings of the Memory Flags

The binding of the text, private data, shared data, and U-block regions of a processto local
memory is explicitly controlled by the mendef aul t s(2) system call, or by using the
run(1) orrerun(l) commands.

By using the mendef aul t s(2) system call in a program you can query the current
settings of the process memory flags. You can aso type r un by itself to see adisplay of
the defaults.

Screen 2-4 depicts a partial view showing the output of the r un command. Note the line
“Default NUMA policies’ which shows bindings for the process.

The binding of shared memory regions to local memory is explicitly controlled by the
value of theshnf | g argument on ashnget ( 2) system cal.
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6U attributes: \
0-3

active:
boot: 0
l ocal nenory: 0-3
har dcl ock enabl ed: 0-3

Process attributes:
CPU bias: 0-3
CPU assignment: 0
Default NUMA policies: text_local,prdata_l ocal, shdata_gl obal, ubl ock_I ocal
Schedul i ng Policy: SCHED OTHER
Priority: O

Val i d Scheduling Policies and Priorities
SCHED_FI FO Priority Range: 0 to 59
SCHED_RR Priority Range: 0 to 59
SCHED_OTHER Priority Range: -20 to 20

\ /

Screen 2-4. Query for Local Memory Binding Defaults

How to Load Kernel Text into Local Memory

By default, the operating system itself resides entirely in global memory, leaving al local
memory for use by applications. Kernel text, however, can be replicated in selected local
memory pools by setting the value of the corresponding KTEXTLOCALN system tunable
parameter to 1 (n denotes a number ranging from 1 to 4, where 1 represents thefirst local
memory pool, 2 the second, and so on, in order according to processor board slot number).
After changing atunable parameter, you must rebuild the kernel by usingi dbui | d( 1M

and then reboot your system. For additional information on tunable parameters, refer to
the “Tunable Parameters” chapter of System Administration Volume 2. Note that when
kernel text isreplicated in loca memory, the original copy of kernel text remainsin global
memory.

System Setup through OA&M Menus

The system administration menus are only available if the Operations, Administration and
Maintenance (OA&M) packageisinstalled on your system. To access the menu for system
setup, type sysadm syst em set up. Thefollowing menu will appear on your screen:
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( System Nanme, Date/ Tine and Initial Password Setup \

datetime - System Date and Tine | nfornation

file_mai ntenance - Maintain files in /etc/default

nodenane - System Nanme and Network Node Nanme of the Machine
password - Assigns Admi nistrative Logi n Passwords

setup - Sets up SystemInformation for First Tine

N /

Screen 2-5. Main Menu for System Setup

The following table shows how the tasks listed on the system_setup menu correspond
to the shell commands discussed throughout this chapter.

Table 2-2. sysadm Tasks and Shell Commands

Task to Be Performed sysadmTask Shell Command
Set up or display the system date  dat eti me dat e( 1)
and time
Set up or display the syssem name nodenane set unanme( 1M
and nodename of a machine uname( 1M
Maintainfilesin/ et c/ default fil e_nai ntenance def adn( 1M or

perform manually

Display the system name and nodenane uname(1M
nodename of amachine
Assign or change administrative password passwd( 1)
passwords

Quick Reference to System Setup

* Change passwords for administrative functions:

passwd login_name
or
passwd cmd_name

* Display the system name and node name:
unane -s -n
* Set or change the system name:

set unane -s system

where systemis an al phanumeric string.
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* Set or change the node name:

set unane -n node
where node is an dphanumeric string.

* Set or reset the system clock:

dat e MMddhhmny yy]

where MM isthe month, dd is the day in the month, hhis the hour (24-hour system),
mm s the minute, and yy is the last two digits of the year with the current year as the
default. (The yy argument is optional.) To set your local time zone, use theset up
command. The dat e command adjusts the system date and time as necessary for
daylight savings time.

* Shut down to single-user state:
shutdown -y -il
* Return to multi-user state:

init 2
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3
Booting and System States

Introduction

Managing a computer involves many responsibilities. Typically, management tasks affect
the operation of the computer as awhole, and every user on the computer. This chapter
tells you how to use shell commands to do tasks that affect the way your computer
operates or that provide information on the current state of your computer, and covers the
following:

* A brief overview of the boot procedure that explains how the operating sys-
tem isloaded from disk into memory and then executed.

* An overview of system states that explains what happens after the
computer is booted to the default system state, how to change the default
system state, and how to change system states after power up.

¢ Detailed procedures on how to achieve fast boot up and fast shut down.

¢ Detailed procedures for shutting down and rebooting your system, and
displaying information about system configuration and about users.

If installed, online manual pages (man pages) provide detailed descriptions of the shell
commands. For additional information about managing your computer, see your hardware
manual.

If the Operations, Administration and Maintenance (OA& M) package (a hon-graphical
menu interface) isinstalled on your system, you can use it to complete many of these
tasks. See“ Machine Management through OA& M Menus’ later in this chapter for details.

Overview of the Boot Procedure

Root disk is the disk that the system is booted from. See Figure 3-1 for the general layout
of an Operating System (OS) root disk that is divided into default dices. The disk layout
shown in the figure is ageneralized root-disk layout; your disk may have additional slices.
(For default slice layouts, see “ Device Names and Default Partitions” in the chapter
“Managing Storage Devices’ in volume 2 of the System Administration book.)
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root

swap

usr

var

Figure 3-1. Generalized Hard Disk Default Slicing

On most computers, booting isamulti-step process that results in the load of the bootable
operating system (/ st and/ uni x).

The bootable operating system uni x isfound inther oot dlice. Thisdice containsall the
bootable programs and data files used during the boot procedure.

Root contains/ st and. The contents of / st and include the following:

uni x

boot

f ast copy

cat

f or mat

This is the bootable operating system. When the boot program is
loaded, it searches for the uni x program, and then loads it into
memory. Once uni X isloaded, the boot program passes control to
it. Once the bootable operating system is running, various system
daemons are started, and the system enters one of several system
states, sometimes called “init states.” (See the description of
/etc/inittab under “ Early Initialization” later in this
chapter.)

You can enter uni x or / st and/ uni x at any prompt requiring
the name of the bootabl e operating system.

Loader for any standalone program. See the online manua page
boot ( 8) for moreinformation.

f ast copy will copy one file system to another. A file system is
defined by a device name, a controller number, a drive number, a
partition number and abus number. dsk( 0, 0, 0, 0) , means:
copy from disk, controller O, drive O, partition 0, and bus 0. See
the online manual page f ast copy(8) for moreinformation.

For each directory argument, | s lists the contents of the directory;
for each file argument, | s repeats its name and inode number. See
the online manual page | s(8) for more information.

For the name specified, cat (catenate and print), printsthe file on
the console terminal. See the online manual page cat ( 8) for
more information.

f or mat isastandalone program which is used to format, verify,
or define partition sizes for disk drives on adisk controller. See
the online manual page f or nat ( 8) for more information.
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dl via dl vi a is a standalone program used to modify (download) the
Interface Adapter (VIA) operational firmware. See the online
manual page dl vi a(8) for more information.

For more information on the operating system filesin / st and, see“ Configuring the
Operating System” (under “Managing System Performance”)” in volume 2 of System
Administration.

Boot Scenarios

There are severa reasons for a system boot to take place:

* A reboot of the computer is explicitly requested while the operating system
isrunning (for example: shut down -i 6. Inthiscase, all system activity
is stopped (all processes are killed, and so on). The system checks to see
whether a new uni x needs to be configured, and if so, configures one.
Then, the system unmounts all file systems and boots uni x. The system
comes up in the state defined by the i ni t defaul t entry in/ et c/
inittab.

* A crash occurs and the computer automatically reboots. In this case, the
procedure is the same as for the first case, above.

* The operator boots the system via the console terminal (see section
“System Specific For Booting and Taking Down the System”.) On power
up, the system boot occurs automatically.

See “ Configuring the Operating System” (under “Managing System Performance”) in
volume 2 of System Administration for a description of the configuration process.

System States

Once booted, the operating system operates in one of seven system states — software
configurations of the system under which only selected groups of processes exist.

You may be familiar with system states as “init states” “run states,” “runlevels,” or “run
modes.” These terms are synonymous; for the sake of simplicity, however, we'll use only
one term (system state) in this chapter.

You can change from one system state to another with the i ni t or shut down (which
calsi ni t) commands. For details about these commands, see the appropriate reference
online manual pages. Table 3-1 shows the factory-configured states in which your system
can operate.
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Table 3-1. Factory Configured States

System State

Description

0

sorS

Shutdown state. In this state, you can safely turn off the computer's
power.

Administrative state. File systems required for multi-user operations
are mounted and logins requiring access to multi-user file systems
can be used. When the system is going from state 2 to state 1, some
services are stopped and some processes are killed; otherwise, the
system continues operating asit did in state 2.

Enter single-user state. When the system changes to this state asthe
result of a command, the terminal from which the command was
executed becomes the system console. (The terminal deviceis linked
to/ dev/ syscon.)

Thisisthe only system state that doesn't require the existence of a
properly formatted i ni t t ab file. If thisfile does not exist, then by
default, the only legal system statethat i ni t can enter is the single-
user state.

The set of filesystems mounted and the list of processes killed when a
system enters state s are not always the same; which filesystems are
mounted and which processes are killed depends on the method used
for putting the system into state s and the rulesin force at your
computer site. The following paragraphs describe state“ s” in three
circumstances: when the system is brought up to s with i ni t ; when
the system is brought down (from another state) to s withi ni t ; and
when the system is brought down to s with shut down.

When the system is brought up to s with i ni t, the only filesystems
mounted are/ (root), and/ var. (Three filesystem types, / pr oc,
/ syst em processor, and /dev/fd arealso mounted.)
Filesystems for users' files are not mounted. With the commands
available on the mounted filesystems, you can manipulate the
filesystems or transition to other system states. Only essential kernel
processes are kept running.

When the system is brought down to s with i ni t, al mounted

filesystems remain mounted and all processes started by i ni t that

are running in the multi-user state are killed. Because al login related

processes are killed, users cannot access the system while it's in this
state. In addition, any process for which the ut np file has an entry

will be killed. Thislast condition ensures that all port monitors started

by the Service Access Controller (SAC) will bekilled and dl services
started by these port monitors, including t t ynon login services, will

be killed.
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Table 3-1. Factory Configured States (Cont.)

System State

Description

sorS

Qorq

(The SAC is adaemon that maintains the port monitors on a server
computer in the state specified by the system administrator.) Other
processes not started directly by i ni t (such ascr on) will remain
running.

When you change to s with shut down, the system isrestored to the
state in which it was running when you first booted the computer and
came up in single-user state, as described above.

Multi-user state. In this state, file systems are mounted and multi-user
services are started. Multi-user is the default state upon bootup. Even
if the Unlimited User Upgrade package is not installed on your com-
puter, the system will initialize to state 2 by default, and will alow up
to two users.

Networking state. Used to start Network File System (NFS), mount
remote resources, and offer your resources automatically.

Stop and reboot the operating system to the state defined by the
initdefault entryin/etc/inittab. If necessary, configurea
new bootable operating system before the reboot. (The rc6
procedureisinvoked for this.)

Re-examinethe/ et c/ini ttab file

NOTE

In addition, you can define system state 4 or system state a, b, or c.
System state 4 is provided strictly for your convenience; it's not
used in the delivered operating system. Similarly, system states a,
b, and c are pseudo-states that may be used to run certain
commands without changing the current system state. Process
those /et c/inittab fileentriesassigned the a b, or c system
state. These states are supported by i ni t but, like system state 4,
are not used in the delivered system.

Asdelivered, the system enters the multi-user state (state 2) on power up. File systems are
mounted, daemons started, and system services are made available. These activities are
performed by ther c2 script. [Seer c2( 1M .]

Not all activities, however, should be performed in multi-user state. For example, you
should never change your system's configuration while users are accessing it because data
may be lost. By changing the system to its single-user state, you can be sure you are the
only person logged on to the system and, therefore, that it issafe to perform critical system
administration tasks, such as changing the system configuration.
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The Single-User State (System States)

The parameters of single-user state differ depending on how the system entersit. Your
computer may bein single-user state when:

¢ the system isbrought uptos withi ni t
¢ the system is brought down (from another state) tos withi ni t

* the system is brought down tos with shut down( 1M

When the system isbrought upto s withi ni t , the only file systems mounted are/ (root)
and/ var . (Threefile system types, / proc, /dev/fd, and/ systeni processor
are also mounted.) With the commands available on these file systems, you can manipu-
late your file systems or transition your system to other states.

When the system is brought down to s with i ni t, all file systems remain mounted and
some processes (such astty-rel at ed functions) are terminated. Because all login
related processes are killed, users cannot access the system whileit'sin this state.

When you change to s with shut down, the system is restored to the statein which it was
running when you first booted the computer and came up in single-user state, as described
above.

Entering the Multi-User State During Boot Up

3-6

When you reboot your system, it enters the default system state that appears in the
initdefault lineofthe/etc/inittab file Normally, thisline containsa 2 in the
second field, indicating that the system isto be put into multi-user state by default. The
following isan examplei ni t def aul t entry:

is:2:initdefault:

You can change the default system state of the computer by changing the second field of
thei ni tdef aul t lineinyour/etc/inittab file

Once the computer boots and control passes to the uni x program, the following events
occur as the system enters multi-user state:

. Early system initializations are started by i ni t .
. root ischecked and mounted by ckr oot .

1

2

3. File systems are checked and mounted by bcheckr c.

4. The system state changeis prepared by the r c2 procedure.
5

. The system is made public via the spawning of the service access facility
(ttymon and sac).

6. Thedi ni t script completesinitialization of processes that can be delayed
until after al ogi n prompt is displayed (such asl p and cr on).
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The most important events that occur as uni x comes up in multi-user state are shown in

Figure 3-2.

BOOT

INIT
CKROOT
BCHECKRC
RC2
Service
Access
Controller
DINIT

Figure 3-2. A Look at System Initialization

163010

Thei ni t daemon spawns each of the processes shown in Figur €3-2 in the order shown
(from left to right). When all these processes have been called, the system isin multi-user

state (system state 2).

Early Initialization

After the operating system is loaded into core memory via the boot program (see
“ Overview of the Boot Procedure” early in this chapter), thei ni t daemon is created.
This process immediately scans/ et ¢/ i ni t t ab for entries of thetype sysinit. A
sample listing of these entriesis shown in Scree n3-1.
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C\/ap: :sysinit:/sbin/swap -a /dev/swap >/dev/sysmsg 2>&1
cr::sysinit:/sbin/ckroot >/dev/sysnsg 2>&1

m::sysinit:/sbin/sh -¢c '[ -x /sbin/macinit ] & /sbin/macinit' >/dev/sysnsg
2>&1

mm :sysinit:/etc/conf/bin/idnodreq -c “/etc/conf/bin/idkname -c* >/ dev/null
2>&1

ldnd: : sysinit:/etc/conf/bin/idnodl oad >/ dev/sysnsg 2>&1

ap: :sysinit:/sbin/autopush -f /etc/ap/chan.ap

bchk: : sysinit:/sbin/bcheckrc </dev/consol e >/dev/sysnmsg 2>&1
key::sysinit:/sbin/sh -c '[ -x /sbin/keyadm] && /sbin/keyadm-s USERS
PROCESSORS'

>/ dev/ sysmsg 2>&1

onl::sysinit:/sbin/psradm-n -a

bu::sysinit:/etc/conf/bin/idrebuild reboot </dev/console >/dev/sysnsg 2>&1
ne::sysinit:/etc/conf/bin/idnkenv >/ dev/sysnsg 2>&1

xdc: :/sysinit:/sbin/sh -c¢c "if [ -x /etc/rc.d/es_setup ] ; then /etc/rc.d/
es_setup

; fi' >/ dev/console 2>&1

Q :sysinit:/shin/creatiadb </dev/consol e >/ dev/sysnsg 2>&1

~

/

Screen 3-1. Sample sysinit Entriesinan/etc/inittab File

These entries are executed in the order in which they are listed in thefile.

Preparing the System State Change

Now the system must be placed in a particular system state. First, i ni t scans each entry
inthe/etc/inittab filefor thevaluei ni t def aul t inthethird field (the “action”
field). Including the valuei ni t def aul t in the third field of an entry means the default
system state is defined in the second field of that entry. For example, in the first line of
Screen 3-2, the 2 in the second field, followed by the value i ni t def aul t in the third
field, means the default system state for this system is system state 2 (multi-user state).

NOTE

The examples shown in this section are specific to system state 2,
but note that processing for system state 3 isvery similar.

Oncei ni t hasidentified the default system state as system state 2, it searches the table
for al entries that specify processes for system state 2. Typical system state 2 entries are

shown in Screen 3-2.
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CZ:initdefault: \

bd: 56: wait:/etc/conf/bin/idrebuild </dev/console >/ dev/sysmsg 2>&1
r0:0:wait:/sbin/rcO of f >/dev/sysnsg 2>&1 </ dev/consol e
rl:1:wait:/sbin/rcl >/dev/sysnsg 2>&1 </dev/consol e
r2:23:wait:/sbin/rc2 >/ dev/sysnsg 2>&1l </ dev/consol e
r3:3:wait:/sbin/rc3 >/dev/sysnsg 2>&1 </dev/consol e
r5:5:wait:/sbin/rcO firm>/dev/sysnsg 2>&1 </dev/consol e
r6:6:wait:/sbin/rcO reboot >/dev/sysmsg 2>&1 </ dev/consol e

sd: 0:wai t:/sbin/uadmn 2 0 >/ dev/sysnsg 2>&1l </ dev/consol e

fw. 5:wait:/sbin/uadmn 2 2 >/dev/sysnsg 2>&1l </ dev/consol e
rb:6:wait:/sbin/uadmn 2 1 >/dev/sysnsg 2>&l </dev/consol e
li:23:wait:/usr/bin/ln /dev/systty /dev/syscon >/dev/null 2>&1

sc: 234:respawn: /usr/lib/saf/sac -t 300

co: 12345:respawn: /usr/lib/saf/ttymon -g -v -p “Consol e Login: “ -d /dev/consol e

-1 consol e

d2:23:wait:/sbin/dinit >/ dev/sysnsg 2>&l </ dev/consol e

Screen 3-2. System State 2 Processes

The processes defined in these entries are executed before the system enters multi-user
system state during power up or reboot. (See* System State Directories’ later in this chap-
ter.)

The fifth line shown in Screen 3-2 callsthe r c2 script. The r c2 script accomplishes
(among other things) the following:

¢ cleansup/t np, removesany uucp logs
¢ setsup and mounts the file systems not mounted by bcheckr c

* starts network processes (if installed)

Next, i nit searchesthe/ et c/inittab filefor system state 2 processes and executes
them in the order found in the file. In this example, i ni t performs the following
functions:

* starts the service access controller (sac) for the ports
¢ dtartsthe tty monitor (t t ynon) for the console

The system is now available for usersto log on as shown by the | ogi n: prompt that
appears on users' terminals.

Finally, thelast lineinthe/ et c/ i nittab file callsthedi ni t script. A sample of this
lineis shown in Scree n3-3.

d2:23:wait:/sbin/dinit >/ dev/sysnsg 2>&l </ dev/consol e

Screen 3-3. Thedi nit Process

Thedi ni t script completesinitialization of processes that can be delayed until after a
| ogi n prompt is displayed (thus reducing the amount of time a user has to wait for a
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login prompt). The directory / et ¢/ di ni t . d contains the initialization scripts for each
of these processes. These include:

¢ dtarting the cr on daemon
* making the LP print service available for use (if installed)

* making uucp availablefor use (if installed)

When thisis complete, the full multi-user environment is established and the systemisin
system state 2.

Changing System States After Bootup

There may be times when you want to change system states after you have booted up your
computer. For most administrative duties, you must change the system state from the
multi-user state (system state 2) to system state S, s, or 1.

To change states, the shut down or i ni t command can be executed with an argument
that specifies the desired system state. Use of the shut down command is generally
recommended. (See Table 3-1 for alist of available arguments.)

Changing to Single-User State (System State “s”)

Some administrative functions can be done only when the system isin single-user state.
The recommended way to go to single-user state is by running the shut down -i s
command. This command executes all thefilesin the/ et ¢/ r c0. d directory by invoking
the / sbi n/ r cO procedure. The shut down command accomplishes, among other
things, the following:

* closesal open files and stops all user processes
¢ stopsall daemons and services
¢ writesall system buffers out to the disk

¢ unmounts al file systems necessary for multi-user operations, but not
needed in single-user state (such as/ hone)

NOTE
Aninit 1 issued from multi-user mode would functionin a

similar manner, but would not unmount file systems, and would
not kill all processes and services.

There are two ways to change to single-user state:

¢ you can run the shut down -i s command (recommended)

¢ youcanruntheinit s command
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After these programs compl ete the change to single-user state, you get the message:

INIT: New run level: S
INIT: SINGLE USER MODE

Type <CTRL><d> to proceed with normal startup,
(or give root password for single-user node)

Type the root password and press <RETURN>; you will get the single-user prompt (#).
You are now ready to perform tasksthat should bedone only in single-user state.

Changing to Multi-User State (System State 2)

System state 2 is the normal operating state of the system when it is not connected to a
network. In this system state, several users can belogged on, using the system's resources
simultaneously. To change to multi-user state from single-user state, run:

init 2

This procedure executes the / sbi n/ r ¢2 script, which runs processes in the / et ¢/
rc2. d directory, and also runs/ sbi n/ di ni t, which runs processesin the/ et c/
di nit.d directory. Running i ni t 2 also initiates the Service Access Facility which
manages access to your system through ports and other communication devices. (See
Chapter 5, “Managing Ports’ in this volume for details.)

CAUTION

The / var file system must be mounted before you can execute
init 2ifitisaseparatefile system. Normaly / var is mounted
automatically during the boot up operation before entering single-
user mode.

Changing to Networking State (System State 3)

Before you can perform administrative tasks associated with NFS, you must change the
system to system state 3 (defined as the Networking state). To change to the Networking
state, run:

init 3

This procedure executesthe / sbin/rc2, /sbin/rc3, anddi nit scripts. These
scripts run processes in all directories associated with system states 2 and 3, respectively.
Running i nit 3 alsoinitiates the Service Access Facility, which manages access to your
system through ports and other communication devices. (See Chapter 5, “Managing
Ports’ in thisvolumefor details.)
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In addition to the scriptsin / et ¢/ r c2. d (the multi-user state directory), scriptsin
/ et ¢/ rc3. d (the Networking state directory) are run to do the following, if configured:

¢ advertise your resources to remote computers

® mount remote resources on your computer

If you are in a Networking environment, you may want to change your i ni t def aul t
entryin/ et c/inittab from 2 to 3, so you automatically come up in Networking state
when you reboot your computer.

CAUTION

The/ var file system must be mounted before executingi ni t 3
if itisaseparate file system. Normally / var is mounted
automatically during the boot up operation before entering single-
user mode.

Changing to the Reboot State (System State 6)

Rebooting the operating system (defined as system state 6) kills most active processes and
forces the computer into a condition similar to its condition during power up. After you
install a software package that requires reinitialization of the system for proper operation,
reboot the computer.

bd: 6: wai t:/etc/conf/bin/idrebuild </dev/consol e >/dev/sysnsg 2>&1
r0:0:wait:/sbin/rcO off 1> /dev/sysnsg 2>&l </dev/consol e
r6:6:wait:/sbin/rcO reboot 1> /dev/sysmsg 2>&1 </ dev/consol e

Screen 3-4. System State 6 Processes (from the Sample/ etc/inittab File)

ThercOandr c6 scriptsarelinked

Shutting Down the System

To shut down your system, run shut down -i 0. Thefollowing entriesin the / et c/
i ni ttab fileapply to shutting the system down:

r0:0:wait:/sbin/rcO off 1> /dev/sysnsg 2>&l </dev/consol e

Screen 3-5. System State 0 Processes (from the Sample/ etc/inittab File)
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Ther cO procedureis called to clean up and stop all user processes, daemons and other
services, and to unmount thefile systems.

System State Directories

System states 0, 1, 2, and 3 each haveadirectory of filesthat are executed in transitions to
and from that state. These directoriesare /et c/rc0.d, /etc/rcl.d, /etc/
rc2.d, and/etc/rc3.d, respectively. States 2 and 3 aso execute filesin the/ et ¢/
di ni t. d directory. Most filesin these directories are linked to filesin the / et ¢/
i ni t.d directory. Typically, their purposeis to start and stop various system services or
daemons.

The system state files are named according to the following conventions:

SNNname
or
KNNname

Each file name consists of three parts:

Sor K Thefirst letter specifies whether the process should be started (S) or killed (K)
on entering the new system state.

NN The next two characters form a number between 00 and 99. They show the
order in which the files will be started (SO0, SO1, S02, and so on) or killed
(KOO0, K01, K02, and so on).

name The rest of the file name is the name of the file in the /etc/init.d
directory to which thisfileislinked.

For example, the/ etc/init. d/ | p shell scriptislinked tothe/etc/dinit.d/
S80I p and/ et ¢/ rc0. d/ K20I p files. When run with the st art option the/ et c/
init.d/ | pscriptexecutes/ usr/ i b/ psched to start the printing scheduler. When
run with the st op option it executes/ usr / I'i b/ | pshut tokill the printing scheduler.

Whenyouruninit 2, init runsthescriptsin/etc/dinit.d, oneof whichis
S80I p. Thescript S80I p isexecuted with the st art option, asfollows:

sh S80I p start

Similarly, whenyouruninit 0, /etc/rc0.d/ K20l p is executed with the st op
option:

sh K20l p stop

Running either of these scripts is the same asrunning / et ¢/ i nit. d/ | p with the
appropriate st art / st op option.

There are filesunder / et ¢/ i ni t . d that are not linked to any files under the / et c/
r cnum.d directories, where num is an integer identifying the system state to which the
directory applies. Thesefilesareleft inthe/ et ¢/ i ni t . d directory for the convenience
of the administrator.
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Because these files are shell scripts, you can read them to see what they do. You can aso
change thefiles, although it is preferable to create your own versions because the delivered
scripts may change in future rel eases.

Follow these rules when creating your own scripts:

Link the script [seel n( 1) ] to filesin appropriate system state directories,
using the naming convention described above.

Place the file containing your script inthe/ et c/i ni t. d directory if itis
ascript that must be run before a user should log in.

If astart script may run after auser logsin, placeitinthe/ etc/dinit.d
directory. Thisis a performance consideration in that, the fewer processes
that have to run before alogin prompt is displayed, the quicker a user may
be able to login.

Shutting Down Your System

An Overview of Booting and System States

Many administrative tasks require the system to be shut down to a system state other than
multi-user state. (See “ System States” earlier in this chapter for further information.)
Users, however, cannot access the system if it is not in multi-user state. Follow these
guidelines to avoid inconveniencing other users:

3-14

Schedule tasks that affect service for periods of low system use. Inform
users of the times the system will be unavailable.

Check to see who is logged in before taking any actions that would affect
active users. The whodo( 1M and who( 1) commands list users on the
system.

Warn users as early as possible about changes in system states or pending
maintenance actions. Try to give them a reasonable amount of time to stop
working and log off before you take the system down. When you can't give
much advance notice, try to tell users when the system will be available

again.

If you must interrupt service unexpectedly, broadcast a warning to all users' screens
with the wal | (1M) command. See Chapter 1, “Introduction to Basic
Administration” of this book for details about sending messages to users.

Use the news [see news( 1) ] and the message of the day (contained in
/ et ¢/ not d) to inform users about changes in hardware, software,
policies, and procedures.

Keep a record of administrative activities in a system log notebook. This
log can prove invaluable in recovering your system should you make a seri-
ous error.
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Execute the shut down command to shut down your computer. Several options are
available for use with shut down, as shown in the following example.

shutdown -i0 -g0 -y
where the arguments are defined as:
-i0 Change the system to state O (off).

This is the default. If the shut down command is issued without a - i
argument, the system will change to state O.

-go0 Allow agrace period of 0 seconds (for users to log off).

The grace period is a tunable parameter found in the / et ¢/ def aul t/
shut down file. If the Unlimited User Upgrade package is installed, the
default grace period is 60 seconds. If this package is not installed, the default
is 0 seconds, and the - g0 argument is not necessary. You may specify any
number of seconds you choose in the shut down file, or with the - g option.

-y Answer yes to questions asked by shut down.

Specifying a - y argument causes the Do you want to continue (y or n)
prompt to be automatically answered with ay.

Seetheshut down( 1M manual page for detailed information.

The shut down command acts differently depending upon the number of userson the sys-

tem. If there is more than one user on the system, shut down broadcasts a message that

the system is coming down, and waits for a 60-second grace period (or for the grace period
specified in the shut down file, or by the - g option) before prompting whether to con-

tinue with the shutdown or not. If you are the only user on the system, no message is

broadcast, and the grace period is set to 0 seconds. In either case, shut down flushes the
system buffers, closes any open files, stops all user processes and daemons currently

running, and unmountsfile systems.

Kernel Rebuilding

If i dbui | d isinvoked without any options, it sets a flag and exits without actually
rebuilding the kernel. The system later checks the flag and invokes i dbui | d - Bto
rebuild the kernel automatically if the flag is set.Y ou will seethe following prompt before
the system kicks off the kernel rebuild:

Confirm

The Qperating Systemkernel will now be rebuilt to
i ncorporate recent configuration changes.

Stri ke ENTER when ready
or ESC to stop.
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If you press the ENTER key, the kernel is rebuilt, the new kernel isinstaled as / st and/
uni x, and the original kernel issaved as/ st and/ uni x. ol d. If an error occurs during
the kernel rebuild, an error message will be mailed tor oot and aso displayed on the con-
sole.

However, if you press the ESCkey, the rebuild will be aborted with the following message:

The rebuild of the Operating System kernel has been

abort ed.
Arebuild will be attenpted at next reboot.

If you do not respond to this prompt within 30 seconds, i dr ebui | d proceeds as if you
had pressed the ENTER key.

You can enforce the confirmationin i dr ebui | d at every rebuild attempt by using
def admto assign the value NOto the variable AUTOREBLD as follows:

def adm i dt ool s AUTOREBLD=NO

The 30 second timeout described above is disabled when confirmation is enforced in this
manner.

After anew kernel is built, the system will be shut down again, and then automatically
rebooted with the new kernel.

New Kernel Installation

As previoudly stated, if the new kernel isbuilt successfully, the system saves the original
kernel in/ st and/ uni x. ol d if it ispossible. Then, it copies the newly built kernel to /
st and/ uni x. If the copy fails, the system will try the copy again after removing the
saved old kernel.

shutdown Example - Multiple Users

1. Though not required, it is useful to determine if there are users on the
system by executing awho - Hcommand, asin the following example.

LI NE TI ME

consol e Apr 7 13:55
pt s000 Apr 7 14:32
pts001 Apr 7 14:46

2. Typeshutdown -i 0 or shut down

3. If more than one user is logged on, the system automatically notifies users
that it's about to be shut down, as shown in the following example.
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Br oadcast Message fromroot (console) on unix Wed Feb 19 07:30: 27 .
The systemwi ||l be coning down in 60 seconds.
Pl ease log of f.

$

4. After a60-second grace period, the following message is displayed.

Shut down started. Thu May 15 17:10:57 EDT 1992

Broadcast Message fromroot (console) Thu May 15 17:10:59
THE SYSTEM | S BEI NG SHUT DOWN NOW! ! !

Log off now or risk your files being damaged.

Do you want to continue (y or n):

5. Respond by typing y to continue the shutdown, or n to cancel it. Following
ay response there is another 60-second grace period. Then messages are
displayed, and the system shuts down.

Do you want to continue (y or n): y <RETURN>

INIT: New run level: O
The systemis conming down. Please wait.

CPU 0 trap511 halt executed
00168D08 [00168D08] hal ting % F460C001 jnp rl
#>

After these messages are received, you can safely turn off the power to your computer.

shutdown Example - One User

If you are the only user on the system and you enter shut down -y, console messages
such as the following will appear.

Shut down started. Mon Jul 7 12:17:57 EDT 1992

INIT: New run level: O
The systemis conming down. Please wait.

CPU 0 trap511 halt executed
00168D08 [00168D08] hal ting % F460C001 jnp rl
#>

After these messages are received, you can safely turn off the power to your computer.
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System Specific For Booting And Taking Down The System

How to Enter CP-Mode (Power Hawk Series 600 Systems Only)
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The examples in Screen 3-6 show how to bring the Power Hawk Series 600 system to the
CP-mode during boot-up. This sequence is begun on power up, or by pressing the RESET
switch on front of the CPU. If the boot processis not interrupted, the system will enter the

multi-user state.

@pyright Motorola Inc. 1988 - 1995, All Rights Reserved

PPCl Debugger/Di agnostics Rel ease Version 1.2 - 03/31/95
COLD Start

Local Menory Found =08000000 (&134217728)
MPU Cl ock Speed =99Mhz

BUS Cl ock Speed =66Nhz

WARNI NG Keyboard not connected

System Menory: 128MB, Parity NOT Enabl ed (Non-Parity-Menory Detected)
L2Cache: NONE, Parity NOT Enabl ed (MPU Errata)

Sel f Test/ Boots about to Begin... Press <BREAK> at anytime to Abort ALL
Sel f Test about to Begin... Press <ESC> to Bypass, <SPC> to Continue
Aut oBoot about to Begin... Press <ESC> to Bypass, <SPC> to Continue

Booting from NCR53C825, Controller 0, Drive O
Loadi ng: Operating System

| PL Loaded at: $03F19000
Resi dual - Data Located at: $03F84000

Power MAX OS Consol e (950818-2. 2)

Type ‘# to cancel boot Press # key within 5-7 seconds after
this message to cancel boot and enter
CP- node.

#> Now i n CP-node.

N

~

/

Screen 3-6. Entering CP-Mode on Power Hawk Series 600 Systems
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How to Enter CP-Mode (Power Hawk Series 700 Systems Only)

The examples in Screen 3-7 show how to bring the Power Hawk Series 700 system to the
CP-mode during boot-up. This sequence is begun on power up, or by pressing the RESET

switch on front of the CPU. If the boot processis not interrupted, the system will enter the
multi-user state.

SMon Rev: 5.1.6 Apr 28 2000 16:29:08
Copyright (c) 1994-2000 Synergy M crosystens.

Synergy VGVb-D Power PC 750 @ 300 MHz, 66 Mz bus, 128 MB DRAM
BOOT METHOD: ROM boot SMon with startup script.
HARDWARE PARAMETERS: Bus slave @ 0x20000000, regs @ 0xD0O000000.
Bus index 134217728.
TERM NAL SETTI NGS: Serial A baud: 9600, Serial B baud: 115200.
Consol e port: A Start delay: 5 sec.
ETHERNET PARAMETERS: Hardwar e address: 00: 80: f6: 00: 00: 80.
Host: 00.00.00.00 Target: 00.00.00.00
Mask: 00.00.00.00 Gateway: 00.00.00.00.

To change any of this, hit any key ... 0

Executing startup script

scsi device id=2 READY!

probing SCSI... 0123456789 10 11 12 13 14

3 scsi device(s) found

booting fromdisk Unit 1

devi ce bl ock size is 0x200

Boot Partition starts at 00000000 | ength 00000347 byte of fset 00000000
Load i mage | ength 00068EO0 entry offset 00010000

Power MAX_OS Syner gy Consol e (5. 0-20000712)

- Board VGWb-d, 128MB, 2 300MHz PPC-750s each with 1MB L2 Cache, 66MHz bus.
- Board options: scsi YES ethernet YES pO-pci YES user burnable flash NO

- CPU O stats: chip major rev 2, minor rev 1, chi pmaker Mtorol a.

- Boot parms: fd -sw dsk(0,2,0,0), yO, p -sw boot 80, p aboot 9.

CPUs 0 1 up.
Type “# to cancel boot, “!' to boot inmediately (9 seconds)....
Press # key within 9 seconds after this
message to cancel boot and enter CP-mode.
#0> Now in CP-mode.

N /

Screen 3-7. Entering CP-Mode on Power Hawk Series 700 Systems
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Part | - Booting The System To Single-User Mode

The examples in Screen 3-8 show how to bring the system from CP-mode to single-user
mode. For more information refer to online manual page boot ( 8) .

/#> pboot 2. 00000000 Boot option to enter single-user node. \
(See boot(8) for valid values).
#> fb fb requests the systemboot single-user.
Boot

1/ stand/ uni x
Boot i ng nessages. ..

INIT: New run level: S
INIT: SINGLE USER MODE

Type <CTRL><d> to proceed with normal startup,

Qr give root password for single-user node /

Screen 3-8. Sample Boot to Single-User

Note that single-user boot option overrides the default system state asspecified by theinit-
default linein thefile / et ¢/ i ni ttab. When this bit is set, the system aways stopsin
single-user mode.

Part Il - Booting a Different Kernel

If you want to boot a different kernel other than / st and/ uni x, asample sequence to
accomplish thisis shown in Scree n3-9.

/#pboot 3. 00000000 Request the systemto pronpt for the file \
to boot plus enter single-user node.

#> fb Requests the boot.

Boot i ng nessages. ..

Boot The system pronpts for boot
information.

./ stand/ uni x. good Boot different kernel.

NS /

Screen 3-9. Booting a Different Kernel
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Part Il - Booting From a Different Root Disk

Suppose you want to specify a boot file other than dsk(0,0,0) /stand/unix (assuming that
the default boot device is dsk(0,0,0). A sample sequence to accomplish thisis shown in

Screen 3-10.

/#pboot 3. 00000000

#> fb
Boot i ng nessages. ..
Boot

: dsk(5,0,0,0)/stand/ uni x

N

Request the systemto pronpt for the file
to boot plus enter single-user node.
Requests the boot.

The system pronpts for boot
information.

Reply with the device nane
which is in the form

xxx(c, u, p, b) program

XXX is dsk, or mt. c is a controller
or slot number (hex) for HVME
controllers. uis a unit or
drive number. p is a partition
(0-7) for disks, and a file nunber
on the tape for tapes. b is the bus
nunber. programis the nanme of
a standal one executable file on the
devi ce specified.”

controller 5

drive 0

partition O

bus 0
(Not e: device specification not needed
if sane disk partition.)

~

Screen 3-10. Booting From a Different Root Disk

Alternate Method to Change Default Boot Device

An dternate method to the previous example is to change the default device using the con-
sole f d command. (Refer to the appropriate Console Reference Manual for details on this
command.) A sample sequence to accomplish thisis shown in Screen 3-11.

/#> pboot 2. 00000000

#> fd dsk(5)
#> fb

Boot
1/ stand/ uni x

N

Boot option to enter single-user node.

(See boot (8) for valid val ues).

Defines default boot device ( see Screen3-10).
Request the system boot single-user.

The system pronpts for boot

~

/

Screen 3-11. Changing the Default Boot Device

3-21



System Adminstration Volume-1

Part IV - Taking The System From Single-User To Multi-User Mode

Methods To Bring The System To Multi-User Mode

The various methods of bringing the system from single- to multi-user mode are
summarized in Table 3-2.

Table 3-2. Boot Methods from Single-User to Multi-User Mode

Method Recommended Use

Typetelinit[2] or init[2] | From single-user mode, file switches to multi-user mode.
Refer to section “Changing to Multi-User State”.

Press <CTRL><d> | Sameasabove.
Type 2 to init’s prompt
for arun level.

Create anull fastboot | Same as above, except file system checks are skipped.
file in the root file | CAUTION: only do thisif thefile systems arein a consistent
system. Then execute | state.

one of the above.

Part V - Booting Direct to Multi-User Mode

The normal boot procedure is shown in Scree n3-12.

Cpboot 0. 00000000 Boot to default state specified in /etc/inittab \
#> fb fb requests the system boot.
Boot :

:/ st and/ uni x

Boot i ng nessages. ..

N )

Screen 3-12. Boot to Multi-User Mode)

This boots to the default state as specified by the initdefault line in the file/ et c/
i ni ttab (usually state2 or 3).
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Part VI - Shutting Down The System.
Try to schedule system downtime in advance and warn users that you plan to shut down
the system. There are two methods of issuing the warning.

* Place awarning in the message-of-the-day (/etc/motd) file, which users see
when they login, and

¢ Usethewall(1M) command to issue periodic warnings to the users.
The six methods of shutting down the system are:

* /shin/shutdown
* Jetc/halt
* Jetc/reboot

e Jetc/tdinit s

* Jusr/ucb/fasthalt

Shutdown Method

Although the six methods of shutting down the system are described in the following para-
graphs, consider the various side effects of each method to determine the best method for a
given situation.

/sbin/shutdown

This method is described under section “ Shutting Down Your System”.

/etc/halt

The /etc/halt command synchronizes the super blocks, kills all processes, and halts the
CPU. /etc/halt does not warn users that you are taking the system down.

/etc/reboot

Similar to /etc/halt but automatically reboots.

letc/telinit s

This command kills al processes and brings the system to single-user mode. It does not
warn users, synchronize the super blocks, or unmount file systems.

<CR><~><i>
Typing <CR><~><i> from multi- or single-user mode causes the system to go to CP-

mode. The <CR><~><i> command does not warn users that the system is going down.
It does not synchronize the super block, or unmount file systems, it simply halts al CPUs.
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Thisaso occursif the consol e wakeup switch on the console is depressed. This method is
not recommended unless all other methods have failed.

Using /usr/ucb/fasthalt & /usr/ucb/fastboot

These commands are simple shell scriptsthat create the file /fastboot before executing halt
or reboot, respectively. Use these commands only if you do not want to perform fsck
checks automatically when the system boots up and you are sure the filesystems are in
good shape.

How to Decrease Boot Time

Asan administrator, there are several things you can do to decrease boot time. One method
involves changing certain tunables values (explained below). The second method involves
customizing your system. Refer to the section entitled “Customizing Your System”, imme-
diately following the section on changing tunables, for a detailed description on how to
customize your system to achieve reductions in boot time.

Tunables that Affect Boot Time

Boot time can be decreased by bypassing certain functions during system initialization.
The functions that can be bypassed are listed inTabl €3-3. The tunables that control
whether these functions are performed are listed adjacent to the function(s) they control.
Following the table is a description of each tunable.

Table 3-3. Functions That May Be Bypassed To Decrease Boot Time
Tunable Function
CONSMSGDIS console message output during system initialization

file system consistency checks performed by initialization scripts

FASTFS creation of security index and master files
remounting of root file system
SCSISCAN SCSI device lookup

3-24

The three tunables, CONSMSGDIS, FASTFS and SCSISCAN are described below. The
tunable values can be changed as necessary by using the kernel configuration utility
(config(1M). Referto Chapter 8“Configuring and Building the Kernel” in Volume
2 for complete information on this utility. Note that the kernel must be rebuilt and rebooted
before the modification takes effect. The config utility may aso be used to rebuild the ker-
nel.
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FASTFS
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This tunable controls whether console messages are output during
system initialization. This tunable can take on one of threevalues:

0 - console message output is enabled during system
initialization.
1 - console message output is disabled during system
initialization.

2 - console message output is determined by the presence of a
console. When a console is present, console messages will be
output. When a console is not present, console messages will not
be generated. (Note: Thisfeatureis currently only available on the
Power Hawk 610. It will not be implemented on the HN6200,
HN6800 and PowerM AXION systems until the release of console
firmware Revision 908 which is expected to be available in the fall
of 1996.)

The default vaue is 0, that is, console messages are always
generated.

Several functions can be bypassed during system initiaization if
the file systems are guaranteed to be clean. This tunable controls
whether the following functions are bypassed:

1. file system consistency checks performed by system
initialization scripts -

When the system is booted, several scripts are run that check all
file systems for consistency and perform repairs as needed. If the
file systems are guaranteed to be in a clean state this process can
be bypassed to reduce boot time.

2. creation of security index and master files -

The master and index files are authentication files which are
created during each system boot by creati adb(1M . These
files don't need to be created on every reboot if the file systems
are guaranteed to be clean therefore reducing boot time.

3. remounting of root file system -

The root filesystem isinitially mounted read-only by the
kernel. Theckr oot script executed from i ni t t ab takes care of
remounting it read/write after it checks it for inconsistencies. If
ther oot file system is guaranteed to be clean at boot time then it
can be mounted read/write on the first mount. File system check
and remount of / r oot doneby ckr oot can then be bypassed to
reduce boot time.

The FASTFS tunabl e has one of two values:
0 - file system checks are not bypassed on system boot.

1 - file system checks are bypassed on system boot when the file
systems are guaranteed to be clean.

3-25



System Adminstration Volume-1

Customizing Your System
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SCSISCAN

The default value is 0, that is, file system checks are not bypassed

on system boot. (See Note below.)

Note

The system needs to be booted once after initial system
configuration for the master and index files to be created. The
kernel can then be reconfigured with theFASTFS tunable set to 1
to bypass file system checks. If the kernel is a secure kernel, the
master and index files will always be created whether this tunable
is set or not.

The generic disk driver scans each adapter for SCSI devices which
may be attached to it. Each device found is added to the device
list for the adapter. Thislist islater used by: hwst at (1M, a
hardware configuration report generator, devcf g(1M aconfig-
uration utility, and i dnmknod( 1M which updates device nodes
to reflect kernel configuration and is run during system reboot by
i dnkenv.

This above step could be bypassed to reduce boot timein systems
where: the configuration will not change, the kernel will not be
rebuilt and where users will have no need to runhwst at (1M to
find out what disk drives are configured on the system.

This tunable can have one of two values:

0 - don’t perform scan for SCSI devices; that is, device table for
adapters will not be built.

1 - perform scan for SCS| devices building the device table for
adapters.

The default valueis 1; that is, the scan will be performed.

Asan administrator, there are several things you can do to further reduce boot time. What
you do depends on how your system is being used, whether you have a defined hardware
configuration that will not change, and whether you will need to reconfigure the kernel. In
general, some of the thingsyou can do are:

1. Create your own system state which bypasses some of the functions
performed during the transition from system boot to multi-user state.

2. Makethe /etc/inittab file smaler by eiminating entries which are
not required to run for your state or, can run after the system has been

booted.
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3. Delay starting some utilities such as networking for example, until after the
system has booted.

4. Forcing the kernel to be allocated contiguously on disk.

5. Use of a static kernel over a dynamic kernel. Refer to the chapter
“Managing System Performance” in Volume 2, System Administration.
Specifically, refer to the section entitled “Dynamic vs Static Kernels” for
more information on this subject.

The following sections give a detailed description on how to make these changes.

System state 4 is provided as a convenience to enable you to customize a system state. For
example, you may want to come up to astate that has all the file systems mounted but the
network is not initiated. Refer to the section on “ System State Directories” presented ear-
lier in this Chapter for an explanation on system state directories and the scriptslocated in
these directories.

Anrc4 script and r c4. d directory are not delivered with the system, you will need to
create these yourself. You will then includein the rc4. d directory only those scripts
which must run when changing to state 4. Ther c4 script will be executed throughi ni t -
t ab to invokethe scriptsin ther c4. d directory.

To create your own r ¢4 script, do the following:

1. Using one of the existing rc scripts as a model for example, r c2, copy the
state script to anew file named r c4.

2. Edit rc4 to invoke the scripts under r c4. d and modify as needed to
perform functions required for your particular system.

There may be a utility or daemon typically started during system initialization through one
of the initialization scripts which you may not need until after the system is up and
running. In this case, you can start the particular function at some other convenient time
by invoking the script (possibly through an application). You would not include this script
inyour r c directory.

For example, if you wish to delay initiation of the error daemon you may start it later by
invoking the following:

/sbin/sh /etc/init.d/ errdenon start
To initiate the networking utilities invoke the following:
/sbin/sh /etc/init.d/inetinit start

The following modifications need to be made to the i ni t t ab file to reflect the new run
level:

1. Thedefault run level entry must reflect arun level of “4”:

is:4:initdefaul t:
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2. The following line needs to be inserted to specify a script to run
specifically for run level 4:

rd:4:wait:/shin/rc4d >/dev/sysmsg 2>&1 </dev/consol e

Inittab Entries Which May be Deleted
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There are entriesin i ni t t ab which may be removed depending on how your systemis
set up and the system’s function. These entries fall into the following categories:

1. Functionsinvoked throughi ni t t ab that are only necessary when booting
a development system after reconfiguring a kernel. These functions may
not be necessary when booting your final production system assuming you
have a set hardware configuration and the kernel doesnot have to be recon-
figured.

2. Functions that can be delayed to start only after the system has been
initialized, perhaps through a user application.

3. Functions applicable only to a secure operating system.

4. Entries that are only executed for a specified run level. If the system will
never be changed to that level, the appropriate entries may be deleted to
make the i ni ttab file smaller therefore decreasing the time it takes
i ni t toscan thisfile.

The executable / et ¢/ conf / bi n/ i dnkenv, reconstructs/ et ¢/ i ni ttab from files
in/ etc/conf/init.dwhenever the system is rebooted after a new kernel has been
reconfigured. Once the system has been reconfigured to your needs, a copy of
/etc/inittab canbesaved andtheoriginal i ni tt ab file edited to remove or modify
entries as specified below. The original i ni t t ab file can then be restored if thisaction
becomes necessary.

The following entries for security scripts may be deleted for a nonsecure kernel:

m::sysinit:/sbin/sh -c ‘[ -x /sbin/macinit ] && /sbin/macinit’ >\
/ dev/ sysnsg 2>&1

xdc::sysinit:/sbin/sh -c “if [ -x /etc/rc.d/es_setup ] ; then \ /
etc/rc.d/es_setup ; fi' >/dev/console 2>&1

The following entries for reconfiguring and rebuilding the kernel may be deleted.
(Note: If the kernel is to be reconfigured, the following first two entries need to be
restored in the i ni t t ab file before rebooting the system.)

ne::sysinit:/etc/conf/bin/idnkenv >/ dev/sysnsg 2>&1

bu::sysinit:/etc/conf/bin/idrebuild reboot </dev/console> \
/ dev/ sysnsg 2>&1

bd: 56: wai t:/etc/conf/bin/idrebuild </dev/console >/ dev/sysnsg 2>&1

The following entries for registering dynamically loadable modules (DLMs) may be
deleted if the kernel booted has been linked only with statically linked modules:

mm :sysinit:/etc/conf/bin/idnmodreg -c \ /etc/conf/bin/idkname /
-c\" >/dev/sysnmsg 2>&1
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I dmd: : sysinit:/etc/conf/bin/idnmdl oad >/ dev/sysnsg 2>&1

Any of the following entries for level 1-3 may be deleted if you don’'t plan on changing the
system to these levels:

rl:1:wait:/sbin/rcl >/ dev/sysnsg 2>&l </dev/console
r2:23:wait:/sbhin/rc2 >/ dev/sysnsg 2>&l </ dev/consol e
r3:3:wait:/sbhin/rc3 >/dev/sysnmsg 2>&1 </dev/consol e

The following entries for level 0, 5 and 6, which are used to bring the system down, may
be deleted if you don’t plan on bringing the system down by invoking i ni t or
shut down. See the section entitled, “ Shutting Down the System Quickly” presented later
in this Chapter, for procedures on how to shut down the system quickly.

ro:0:wait:/sbin/rcO off >/ dev/sysnmsg 2>&1l </dev/consol e
r5:5:wait:/sbin/rcO firm>/dev/sysnsg 2>&1 </ dev/consol e
ré6:6:wait:/sbin/rcO reboot >/dev/sysnmsg 2>&1 </dev/console
sd: 0:wait:/sbin/uadmin 2 0 >/dev/sysnsg 2>&1 </dev/consol e
fw 5:wait:/sbin/uadmin 2 2 >/dev/sysnsg 2>&1 </dev/consol e
rb:6:wait:/sbin/fuadmin 2 1 >/dev/sysnsg 2>&1 </dev/consol e

If the system does not have a console, or you can delay initiation of the console login, you
may delete the following line which starts the console login:

co:12345: respawn:/usr/lib/saf/ttymon -g -V -p /
\\”"Consol e Login:\\ " -d /dev/console -1 console

You can initiate the console login at alater time by invoking the following command:

/usr/lib/saf/ttymon -g -v -p \\"Consol e Login: \\” -d /dev/console /
-1 consol e

The following line is not required since these devices are created as part of the system
initialization when a system is rebooted after a reconfiguration:

li:23:wait:/usr/bin/ln /dev/systty /dev/syscon >/dev/null 2>&1

If the system does not need the network to be up, or delaying initiation of the network until
after the system is up is acceptable, the following entry which starts the service access
controller (SAC), which in turn is responsible for starting the port monitor, may be
deleted.

sc:234:respawn: /usr/lib/saf/sac -t 300
Toinitiate the SAC at alater time invoke the following command in the background:

/usr/lib/saf/sac -t 300 &
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dinit

idrc.d

Initprivs
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The / sbi n/ di ni t script completesinitialization of processes that can be delayed until
after alogin prompt is displayed. The directory / et ¢/ di ni t. d contains the
initialization scripts for each of these processes. These include the following:

Starting the cr on daemon.
Making the line printer service available, if installed.
Making uucp available for use, if installed.

Starting connection server for TLI and serial connections.

a > w b E

Creating t t ymap filefor use by t t ynane library function.

You may not need to run all of these scripts on your system. Delete scripts from this
directory for functions that are not required for your system. If youwant di ni t to berun
for level 4, you must modify thedi ni t entry in i ni tt ab to execute at level 4:

original entry:

d2:23:wai t:/sbin/dinit >/dev/sysnsg 2>&1 </ dev/console

modified entry:

d2: 234: wait:/sbin/dinit >/dev/sysnsg 2>&l </dev/consol e

The/etc/idrc. d directory contains r c scripts from driver packages which are
installed on the system. They would include, for example, hps,rtc and pts. The
scripts in this directory are executed directly from / sbi n/ rc2 when coming up to
multi-user level. You may decide to delay execution of somefilesin this directory or
bypass their execution completely. For example:

- The pts script sets up pseudo-terminals and needs to be executed only
once when the system is initially booted after configuration. Therefore, it
can be eliminated from the system initialization procedure for the
production system if the configuration will not change.

- The rtc script sets up a real-time clock as a high resolution timer
expiration source. Thisscript needsto be executed only if areal-time clock
will be used as a high resolution timer as is the case for POSI X timeout and
nanosleep services. You may delay starting this script until after your
systemis up.

If you are customizing your state by using level 4 and you want to run the scriptsin this
directory, you must include code in the r c4 script to do so.

Thei ni t pri vs command initializes the system with privilege information. It reads this
information from / et ¢/ security/tcb/ privs. During system initialization,
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i nitprivs isawaysrun after the/ usr file system is mounted. This command is
always executed on system initialization because the system’s privilege information is
always cleared when afile system is unmounted.

The following privilegesare required on anon-secure kernel:

P_CPUBIAS P_LOADMOD P_MOUNT P_OWNER
P_PLOCK P_RTIME P_SHMBIND P_SYSOPS
P_TSHAR P_USERINT

In systems not running a secure kernel this operation could be expedited by removing all
entriesin/ et ¢/ security/tch/ privs, except those used by applications which have
any of the privileges listed above. It is recommended that you save a copy of the origina

file before you make any changes.

If an application invokes any service or library routine which requires any of the above
listed privileges, then an entry will need to be added for the application in the
/etc/security/tch/privs filewith the appropriate privileges. This can be
accomplished by invoking the following line when the system is being configured (the
argument pr i v is defined as a process privilege name):

filepriv -f priv,priv,... file

Refertofil epriv(1M andinitprivs(1lM foramore detailed descriptionon file
privileges.

How to Shut Down the System Quickly

Shut down time is affected by: how may processes are running, how much of thefile
buffers need to be flushed to disk, and the number of facilities and daemons that are
running that need to be stopped in aclean and orderly fashion.

Inyour particular environment, the method of choice for bringing the system down may be
to invoke the uadm n(1M command directly. Bypassing i ni t and shut down speeds
up the process by a significant amount of time. Although uadm n will flush the file
buffers todisk, it isrecommended that you either flush the file system buffersto disk peri-
odically by issuinga sync( 2) call after writes to files, or use direct 1/0O in which cases
syncs’ arenot required. Doing this periodically will expedite the uadm n operation
during shut down. When you are ready to bring the system down you will need to perform
the following steps:

1. First, stop utilities and daemons that require to be stopped in a clean
fashion. For example, to stop the error daemon, invoke the error daemon
script with a stop argument:

/sbin/sh /etc/init.d/ errdenon stop
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2. Invokethe uadm n command as follows:

uadnmn 2 0

What to Do If the System Does Not Boot

There are several scenariosin which user modifications to the system (intentional or
unintentional) may result in a system that won't boot.

* Hardwarefailure.

* Modification to the system kernel, such as adjustment to a tunable
parameter or installation/removal of system software, such as a device
driver.

* Accidental removal of afile or system utility needed by the system during
the boot phase.

After the system kernel is modified, either as a result of software installation/removal or
adjustment to a tunable parameter, a copy of the old kernel is automatically saved in the
file/ st and/ uni x. ol d. To recover from anew, unbootable kernel, you should first try
to reboot the old operating system kernel.

Some administrators like to keep a copy of the kernel that they know to be bootable under
another name, uni x. good, for example. If you provide the name of that kernel, the boot
code will load that kernel.

Refer to section “Part 11 - Booting a Different Kernel”, for procedure on booting a different
kernel than the default kernel.

Displaying Information About the System

Displaying Summary Configuration Information
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To print system configuration information, type:
hwst at

The system will display information about memory and peripheral configuration, such as
the information shown in the following example:
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(Ioot Time: Wed Apr 27 13:03:24 1994

Boot Data (vers 2): Device: dsk(4,0,0,0) Console Local Port Baud Rate: 9600
2 CPUs:
Logical Slot Physical Flags

0 0 0x00 BOOT

1 0 0x01 (none)
1 Menory Pool s:
Id Type Size(Kb) Free(Kb) Start Addr End Addr Logi cal CPUs

0 Local 32752 14484 0x00000000 OxO01ffbfff 0O 1

I/ O Configuration: BusO: HVME Busl: (none) Bus2: (none) Bus3: (none).
7 Devices Configured:
Devi ce Maj or / M nor Bus Bus I/ O Addr Std |/ O Addr
PG 0 FDDI ( 7, 13 ) BusO O0xFFFF0200 --
EGL 0 Ethernet ( 7, 46 BusO 0xFFFF0800 0xF2000000
HPS 0 Serial Ports ( 10, 12288) BusO 0xE0140000 0x00000000
HSA 0 D sk 0/0 ( 101, O ) BusO 0xC4040000 0x00000000
HSA 0 D sk 1/0 ( 101, 256 ) BusO 0xC4040000 0x00000000
HSA 0 D sk 2/0 ( 101, 512 ) BusO 0xC4040000 0x00000000
HSA 0 Tape 5/0 ( 103, 1280 ) BusO 0xC4040000 0x00000000

~

/

Displaying System Name and Operating System Release Number

To display your system name and the number of your operating system release, use the

uname command with the- s and - r options, asfollows:

$ unane -sr
Oper ating_System X. X (where X.X = OSRelease)

In this example, the name of the system is Operating System and the release number of the
operating system being run is Version X.X. Seeunane( 1) for alist of other information

you can display and change with the uname command.

Displaying a List of Users Logged On to Your Machine

Before taking any action that would affect a system user, check to seewho islogged on to
the system. The who command displays alist of userslogged on to your computer, along
with the ID, terminal number, and login time of each user. The- H option supplies headers

for each field. For example

$ who -H

NAMVE LI NE TI ME

rrusk pts/0 Apr 15 17:01
j oei pts/1 Apr 15 17:52
al len pts/3 Apr 15 13:47
$
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The who command has a number of options that allow you access to more information
than the previous exampl e shows. The following list describes some of these options. For a
complete listing and details about each option, see who( 1) .

-u

On each line, show the number of hours and minutes since activity last
occurred. A dot (.) indicates the terminal has been active in the last minute and
istherefore “current.” Theinformation is included as an additional field on the
default display for thewho command.

Show whether someone else can write to that termina. A plussign (+) appears
if the terminal is writable by other users; aminus sign (- ) appearsif it is not.
(A privileged process can write to al terminal lines.) If a bad lineis encoun-
tered, a? is printed.

Show lines on which the system is waiting for someone to log on.

Show a “quick” listing, containing only the login name for those who are
logged on to the system and the total number of users logged on.

Show the current system state of the init process and the date.

Run who with al options turned on.

Displaying Processor Information

To display the processor ID number or whether the processor is online or off line, use the
psrinfo(1M command. When you use the command without specifying any
processors, information about all processors will be written to standard output.

Machine Management through OA&M Menus
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The system administration menus are only available if the Operations, Administration and
Maintenance (OA& M) package is installed on your system. To access the menu for
computer management type sysadm machi ne. The following menu will appear on your

screen.
1 Machi ne Configuration Display and Shut down
configuration - System Configuration Display
shut down - Stops Al Running Prograns and Halts Machi ne
reboot - Stops Al Running Prograns and Reboots Machi ne
whos on - Displays List of Users Logged onto Machine

Screen 3-13. Main Menu for Machine Management
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If the “configuration” option is selected from the above menu, the following menu options
are also displayed.

Qperations, Adm nistrati on and Mi nt enance
2 Confi gurati on Managenent
hardware - Display Summary Configuration Infornation
system - System Name and Version |nformation

The following table shows how the tasks listed on the machine menu correspond to the
shell commands discussed throughout this chapter.

Task to Be Performed sysadmTask Shell Command
Shutting down your shutdown shut down( 1M
machine
Rebooting your system reboot shut down( 1M
Displayingwhoislogged  whoson who( 1)
on
Displaying configuration hardware hwst at (1)
info.

Displaying system name system uname( 1)

If you are not an expert administrator, you may find it easier to perform these tasks
through the sy sadminterface.

Quick Reference to Machine Management

¢ Shutting down your computer from multi-user state:
shutdown -i0
or
shut down
shuts down the system

¢ Shutting down your computer from single-user state:
shutdown -y -i0 -g0

where the - y option means all questions should be answered by “yes,” - i 0 shuts
down the system to state 0 (meaning off), and - g0 defines the grace period as 0
seconds. You can use - y and - g0 in this case because you're the only user on the
computer.
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Rebooting your system:

shut down -i 6

where - i 6 shuts down the system to state 6, meaning stop the system and reboot.
Displaying hardware configuration information:

hwst at

produces a display that includes memory and peripheral configuration information.
Displaying the system name and operating system release number:

uname -sr

displays your system name (such as uni x) and the operating system release
number.

Displaying who islogged on to your computer:
who -H

produces alist of userslogged on to your computer; the ID, termina number, and
login time of each user is also shown. The - H option adds field headers to the

display.
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4
Creating and Managing User Accounts

The job of managing the accounts of individuals and groups that work on your computer
includes several important responsibilities, which are described below.

* Maintain security by controlling access to the computer. To do this, assign
login names with passwords to all users.

System security can aso be implemented on two other levels once a user
logsin, these levels are: group management and Mandatory Access
Control. Your computer uses a concept of “group membership” to control
access to certain files and directories. Each file and directory is a member
of a group (identified with a “permission code”). Those members
belonging to the same group asthefile or directory are allowed access. By
establishing and maintaining user group assignments, you can control user
access to specific directories and files on your system. (Details of these
permissions are described later in this chapter.)

Mandatory Access Controls restrict access to files, directories, and
resources on the basis of security levels. A level is a combination of a
hierarchical classification and a set of categories. The procedure for assign-
ing levels to users is described later in this chapter. Mandatory access
control is described in Chapter 17, “Administering Mandatory Access Con-
trol and Multilevel Directories”.

¢ Streamline your environment to suit the particular needs of your users. For
example, you may want to organize system resources differently for a
group of programmers than you would for a group of writers. See the
“Managing System Performance” chapter in volume 2 of System
Administration for information about how to contour system performance
to meet these specialized user needs.

* Keep the users on your system informed about system status and service
schedules. There are several ways to do this, and they are described in
Chapter 1, “Introduction to Basic Administration”.

This chapter tells you how to use the operating system shell commands to set up and con-
trol accounts for users and user groups, file and directory access, and command
authorization on your computer. The specific online manual pages provide detailed
explanations of the shell commands.

If the Operations, Administration and Maintenance (OA& M) package (a hon-graphical
menu interface) isinstalled on your system you can useit to complete many of these tasks.
(See“ Managing User Logins through OA&M Menus® later in this chapter.)
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Controlling Access to the System and Data

You can implement some basic procedures that will help ensure the security of your com-

puter and the data stored in it. Thefirst line of defense isto make sure that only authorized
users can use the computer. Login names and passwords, together, function likea

combination lock on asafe. To the extent that you enforce their use, you can control access
to your computer system.

You can also protect the data on your computer by assigning permission codes to
individual directories and files. Permission codes restrict access to only the groups and
individual s you specify.

The Function of Login

When a user requests access to a computer, the login: prompt is displayed and the user
must enter a string of characters called a“login name.” Next, the Password: prompt is
displayed and the user types his or her password. The computer verifies that the password
entered is valid for the login name entered. If it is, the user is allowed access to the
computer. If it isn't, the computer prompts the user again with thel ogi n prompt.

NOTE

Some administrative operations use commands which require
privileges to override certain sensitive operations. See Chapte r9,
“Administering Privilege” for information on using privileges.

CAUTION

Assign passwords to al logins. See Chapter 14, “User Account
and Group Management” for information about passwords and
other security precautionsyou should take with your computer.

Login names and passwords are maintained with the commands passwd, user add,
user nmod, and user del , asdescribed in* Creating and Maintaining User Logins’ , later
in this chapter.

The Function of Directory and File Permissions
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In addition to controlling access to your computer, you can control access to particular
files and directories by assigning permission codes to them. Each permission codeis aten-
character string that shows who can access the datain question. It can be viewed, as part of
adirectory or filelisting, by running the | s command with the - | option. For a detailed
explanation of directory and file permissions, see the description of the | s command in
the User's Guide and umask( 1) in the online manual page.
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File permissions provide a simple, easy-to-use mechanism for controlling access to files.
If you need a more powerful control mechanism, you can use an Access Control List
(ACL). An ACL alows the owner of afile to grant or deny access to afile on a per-user
basis, for any number of specific users. For more information on ACLSs, see Part 2, the
“Security Administration” part of this book.

Creating and Maintaining User Logins

Create at |east one login name for every use. Y ou can assign groups to alogin when the
login is created, or, if the login already exists, you can change group assignment by using
the user mod command.

If you have alarge computer and you must create logins for new users frequently, you may
want to schedul e this work for a time when the system is not busy. If you have a small
compulter, the time needed to add one user login isnegligible.

Adding User Logins

The simplest way to create alogin for anew user is by typing
useradd - m login_name

where login_name is the login name of that user. This command defines and creates a
default directory as the new user's home directory, referencing a set of default environment
values to create the new user's environment.

It also creates entries for the new user in two files: / et ¢/ passwd and / et ¢/ shadow:.
Thesefiles contain user login credentids, that is, login name, password, UID, GID, and so
on. [See passwd( 4) in the online manual.]

You must also assign atemporary password to the login and tell the user what it is. A login
cannot be used until apassword has been assigned. (See “ Assigning and Changing Pass-
words’ later in this chapter.)
CAUTION
Never edit the/ et ¢/ passwd or / et ¢/ shadowfiles directly.
Doing so will cause the files to become corrupted. Entriesin these

files can be modified with the user add, user nod, user -
del , groupadd, groupnod, or passwd commands.

To Display the Default Values for the useradd Command:

Type the following command to see the default values that are used by user add:

def adm user add
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Seethedef adn( 1M online manual page for complete details on its use.

To Set Default Values for the useradd Command:

You can change the default values used by user add. When you do, the values you define
will apply to dl futureloginsyou create. Type

def adm user add parameter=value
with any or al of the following parameters:
* SHELL=default_shell
* HOVEDI R=default home dir
e SKELDI R=default_skd dir
* FORCED_PASS=default_forced_pass
* GROUPI D=default_group
* | NACT=default_inactive_days
* EXPI RE=default_expire date
* DEFLVL=default_login level
e AUDI T_MASK=default_audit mask
For example,
def adm useradd SHELL=/usr/ bi n/ ksh

will change the automatically-supplied default shell to ksh

To Add a User, Specifying Non-default Values:

The user add command offers another way to override the default environment
parameters when you are creating a new user account and the login name associated with

it. Thelist that follows describes some of the options that are frequently used to define (or

re-define) parameters for your users. Seethe user add( 1M online manual page for
complete descriptions of all available options.

NOTE
The system file entries created when you run the user add

command have alimit of 512 characters per line. If you specify
long arguments to several options, you may exceed this limit.
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- ¢ comment

-d dir

- e expire

- f inactive

- Ggroup

- g group

-hlevd

- k skel_dir

- s shell

-uuUibD
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Store information about the owner of each login in the / et ¢/
passwd entry for that user. If the comment contains spaces, it
must be enclosed in double quotes, as in the following example:

-c¢ “John P. Sousa”

Do not include colons in your comment (in the / et ¢/ passwd
filethey are interpreted as field separators).

Make dir the home directory of the new user instead of the defaullt.
dir must be afull path (such as/ home2/ | ogi n).

The login cannot be used after the date shown by expire. (This
option is useful for creating temporary logins.)

The maximum number of days allowed between uses of alogin
name before that login is declared invalid.

An existing group's integer ID or character-string name. It defines
the new user's supplementary group membership. Supplementary
groups are those that can be accessed with thenewgr p command.
More than one group can be specified in a comma-separated list.
(See dso the - g option.)

An existing group's integer ID or character-string name. It defines
the new user's primary group membership and defaults to the
value defined by GROUPI D. To change the default group, use
def adm( 1M .

A security level at which anew user may log on. Thelevel may be
specified as either alevel dias or a fully-qualified level. You may
specify the - h option multiple times to allow the user to log on at
more than one level.

Copy the files in the named “skeleton” directory (one containing
filessuch as. pr of i | e), into anew user's home directory. The
default skeleton directory is/ et ¢/ skel . If the - k, option is
used, skel_dir must aready exist.

Create a home directory if one doesn't dready exist. The new
login remains locked until passwd is executed.

If - m is not specified, you must create a default home directory
and givethe user ownership of it (see chown( 1M for details.) It
must also have read, write, and execute permissions by group,
where group is the user's primary group.

Use shell as the user's shell when that user logs on instead of the
default. shell must be the full path of a valid executable file (such
as/ usr/ bi n/ ksh). The default shell used is defined in/ et ¢/
def aul t / user add when the - s option is not used.

Make UID the user ID of the new user, instead of the default. UID
must be a non-negative decimal integer below MAXUID as
defined in/ usr/i ncl ude/ sys/ param h, afilethat contains
default values for various system parameters. The UID defaultsto
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the next available (unique) number above the highest number
currently assigned. For example, if UIDs 100 and 105 are
assigned, the next default UID number will be 106. (UIDs from O-
99 are reserved.)

- v def_level Make def_level the initial default level of the new user. The level
may be specified as either alevel alias or afully-qualified level.
The user will be able to change the default level to any level at
which the user is authorized to log on.

-wleve Set the security level of the home directory tolevel.

You can use these options to change the default values that are used when you add a new
user login with the user add command:

a. For each user you want to add, type:
useradd [option . . .] login_name

where option may be any or all of the options described above or on the
user add online manual page.

b. For each user you have added, assign atemporary password to the account.
Once an account has been added, it cannot be used until a password has
been assigned. (See the next section.)

For example, the / et ¢/ skel directory can contain files that provide a working
environment for a user, including the. pr of i | e file. When you create a new login
account with user add - mand accept the default skeleton directory (by not using the - k
option), then thefilesin/ et ¢/ skel will be copied into the new user's home directory.

In some cases, however, you may want to provide a different working environment than
the one defined by thefilesin/ et ¢/ skel . To handle such cases, you can create another
skeleton directory by copying the filesfrom/ et c/ skel and edit them to suit your needs
(or create new files). For example, if you have created an aternative skeleton directory in
/ nyl ogi n/ newskel , then the following command will create a new user account for
user har vey and copy thefilesin/ nyl ogi n/ newskel to Harvey's home directory:

useradd -m -k /nyl ogi n/ newskel harvey

Assigning and Changing Passwords
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Passwords must be assigned to new logins before they can be accessed. To assign or
change a password use the procedure which follows:

1. Create a temporary password for the user by running the passwd
command, specifying the user's login name:

passwd login_name
2. Thefollowing prompt appears:

New passwor d:

Enter atemporary password.
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3. Thefollowing prompt appears:

Re- enter new password:
Type the same password again.

4. To forcethe user to change the temporary password the next time he or she
logs in, re-execute the passwd command with the - f option:

passwd -f login _name

In addition, you may want to set up some parameters for the password you are creating.
For example, for security reasons, you might want to restrict the amount of time a user is
allowed to use atemporary password before replacing it with a permanent one. You can
create restrictions such as this at any time.

* You can force anew user to replace a current (or temporary) password with
apermanent one at the next login session. (Run passwd - f login_name.)

* You can assign a minimum number of days that the new user will be forced
to keep a current (or temporary) password before being allowed to replace
it. (Usethe - n min option to passwd.)

* You can request a date (specified by the number of days before the
expiration of the current password) on which a user will be warned about
the impending expiration. (Use the - wwarn option to passwd.)

* You can specify the maximum number of days a user will be allowed to
keep acurrent password before being forced to replaceit. (Usethe - x max
option to passwd.)

Seethepasswd( 1) online manua page for complete details.

Inevitably, some users forget their passwords. Establish apolicy for changing forgotten
passwords that will help protect the security of your system. You may want to require
users who forget their password to see you in person before you change their password.

Removing a User

There are two ways to remove a user's login name from your system: you can remove only
the login entry, or you can remove the login entry and the user'sfiles. If you remove only
the login entry, the user's files remain. Preserving these files and directories may be a good
ideain case any of them are needed by other users.

As you know, you can assign an expiration date for a password, or limit the time that can
elapse between uses of an account, after which it is declared invalid and locked. For
performance and security reasons, such logins should be removed from the password
database. In addition, of course, whenever you know an account isno longer going to be
used, you should remove it.

When you remove a user's login with user del , that user's UID is recorded so the UID
will not be reused for a period of time. The number of months the system will wait before
reusing a UID can be specified with the - n option of user del . The default value can be
changed with thedef adm user del command.
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In the procedure below, thefirst step presents the choice of removing only the user's login
entry, or of removing the login entry and all files and directories associated with the login.
If you remove the user's directories and files, they will be accessible only from backup

tapes.

In the second step, the adm nuser command prevents possible security breaches by
removing all privileges that may have been assigned to that user.

1. Select the appropriate command to remove a user's login entry:

If you want to remove: Then execute:
only thelogin entry user del login_name
the login entry and al associated userdel -r login_name

files and directories

2. To remove any privileges that may have been assigned to the login,
execute:

adm nuser -d login_name

Not all users have privileges. If the user you are removing does not, the following message
will be displayed:

UX: adm nuser: ERROR Undefined user “ login_name’

Adding Groups

NOTE

Groups must be added to your computer before users can be
assigned to them.

The purpose of creating group IDs isto restrict access to special commands or to
information about a special project. Those users (that is, their login 1Ds) who need access
to the project or commands can be assigned to that group, either as their primary group or
as one of their secondary groups. (Refer to the user add( 1M and gr oupadd( 1M in
the online manual pages for more information about group 1Ds.)

NOTE
Because the names of users, groups, and home directories will be

readable by any user on the system, the names themselves should
not be sensitive to disclosure.

To add a group, complete the following procedure:
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1. Type

gr oupadd group_name

The group will be assigned a GID automatically. To assign a particular GID, usethe
- g option and specify the desired GID:

groupadd -g GID group_name
2. To add users to the group, run theuser add command.

The time needed to add one group is negligible. If you need to add groups to your system
frequently, however, you may want to schedule these additionsfor atime when the system
is not busy.

Removing Groups

To delete agroup definition from the system, use the gr oupdel command:
groupdel group

This deletes a group definition from the system by removing the appropriate entry from
the/ et c/ gr oup file.

Modifying User and Group Attributes

Users working lives change regularly: they transfer departments, receive promotions,
change projects, and so on. When they do, the status (attributes) of these users may need to
be updated. For example, users who change projects may no longer need accessto the files
available to them on their previous project. In addition, special projects may be created
with information that must be restricted to aselect few.

In these cases, you should create a new group (and possibly new login names) for the
project. (See “ Adding User Logins” earlier in this chapter.) Be sure thefile creation mask
is set appropriately in the . profi | e files for the users assigned to the new group. (See
“TheFile Creation Mask (umask)” later in this chapter.)

To Modify User Attributes:

The user mod command changes the status or attributes of existing user logins. Most of
the options available with user nod parallel the options available for defining user
attributes with user add. The following options, (described earlier in this chapter in the
section “ Adding User Logins’ ), are also available with user nod.

-a event

- ¢ comment

-d home_directory
-e expire

-f inactive

- G supp_group

4-9



System Adminstration Volume-1

-g primary_group
-h leve

-s shdl

-u UID

-v def_leve

The following two options have specific behavior that applies only to user nod.

-1 new_login A string of printable characters that specifies the new login name
for auser. It must not contain acolon (: ) or anewline (\ f 1).

-m Move the home directory of the user to a new location (specified
with - d). If this new location already exists, the user being added
must have access permission to the directory. (This option takes
no arguments.)

Seethe user nod( 1M online manual page for complete descriptions of all available
options.

NOTE

Do not modify a user'saccount while that user islogged on.

1. For each user account you want to modify, type:
user nod [ option...] login_name
2. Notify the user that you have modified his or her account.

Changes made with the user nbd command do not take effect until the next time
the user logs on. In most cases this is of no consequence. If the changes need to
become effective immediately, however, the user must be made to log off and log
back on again.

To Modify Group Attributes:
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The gr oupnod command modifies the definition of a group that is stored in the / et ¢/
gr oup file. Seethegr oupnod( 1M online manual page for complete details on its use.

Invoke the gr oupnod command, with the appropriate options, to do the following tasks:
* Changethegroup ID:
groupnod -g GID group

¢ OQverride the unique group ID constraint so you can use a single group 1D
for more than one group:

groupnmod -0 -g GID group

Use this option only with caution; using the same group ID for multiple
groupsis not recommended.
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* Rename a Group: As the needs of your users change, you may want to
change the name of a group without changing its membership. To do so,

type

groupnod -n new_group_nameold group_name

where new_group_name is the new name for the group and
old_group_name is the current name.

For example, to change agroup namefrom t ech to pub, type

groupnod -n pub tech

Getting Information about Users and Groups

During normal administrative activities, it may be necessary to check up on user and group
assignments. The following procedures alow you to do this.

¢ ToList All Usersand Groups:
listusers

* To List Information About One or More Users:
listusers -1 login_namellogin_name2

* To List Users Belonging to a Specific Primary or Secondary Group:
listusers -g group name list
where the names of groups are separated by commas

* To List Logins with Duplicate Login Names:
logins -d

* To List Logins with Supplemental Group IDs:
logins -m

* To List Logins with Unassigned Passwords:
logins -p

¢ To Display Extended Information About Logins:

 ogins -x

Streamlining the Work Environment: System and User
Profiles

Your computer does several routine tasks between the time a user logs on and thetime a
shell prompt appears. These tasks are listed in the two files that are executed during the
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login sequence: the “system profile” (/ et ¢/ pr of i | e) and the “user profile’ ($HOVE/
. profil e). This section describes these files and explains how you can change them to
enhance the performance of your system so it best serves the needs of your users.

The System Profile

When auser enters a valid login name and password, the computer runs a program called
the system profile (/ et ¢/ profi | e). This program is an executable ASCI| file that
performs several important actions:

* |t defines and exports some environment variables. (For details, see
“Environment Variables,” later in this chapter, and the “Managing System
Performance” chapter in volume 2 of System Administration.)

* The message of the day is displayed. (See “Message of the Day” in
Chapter 1, “Introduction to Basic Administration”.)

* A list of news items is displayed if the user is not r oot . (See “ News” in
Chapter 1, “Introduction to Basic Administration”.)

* A message about mail items is displayed if the user has mail. (See
“ Communicating with Users’ in Chapter 1, “ Introduction to Basic Admin-
istration”.)

* The default user mask is defined. (See “ The File Creation Mask (umask)”
later in this chapter.)

A sample/ et ¢/ profil e isshownin Screen4-1.
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/

trap “* 1 2 3
umask 022# set default file creati on mask
export LOGNAME

PATH=$PATH: / usr/ ccs/ bi n:/usr/ucb

case “$0” in
-jsh | -ksh | -rsh | -sh)
# issue nmessage of the day
trap : 12 3
echo ““ # skip a line
if [ -s /etc/motd ]; then
cat /etc/notd;
fi
trap “* 1 2 3

# Set up reasonable term nal behavior.
if [ -x /sbin/stty ]; then
/sbin/stty intr '~c' erase '~h' kill '~u'" swtch '~' echoe tab3
fi

# Set up a reasonabl e TERM environnent variable.
if [ -x /usr/bin/tty ];; then
tty | grep pts > /dev/null 2>&1
if [ “$?* 1="0" -a “$TERM = “* ]; then
TERME /usr/bin/tty ; TERME'/bi n/ basename $TERM
TERME" /usr/bin/grep $TERM /etc/ttytype’
TERVE" / usr/ bi n/ basename $TERM
fi
fi

if [ “$TERMCAP” = “* ]; then
TERMCAP=/ usr/ shar e/l i b/ terncap

fi

export TERM TERMCAP

# check mai |l box and news bulletins
mai | check 2>/ dev/ nul |
if [ $LOGNAME != root -a -d /var/news ]
then news -n
fi

# Uncomment this script if you wish to use secure RPC facility
#

# ps -e | grep rpchind 1>/dev/nul

# if [ $2 = 0]

# t hen

# ps -e | grep keyserv 1>/dev/nul

# if [ $2 = 0]

# then

# echo “Please login to the network”

# / usr/ bi n/ keyl ogi n

# el se

# echo “date’: “secure rpc nonfunctional; keyserv is down” >>/var/
adni | og/ rpc. 1 og

# fi

# el se

# echo “date’: “secure rpc nonfunctional; rpchind is down” >>/var/adm
log/rpc.1og

# fi

#

#05

esac

export PATH

trap 1 2 3

~

Screen 4-1. A Sample System Profile (/ etc/profile)
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You can change existing definitions by editing the system profile. For example, you may
want to change the value assigned to your system mask from022 to 077 to makefiles and
directories created by users more secure. [Seechrmpd( 1) online manual page for infor-
mation on file permissions.] Also, you may want to change the default PATHto provide
accessto locally developed commands.

You can also edit the system profile to automate other tasks. For example, you can add
shell commands to this file to display the current time and date, inform a user that he or
she has mail, and tell a user the number of people logged in on the computer, as shown in
Figure 4-1.

echo “date’

mail -e

n="who | wc -1I°

echo “There are $n users on “unane -n .

Figure 4-1. Additional Shell Script for the System Profile (/ etc/ profil e)

NOTE

You should change the system profile only when the change you
make will be beneficial to all users of the computer.

The User's Profile
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If you create alogin for a new user with user add - m the contents of the directory
/ et c/ skel arecopied to the new user's home directory by default. The / et ¢/ skel
directory contains a standard user profile, . pr of i | e, that can list tasks and environment
variables in addition to those listed in the system profilefile. This user's profile allows you
to further define the working environment that is set up when the user logsin. If you want
to provide other directories and files (such asan r j e directory or a. nai | r ¢ file), you
can add them to the skel directory.

You can also create other skeleton directories, each having a customized . profi | e (and
any other files and directories you want them to have). Then, whenever you add a login
name to your system, you can use the - k skel_dir option to user add to name the full
pathname of the particular skeleton directory you want copied to that user's home direc-
tory. This mechanism eliminates the need to add directories and files, individually, to a
new home directory.

After executing the system profile, the computer executes the user's profile. The user's pro-
file executes commands and shell scripts in the same way the system profile does. The
operating system shows asample. profi | e file
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( PS1="Yes? *

HOME=/ horre/ j oei
LOGNAME=] oei

TERMFwy 150

10 umask 022
11 mail

N

CDPATH="for i in $HOVE $HOVE/ * $HOVE/ junk/*; do if test -d $i;\\\\

2

3

4 PATH=: /usr/bin:/usr/sbin: $HOVE/ bi n

5

6 then echo “:$i\\\xd3; fi; done” 7 TERM NFO=/hone/joei/termnfo
8

9 export PS1 HOVE LOGNAMVE PATH CDPATH TERM NFO TERM

~

/

Screen 4-2. A Sample User's Profile ($HOVE/ . profi | e)

Anindividua user can add, remove, or redefine environment variablesinthe . profil e
filein his or her login directory. Many users like to do this to customize their work
environment to an even more persona degree (to suit factors such as the type of terminal
being used, their favorite text editor, or the type of work being done).

If you want to change the environment for new users, you can modify / et c/ skel /
. profil e toinclude some or al of the environment variables shown in the operating
system. These environment variables are defined below.

Environment Variables

This section describes the environment variables defined in the sample user profile shown
in the operating system. See the “Managing System Performance’ chapter in volume 2 of
System Administration for details.

PS1

HOVE

LOGNAME

PATH

The user's shell-level prompt.

The user's home directory. Scripts and system programs that
reference the user's home directory use this environment variable
to find it.

If auser is moved to another file system, the only change needed
in the user profile, to simulate the original working environment,
is the definition of HOVE. For example, if auser whose login name
isj ean ismoved from the / home file system to the / horre2 file
system, the only change needed in her user profile is a changein
the definition of HOVE from / horre/ j ean to/ home2/ j ean.
Once HOVE has been redefined, the user can access al the files
and commands that were available in the environment defined by
the previous value of PATH.

The user's login name. Scripts and system programsthat reference
the user's login name use this environment variable to find it.

A list of directories and the order in which these directories are
searched for a command requested by a user. This order may be
important: when identically named commands exist in different
locations, the first command found with that name is used. For
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The File Creation Mask (umask)

4-16

CDPATH

TERM NFO

TERM

example, assume PATH is defined as PATH=/ usr/ bi n: / usr
/ sbi n: $HOME/ bi n. If a user invokes a command called
sanpl e without specifying its full path, and this command
residesin both/ usr/ bi n and $HOVE/ bi n, theversion found in
/ usr/ bi n will be used.

Specifies the directories searched when aunique directory nameis
typed without a full path. This environment variable is used as an
argument to the cd command. For example, bi n andrj e exist
under / horre/ j ean: If youarein/ hone/ j ean/ bi n and type
cd rj e, youwill changedirectoriesto/ horre/ j ean/ rj e even
though you haven't specified afull path.

Definitions of supported terminals are found in the default termi-
nal information database, / usr/ share/li b/ term nfo.
When using an unsupported terminal, a user can create a defini-
tion for it in another terminfo directory and define TERM NFOas
a path to this directory (such as / hone/ j ean/t er mi nf o) in
his or her profile. The system first checks the TERM NFO path
defined by the user. If adefinition for aterminal isnot found there,
the system searches the default directory, / usr/share/lib
/term nfo, foradefinition. If adefinition isnot found in either
location, the terminal is identified as “unknown.” [See
“Directories and Files”, in thisbook, t i ¢c( 1M online manual
page, cur ses( 3X) online manual page, t er m(4) online
manual page, and t er mi nf o( 4) online manua page for more
information about the t er m nf o directory and the commands
used with it.]

The terminal used by this user. When the user invokes an editor,
the computer looks for afile with the same name as that defined
by this environment variable. (For example, in the operating
system the terminal was defined as a wy150 model.) The system
searches the directory referenced by TERM NFO (in the operating
system, / home/j ean/term nf o) to determine the
characteristics of theterminal.

New environment variables can be defined in a user's profile at any time. By convention,
environment variables are defined as follows:

VARIABLE_NAME=value

The variable name appears in upper case, followed by an equals sign and the value. Once
an environment variable is defined, it can be used globally by executing the expor t
command with the environment variable as an argument to it.

The default permissions (mask) used for files and directories created by a user are
determined by the values assigned to thefile creation mask. Theunask command assigns
values to the mask. The system profile may contain the umask command to establish
these permissions. Default permissions may be redefined in a user's profile.
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Specify the mask as a three-digit octal number. The system determines permissions by
subtracting the value of the mask from 777.

For example, if the default mask is set by the system profile to mode 027, the command
lineumask 022 causes newly-created directories to be assigned mode 755 (dr wxr -

Xr - X) and newly-created files to be assigned mode 644 (- rw-r - - r - - ). If the default
mask is set by the system profile to mode 027, the command line unask 027 causes
newly-created directories to be assigned mode 750 (dr wxr - x- - - ) and newly-created
files to be assigned mode 640 (-rwr---- - ). The system checks the permission
settings before allowing or denying accessto afile or directory.

NOTE

The value of the executable bit isignored for the creation of text
files but not for the creation of directories.

Access can be given to one or more of the following sets of users:

¢ the owner of the data
¢ people with the same group ID as the owner of the data

¢ dl other people using the computer
For details, see umask( 1) online manual page.

The umask provides a mechanism to restrict access to newly created files. If a more
powerful mechanism is needed, Access Control Lists (ACLs) offer additional flexibility.
For details, see Part 2, Security Administration.

User Privileges

The system administrator controls which users have access to commands and system ser-
vices that require privilege. You can assign privileges to individual users or groups of
USers.

Administrators and privileged users need to perform sensitive tasks, but because privileges
are associated with processes and executablefiles, not user IDs (except for the special case
of UID=0 when using the SUM privilege policy module), it is not possible to grant privi-

leges to users directly. The Trusted Facility Management tools (TFM) provide the means

to maintain a database of users and the commands they may execute with privilege. If priv-
ileges are assigned to a user's shell, they will be inherited by all commands executed by

that shell.

This eliminates the need to place fixed privileges on commands (via fi | epri v) for a
user to execute commands with privilege.

Refer to Chapter 9 “Administering Privilege” and Chapte r10 “Trusted Facility Manage-
ment” for additional information.
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Managing User Logins through OA&M Menus

The system administration menus are only available if the Operations, Administration and
Maintenance (OA& M) package isinstalled on your system. To access the system
administration menu for user and group management, type sysadm users. The
following menu will appear on your screen:0

4

\

User Login and Group Adnministration
add - Adds Users or G oups
defaults - Defines Defaults for Adding Users
list - Lists Users or G oups
nodi fy - Modifies Attributes of Users or G oups
password - (Re-)defines User Password |nformation
renove - Renoves Users or G oups

N /

The following table shows how the tasks listed on the User Login and Group
Administration menu correspond to the tasks discussed throughout this chapter.

Task to Be Performed sysadmTask Shell Command
Add users or groups add useradd(1M
groupadd( 1M
Change users passwords passwor d passwd( 1)
Define defaultsfor adding  defaul ts def adm( 1M
users
List usersand groups list  ogi ns(1M
listusers(1M
Modify user or group nodi fy user mod( 1M
attributes groupnod( 1M
Remove auser or group remove userdel (1M

groupdel (1M

Quick Reference to Managing User Logins

* Adding a user with default options:

useradd - m login_name

4-18



Creating and Managing User Accounts

Adding a user with non-default options:

useradd | - h level | - v default_leve | - a audit_mask \
|-uuser ID|-ggroup ID |- c comment\
| - d home_directory | - m| - s shell login_name

passwd -n min_days - x max_days -f login_name
Adding a group:
groupadd -g group ID group_name
Listing all users:
listusers
Listing user information:
listusers -1 login_namellogin_name2
Listing users assigned to agroup:
listusers -g group name list
Separate the names of groups by commas.
Listing users with duplicate user 1Ds:
logins -d
Listing users with supplemental group IDs:
logins -m
Listing users with unassigned passwords:
logins -p
Displaying extended information about users:
 ogins -x
Modifying the user's comment field:
usermod -c¢ comment login_name
Changing the user's home directory field:
user mod -d home_directorylogin_name
Modifying the user's group name:
usernod -g existing _group login_name
Adding the user to a supplementary group:
usernod - G supp_group login_name
Changing the user's login:
usernod -| new_login_nameold login_name

or
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usernod -| new_login_name -d new dir old_login_name
¢ Changing the user's home directory:
usermod -m -d new_home directory login_name
* Duplicating auser_|ID:
usermod -0 -u UID login_name
* Changing the user'slogin shell:
usernod -s shdllogin_name
* Changing the user'suser_ID:
user mod -u new_UID login_name
¢ Changing the user'slogin expiration status:
usermod -e MM/ DD/ YY login_name
* Changing the inactive status of a user's login name:
usernod -f number_of dayslogin_name
¢ Creating anew group:
groupadd [-g group_id] group_name
¢ Making the group ID aduplicate group ID:
groupnod -g current_ GID - 0 group_name
¢ Changing aforgotten password for a user:
1. passwd login_name
2. passwd-f login_name
* Removing only alogin entry:
user del login_name
* Removing alogin entry and the user's home directory:
userdel -r login_name
* Changing agroup ID:
groupnod -g new_group ID group_name
¢ Changing agroup name:
groupnod -n new_group _nameold_group_name
* Removing agroup name:

gr oupdel group
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5
Managing Ports

This chapter is divided into six sections, describing the components used to set up and
manage the ports that provide access across systems and in a multi-user environment. The
port monitors supplied for this purpose and the commands used to administer system files
are explained. A “ Quick Reference Guide to Managing Ports’ tells you how to invoke the
sysadm menus for administration of system ports. The quick reference also provides a
summary of the sacadm pnadm and st t ydef s command lines discussed throughout
the chapter. The first section, “ Overview of the Service Access Facility” describes the
basic files and facilities used in configuring ports and the types of port monitors that may
be established. The second section, “ Port Monitor Management” explains how you can
use the sacadmcommand to manage the SAC. Specifically, it tells you how to

* print status reports about a port monitor
* add or remove a port monitor
* enableor disable a port monitor

* dtart or stop a port monitor

This section also describes the configuration scripts used to modify the SAC and port
monitor environments.

For every port monitor on your system, you must have an administrativefile. The third
section, “ Service Management,” explains how to manage the information in this file
through the pmadmcommand. These files contain information about the administration
and status of each port and the service invoked by it. The pradmcommand allows you to

* print information derived from the administrative file

¢ add (and remove) services

¢ enable(and disable) services

* print, install, and change per-service configuration scripts

¢ gpecify an authentication scheme for a service (See Network
Administration for a description of authentication schemes.)

Following sections focus on thet t yron port monitor, terminal line settingsint t ydef s,
and thel i st en port monitor, known as “the listener.”

The section on t t ynmon describes its role in monitoring asynchronous terminal devices,
such as terminal's, modems, and PCs being used as terminals. It also explains how to
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perform some of the administrative tasks described in the sections on port monitor
management and service management.

The section on t t ynon provides instructions on how to

¢ getalist of thet t ynon port monitorsthat have been configured

* get alist of the services that have been configured under agiven tt ynon
port monitor

¢ enable(and disable) t t ynon ports and services
¢ add (and remove) at t ynon port monitor
¢ add aserviceunder at t yrmon port monitor

* gpecify an authentication scheme for a service under a ttynon port
monitor

The management of terminal line settings is discussed in connection with tt ynon
management, since the t t ydef s file (which replaces get t ydef s as the database file
for system terminal information) isused by t t ynon and you'll have to modify it as part of
t t ymon administration. To set terminal modes and line speeds, you must |earn how to

* print terminal line setting information

* modify terminal line settings

* set up hunt sequences

* add or removeterminal line settingsfor aterminal

* maketermina options available (using the st t y command)

The section on the listener explains how to maintain and use the port monitor that oversees
logical devices defined as layer 4 of the OSI Reference Model (that is, transport end
points). Specifically, it describes how to

¢ getalist of configured| i st en port monitors

* get alist of services available through agiven | i st en port monitor
¢ enable(and disable) | i st en ports and services

¢ add (and remove) | i st en port monitors

* add aserviceunder al i st en port monitor

¢ gpecify an authentication scheme for a service under a | i sten port
monitor

Overview of the Service Access Facility

As an administrator, you're responsible for making your system accessible to those
authorized to use it. These users may be local (logged on to your system directly) or
remote (logged on to your system through a network). Both local and remote users gain
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access to a system through “ports’: physical and symbolic entry points to a computer for
either users or processes.

What Is the Service Access Facility?

This release provided a new umbrellainterface: the Service Access Facility (SAF). The
SAF, which applies to systems operating in multi-user mode, provides a mechanism for
uniform access to port monitor services. Each physical port on a computer running the
current OS has a monitor associated with it that you can use to make the port active and
otherwise manage its use. The monitor for a particular port controls use of the port with
which it's associated: it grants (or denies) access, keeps track of usage, and provides
information about availability to administrative programs that need to use the port.

Two port monitors, tt ynmon and | i st en, are delivered on newly installed systems
running the operating system. These port monitors are provided for the following reasons:

ttynmon runs ports used when local userslog in.

listen runs ports used by remote users (through a network) to access
accounts and software on the local system.

NOTE

You're not restricted to using these, however; if you like, you can
develop your own. (For instructions on writing a port monitor, see
Network Programming I nterfaces.)

The SAF also provides a set of tools for installing, configuring, and querying port
monitors through a utility called the Service Access Controller (SAC).

This chapter describesthe tt ynon and | i st en port monitors and the SAF tools
provided for installing, using, and maintaining them.

The Service Access Facility consists of the following components:

¢ the Service Access Controller (SAC)
- the SAC program (which runs the Service Access Fecility)
- asystem-specific configuration script
- an administrative file for the SAC
- acommand, sacadm for administration of the SAC

e thettynmonand! i st en port monitors
- thettynonandl i st en programs
- an administrative file for each port monitor

- aconfiguration script (optional) for each port monitor
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- acommand, prmadm for administration of both port monitors
* service-specific configuration scripts (optional)

Administration of the ports on your system can be divided into two levels of responsibility
(which reflect the two levelsin the supporting directory structure). The top administrative
level is concerned with general port monitor administration (through the sacadm
command); the lower level is concerned with the administration of specific port monitors
(through the pmadmcommand).

The Service Access Controller

The Service Access Controller (SAC) is the administrative point of control for all port
monitors (and therefore for all ports on the system). Itsjob is to maintain the port monitors
on the system in the state specified by you. It accomplishesthis through three actions:

Customization During initialization, the SAC customizes its own environment by
invoking the per-system configuration script supplied with the
SAF.

Start-up Next, the SAC reads its administrative file to determine which

port monitors are to be started. For each port monitor specified,
the SAC interprets the corresponding configuration script (if one
exists) and then starts the port monitor itself.

Polling Once the SAC isrunning, it has two ongoing functions: (a) it polls
its port monitors periodically, and (b) it initiates recovery
procedures when necessary.

Because the SAC is started by the i ni t (1M command during system initialization
(through anentry in/ etc/ini ttab), it starts working as soon asyou set up your
system.

From time to time you'll want to query the SAC, for example, to check the status of the
port monitors. You may also need to make changes to the port monitors. For example, you
may want to enable a disabled port monitor or start a port monitor that has been killed.
Two commands, sacadmand pmadm allow you to issue commands to the SAC which,
in turn, communicates with the port monitors.

Making Changes to Your Port Monitors

54

To get areport on port monitors known to the SAC, run the sacadmcommand with the -
| option, or with an option that focuses on the details you wish to display. You may want
to make changes in the group of port monitors on your system. For example, you may
want to add or remove a port monitor from SAC supervision. The sacadmcommand
allows you to make such changes.

If you decide to keep a port monitor under SAC supervision, but you want to assign a
different state to it, run the sacadmcommand and specify one of the following states:

STARTI NG An intermediate state (between DI SABLED and ENABLED) when
the port monitor is in the process of starting up.
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ENABLED The port monitor is running and accepting connections. [See the
- e option to sacadnm( 1M .]

Dl SABLED The port monitor is running but is not accepting connections. [See
NOTRUNNI NG and the - d option to sacadnm( 1M .]

STOPPI NG An intermediate state on the way to NOTRUNNI NG, the port
monitor has been manually terminated but has not completed its
shutdown procedure.

NOTRUNNI NG The port monitor is not currently running. (Seesacadmwith - k.)
Thisisthe normal “not running” state. When a port monitor is
killed, al portsit was monitoring are inaccessible. It's not possible
for an external user to tell whether a port isnot being monitored or
the system is down. If the port monitor is not killed but isin the
DI SABLED state, it may be possible (depending on the port moni-
tor being used) to write a message on the inaccessible port telling
the user who's trying to access the port that it is disabled. Thisis
the advantage of having the DI SABLED state as well as the
NOTRUNNI NG state.

FAI LED The port monitor is not running. (It was not able to start and
remain running. Regardless of what you specify, a port monitor
will enter this state if the SAC can't start the port monitor after a
specified number of tries.)

Ongoing Activities of the SAC

Once the port monitors are running, the SAC polls them periodically for status
information. If during a poll, the SAC does not receive a response (such as ENABLED)
from a particular port monitor, it assumes that monitor is not running. If it should be
running, the SAC assumes it has failed and takes appropriate recovery action. The SAC
also restarts afailed port monitor if a non-zero restart count was specified for the port
monitor when it was created.

By default, the SAC polls all port monitors every 300 seconds (or five minutes). You can
change this schedule, however, by running sac -t and specifying, in seconds, the
interval after which you want polling to be repeated. For example, if you want polling
done every ten minutes instead, enter

sacadm -t 600

[Seesac(1M,sacadnm( 1M , and “ Port Monitor Management” .]

Configuration Scripts for Individual Systems

If you want to customize the environment for services on your system, write a system-
specific script that will be interpreted by the Service Access Controller when it's started
(which occurs when the system enters multi-user mode). Write your scriptin/ et ¢/ saf /
_sysconfi g, anempty file delivered with the system for this purpose.
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An ordinary shell script cannot be used; you must write this script in the interpreted
language described on the doconfi g( 31 ) online manual page and in Network
Programming Interfaces.

Configuration Scripts for Individual Port Monitors

If you want to customize the environment for a given port monitor (and the services
available through the access points for which it's responsible), you can write a
configuration script for that particular port monitor. This script may override any defaults
provided by a system-specific configuration script.

A port monitor-specific configuration script is interpreted when the relevant port monitor
is started. (Port monitors are started after the SAC has been started and has run its own
configuration script, / et ¢/ saf / _sysconfi g.)

Write your script in the same language used for system-specific configuration scripts
(described above) and storeitin/ et ¢/ saf / pmtag/_config (where pmtag is the string by
which the SAC recognizes the port monitor).

Configuration Scripts for Individual Services

You also have the option of writing service-specific configuration files. This capability is
useful if you want to override the default values provided by the configuration files for
your system and port monitor whenever aparticular service is invoked. For example, you
may want to have aset of STREAMS modules other than the default set used whenever a
particular service is accessed.

Or, as another example, your system may offer a service that requires special privileges
not available to general users. To avoid having to give your users all possible privileges,
you can simply write aservice-specific script that will grant or limit them when the service
is accessed through a particular port monitor.

Like the configuration scripts described above, this type of script must be written in the
language described on doconf i g( 31) and in Network Programming Interfaces.

The SAC Administrative File
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Information about all the port monitors for which the SAC isresponsibleisstored in afile
that you maintain through the sacadmcommand: the SAC administrative file. You don't
have to create thisfile; it exists on the delivered system. If you need to edit the file, you
should not edit it directly. Its contents can and should be displayed and updated with the
sacadmcommand. Initially, / et ¢/ saf / _sact ab is empty except for asingle
comment line that contains the version number of the Service Access Controller. Entries
are added to thisfile to identify the port monitors on your system, that is, adding a port

monitor is accomplished by adding an entry for it to thisfile.

Entries are added for each port monitor by executing the sacadmcommand with the - a
option and appropriate information for the port monitor. This may be done by you as
needed or automatically by an installation procedure for a network service or application
that requires the setup of port monitors.
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NOTE

For a description of the complete command line syntax, see
sacadm( 1M) . This command permits you to add, update,
remove, and display file entries for port monitors controlled by the
SAC.

Thefirst line of each SAC administrative file is typically a comment line indicating the
version of the SAC.

Each entry in the SAC administrative fileis a colon (: ) delimited string that contains the
following information:

PMTAG A unique tag that identifies a particular port monitor. The system
administrator is responsible for naming a port monitor. Thistag is
then used by the Service Access Controller (SAC) to identify the
port monitor for all administrative purposes.

PMI'AG may consist of up to 14 a phanumeric characters.

PMI'YPE The type of the port monitor. In addition to its unique tag, each
port monitor has a type designator. The type designator identifies
agroup of port monitors that are different invocations of the same
entity. t t ynon and | i st en are examples of valid port monitor
types. The type designator is used to facilitate the administration
of groups of related port monitors. Without a type designator, the
system administrator has no way of knowing which port monitor
tags correspond to port monitors of the same type.

PMI'YPE may consist of up to 14 a phanumeric characters.

FLGS The following flags are currently defined:
d When started, do not enabl e the port monitor.
X Do not start the port monitor.

If no flag is specified, the default action is taken. By default a port monitor is started and
enabled.

RCNT The number of times a port monitor may fail before being placed
in afailed state. Once a port monitor enters the failed state, the
SAC will not try to restart it. If acount is not specified when the
entry is created, thisfield isset to 0. A restart count of O indicates
that the port monitor is not to be restarted when it fails.

COVIVAND A string representing the command that will start the port monitor.
The first component of the string, the command itself, must be a
full pathname.

Each string comprising an entry in the file is terminated by a pound sign (#), which
indicates the start of an optional comment.
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Screen 5-1 shows the output of
sacadm - |

invoked to display the complete list of entriesin asample SAC administrativefile.

PMTAG PMIYPE FLGS RCNT STATUS COMVAND

inetd inetd - 0 ENABLED /usr/sbin/inetd #i nternet
daenon

tcp listen - 3 ENABLED lusr/lib/saf/listen -m
inet/tcp0 tcp 2>/dev/null #

ttynmonl ttynmon - 0 ENABLED /usr/lib/saf/ttymon #

#

Screen 5-1. Output of sacadm - |

The Port Monitor Administrative File

Each port monitor has its own administrative file, / et ¢/ saf / pmtag/_pmtab that you
maintain through the pmadmcommand. Whenever you make changes to a port monitor on
your system, the pmadmcommand records those changes by adding, deleting, or
modifying the relevant entries. Each type of port monitor has separate administrativefiles.
Changes to afile are made only by the appropriate port monitor (tt ynon, | i st en, or
one you created) which immediately rereadsits file whenever a changeis made.

Each entry in a port monitor administrative file indicates:

* The service to beinvoked on a specific port

* How the port monitor should treat that port

Each entry within the fileis uniquely identified by a service tag. The combination of a
service tag and a port monitor tag is a unique string that defines an instance of a service.

NOTE

A single service tag may be used in more than onefile to identify
the same service under multiple port monitors. In other words, for
consistency and recognition, the same service tag may be used in
more than one port monitor administrativefile.

The entry must also contain port monitor-specific information that's meaningful to a
particular port monitor. For example, entries for tt ynon-t ype port monitors may
include prompt strings.

To add information to a port monitor administrative file, execute the command for the
appropriate port monitor type:

ttyadm for att ynmon port monitor

nl sadm n foral i st en port monitor

5-8



Managing Ports

NOTE

If you're installing new software for a network service or
application, it may include an installation procedure that
automatically adds the appropriate entries to the port monitor
administrative file.

Note also that additions to both the SAC and port monitor administrative files are made
cooperatively, since there must be an entry in/ et ¢/ saf/ _sacadmfor each pmtag
associated with a port monitor administrative file. See “ Adding a Port Monitor” under
“ Port Monitor Management” for details.

The first line of each port monitor administrative file is typically a comment line
indicating the version of the port monitor.

Each entry in the port monitor administrative file is a colon (: ) delimited string that
contains the following information:

SVCTAG A unique tag that identifies a service. This tag is unique only for
the port monitor through which the service is available. Other port
monitors may offer the same or other services with the same tag.
A service requires both a port monitor tag and a service tag to
identify it uniquely.

SVCTAGmay consist of up to 14 alphanumeric characters.

FLGS Flags with the following meanings may currently be included in
thisfield:

X Do not enable this port.
By default the port is enabled.

u Create an entry for this servicein/ var / adni ut np.
By default no ut np entry is created for the service.

The ut np fileis used by the who command, which reports alist
of users currently logged in and the ports on which they're
working. Note that port monitors may ignore the u flag if creating
aut np entry for the service is not appropriate to the manner in
which the service is to be invoked. Some services may not start
properly unless ut nmp entries have been created for them. For
example, services using the login schemerequire aut np entry.

ID The identity under which the service isto be started. Theidentity
has the form of alogin nameasiit appearsin/ et ¢/ passwd. If
thisfield is empty, the identity is supplied by the authentication
scheme. When an ID and an authentication scheme are both
specified, the port monitor performs the authentication under the
scheme-supplied identity and invokes the service under the
identity specified in the ID field. If neither ID nor authentication
scheme is supplied, an error is returned when the serviceis
executed.
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SCHEME The authentication scheme for the service. If the scheme field is
empty, no authentication is done by the port monitor.

PVMSPECI FI C Examples of port monitor-specific information are addresses, the
name of a processto execute, or the name of a STREAMS pipeto
pass a connection through.

Each string comprising an entry in the file is terminated by a pound sign (#), which
indicates the start of an optional comment.

Screen 5-2 shows the output of
prmadm -1 -p ttynon3

invoked to display the list of entries in a sample administrativefile, t t ynon3. Note that
everything in the PMSPECI FI Ccolumn is specificto at t ynon port monitor. The listing
for al i st en administrativefile, for example, will contain a different set of entriesin this
column. Port-monitor specific information is formatted by the port monitor's
administrative command, in thiscaset t yadm Thet t yadmcommand isincluded as part
of the pmadmcommand when pmadmis used to add a port monitor. See “ Adding a
Service” under “ Service Management” .

- p

PMIAG  PMIYPE SVCTAG FLGS | D SCHEME PMSPECI FI C

ttynmon3 ttynon 00 ux - login /dev/tty0_00 - - /usr/bin/shserv - 9600
ldtermlogin: - - - - #/dev/tty0_00

ttymon3 ttynon 01 ux - login /dev/tty0_01 - - /usr/bin/shserv - 9600
Ildtermlogin: - - - - #/dev/tty0 01

ttymon3 ttynon 02 ux - login /dev/tty0_02 - - /usr/bin/shserv - 9600
Ildtermlogin: - - - - #/dev/tty0_02

ttymon3 ttynon 03 ux - login /dev/tty0_03 - - /usr/bin/shserv - 9600
Ildtermlogin: - - - - #/dev/tty0_03

NS /

Screen 5-2. Output of pmadm -1 - p ttymon3

CAUTION

To maintain the integrity of the system, it is strongly
recommended that changes in the SAC and port monitor
administrative files be made with the sacadmand pmadm
commands, not by editing the files. The SAC does not recognize
changes in some of the fields in these files unless they are made
using the appropriate administrative command. Editing the file
directly can lead to unexpected results.
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Port Monitor Management

The Service Access Facility administrative model is hierarchical. The higher level is
concerned with port monitor administration. At this level, port monitors may be added,
removed, started, stopped, enabled, or disabled. The lower level isconcerned with service
administration. Functions performed at this level include requesting port monitor status
information, replacing a per-system configuration file, installing or replacing a per-port
monitor configuration file, and requesting that a port monitor read its administrative file.
These functions are discussed under “ Service Management” .

The SAC Administrative Command sacadm

sacadmisthe administrative command for the upper level of the Service Access Facility
hierarchy, that is, for port monitor administration. [Seesacadn{ 1M .] Under the Service
Access Facility, port monitors are administered by using the sacadmcommand to make
changes in the SAC's administrative file. sacadmperforms the functions listed below.
Each function is discussed in one of the following sections.

* print the requested port monitor information from the SAC administrative
file

* add or remove a port monitor

* enableor disable a port monitor

* dtart or stop a port monitor

¢ instal or replace a per-system configuration script

* install or replace a per-port monitor configuration script

* ask the SAC to reread its administrative file

Printing Port Monitor Status Information

sacadm-L [ -p pnmtag | -t type ]
sacadm -1 [ -p pnmtag | -t type ]

pmtag is the tag associated with the port monitor that is being listed. type specifies the port
monitor type, for example, | i st en. Unless the system administrator already knows the
type of a port monitor, it may be necessary to use the most general form of the command
(sacadm - 1) to find out what the valid type and tag names are.

The- | and - L options request port monitor status information and may be invoked by any
user on the system. The - | by itself lists status information for all port monitors on the
system. The- | option with a- p option lists status information for port monitor pmtag. A
-1 with - t lists status information for al port monitors of type type. Any other combina-
tion of options with the- | option isinvalid.
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The - L option is provided for use in scripts; the format of its output (a condensed version
of - | output without headers) lends itself well to online parsing, but is much less legible
than the output of - | .

Options that request information write the requested information to the standard output. A
request for information using the - | option prints column headers and aligns the
information under the appropriate headings. A request for information in the condensed
format using the - L option prints the information in colon-separated fields. If the - |

option is used, empty fields are indicated by a hyphen. If the - L option is used, empty
fields are indicated by two successive colons.

The following sample output shows the differences between some of the options described
above. The command

sacadm - |

lists status information for all port monitors:

PMTAG PMI'YPE FLGS RCNT STATUS COMVAND

inetd inetd - 0 ENABLED /usr/sbin/inetd #i nternet dae
non
tcp listen - 3 ENABLED /usr/lib/saf/listen -minet/t

cpO tcp 2>/ dev/null #

Screen 5-3. Sample Output of sacadm -1 (Most General Form of the list
Option)

Notethat if tt ymonl isenabled (sacadm - e - p ttymonl), the entry in the STATUS
field changes from DISABLED to ENABLED, but the entry in the FLGS field does not
change. The d flag indicates that the port monitor goesimmediately to DISABLED state
when it is started. After it has been started, the system administrator can put it in
ENABLED state. The flags field conveys information about the state in which aport mon-
itor starts, not about its current state.

The command
sacadm -1 -p tcp

lists status information only for port monitor t cp:

PMTAG PMIYPE  FLGS RONT STATUS COVVAND
tcp listen d 3 DI SABLED /usr/lib/saf/listen -mtcp #

Screen 5-4. Sample Output of sacadm -1 When a Port Monitor Is Specified

The same command using - L instead of - | will produce:
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$ sacadm-L

inetd:inetd::0: ENABLED: / usr/ sbi n/i net d#i nt ernet daenon

tcp:listen::3: ENABLED: /usr/lib/saf/listen -minet/tcp0 tcp 2>/dev/null#
ttynonl: ttynon:: 0: ENABLED: /usr/lib/saf/ttynon#

Screen 5-5. Sample of Condensed Output of sacadm - L
The command
sacadm -1 -t ttynon

lists statusinformation for all t t yrmon port monitors.

PMTAG PMIYPE FLGS RCNT  STATUS COMVAND
ttynmonl ttynon d 0 DI SABLED /usr/lib/saf/ttymon # ttynonl
ttynmon3 ttynon - 0 ENABLED lusr/lib/saf/ttymon # ports board

Screen 5-6. Status Information for Port Monitors of a Single Type.

Adding a Port Monitor

sacadm-a -p pntag -t type -¢ “cmd” -v ver [ -f dx ]\
[ -ncount ][ -y “comment” ][ -z script ]

sacadmwith a - a option is used by the system administrator or by a package that is
being installed to create new instances of a port monitor. Because of the complexity of the
options and arguments that follow the - a option, it may be advisable for the system
administrator to use a command script or the menu system to add port monitors. To use the
menu system, type sysadm por t s and then choosethe port _noni t or s option.

When sacadmcreates a port monitor, it creates the supporting directory structure in
/etc/saf and/var/ saf for the new port monitor pmtag and the port monitor
administrative file. It also adds an entry for the new port monitor to the SAC's
administrativefile.

The options following the - a option have the following meanings:

The - ¢ option isfollowed by acommand enclosed in double quotes. Thisis the command
the SAC executes to start the port monitor.

The - v option isfollowed by the version number of the port monitor. The version number
may be given to sacadmby the port monitor's special administrative command, as an
argument to the - v option. For example:

-v " 2ttyadm -V

5-13



System Adminstration Volume-1

The port monitor-specific command ist t yadmfor t t ynon and nl sadmi n forl i sten
[seettyadm( 1M and nl sadm n( 1M ]. The version stamp of the port monitor is
known by the command and is returned when the port monitor administrative command is
invoked with the - V option. The version number is added to the new administrativefile as
acomment line of the form

# VERSI ON=value

where value is an integer that represents the port monitor version number. The version
number defines the file format. It provides a means of synchronizing software releases of
port monitors with their properly formatted administrative files.

The - f option specifies one or both of the two flagsd and x. The flags have the following

meanings:
d Do not enable the port monitor
X Do not start the port monitor.

If the - f option is not included in the command line, no flags are set and the default
conditions prevail. By default, a port monitor is started and enabled.

The - n option sets the restart count to count. If arestart count is not specified when adding
a port monitor, count is set to 0. A count of O indicates that the port monitor is not to be
restarted if it fails.

The -y option includes” comment” in the SAC administrative file entry for the port
monitor being added.

The - z option names afile whose contents are installed as the per-port monitor
configuration script, _confi g.

The command linein Screen 5-7 addsat cp port monitor of typel i st en.

$ sacadm-a -p tcp -t listen -c “/usr/lib/saf/listen -minet/tcp0 \
tcp 2>/dev/null” -v “nlsadmin -V -n 3 2>/dev/null

Screen 5-7. Adding a |l i st en Port Monitor

sacadm -a -p ttynmonl -t ttynon -c “/usr/lib/saf/ttymon” -v ~yadm -V

Screen 5-8. Adding attynon Port Monitor
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Port Monitor sacadm Options

The following options to the sacadmcommand allow you to perform the task indicated.
(These options are used in commands which, when received by the SAC, are forwarded to
the specified port monitor.)

-e Enable pmtag.

-d Disable pmtag.

-S Start pmtag.

-k Kill pmtag. (The SAC sendsthe signal SI GTERMto pmtag.)

NOTE

The above are sacadmoptions, not command lines. For a
description of the complete command line syntax, see
sacadm 1M .

Removing a Port Monitor

To remove port monitor pmtag from the system, execute:
sacadm -r -p pntag

The port monitor entry is removed from the SAC's administrative file and the SAC rereads
the file. If the removed port monitor is not running, no further action is taken. If the
removed port monitor is running, the Service Access Controller sends it SI GTERMto
indicate it should shut down. Note that the port monitor's directory structure remains intact
but is no longer referenced by anything.

Configuration Scripts for Systems and Port Monitors

Configuration scripts tailored to individual systems and port monitors are administered
using sacadm configuration scripts written for individual services are administered using
prmadmand are described under “ Service Management” . Configuration scripts specific to
systems and port monitors allow a system administrator to modify the system and port
monitor environments. They are written in the interpreted language described on the
doconfi g(31) online manual page and in Network Programming Interfaces. Sample
configuration scripts are shown below.

The system-specific configuration script _sysconfi g, isinterpreted when the SAC is
starting. A port monitor's per-port monitor configuration script is interpreted by the SAC
just before the SAC starts the port monitor.

Configuration scripts specific to systems and port monitors may be printed by any user on
the system. Only the system administrator may install or replace them.
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Configuration Scripts for Individual Systems

sacadm -G [ -z script]

The system-specific configuration script / et ¢/ saf / _sysconf i g customizes the
environment for all services on the system. When it starts up, the Service Access
Controller interprets the system-specific configuration script, using thedoconf i g library
routine. A default _sysconfi g containing only a comment line is part of the delivered
system.

The - Goption isused to print or replace the system-specific configuration script. The - G
option by itself prints the system-specific configuration script. The - G option in
combination with a- z option replaces/ et ¢/ saf / _sysconf i g with the contents of
the file script. Other combinations of options with a- Goption areinvalid.

The _sysconfi g filein the figure sets the time zonevariable, TZ.

assi gn TZ=EST5EDT # set TZ
runwai t echo SACis starting > /dev/console

Screen 5-9. Sample System-specific Configuration Script

NOTE

The - z option is also used with the - a option to specify the
contents of the port monitor-specific configuration file when a
port monitor is created.

Configuration Scripts for Individual Port Monitors
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sacadm -g -p pntag [-z script]

The port monitor-specific configuration script / et ¢/ saf / pmtag/_config customizes the
environment for services that are available through the specific collection of access points
for which port monitor pmtag is responsible. When the SAC starts a port monitor, the port
monitor-specific configuration script is interpreted, if it exists, using thedoconfi g( 31)
library routine.

The - g option is used to print, install, or replace a port monitor-specific configuration
script. A - g option requires a - p option. The - g option with only a- p option prints the
port monitor-specific configuration script for port monitor pmtag. When run with the - p
and - z options, the - g option installs the file script as the port monitor-specific
configuration script for port monitor pmtag, or, if / et ¢/ saf / pmtag/_config exists, it
replaces_confi g with the contents of script. Other combinations of optionswith - g are
invalid.

In the hypothetical _conf i g filein Screen 5-10, the command / usr / bi n/ daenon is
assumed to start a daemon process that builds and holds together a STREAMS
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multiplexer. By installing this configuration script, the command can be executed just
before starting the port monitor that requiresit.

run /usr/bin/ daenon
# build a STREAMS nul ti pl exer.
runwai t echo $PMIAG is starting > /dev/console

Screen 5-10. Sample Port Monitor-Specific Configuration Script

Reading the Administrative Files

sacadm -x [-p pmtag]

When changes are made to the SAC's administrative file, the SAC needs to be notified of
the change. When changes are made to a port monitor's administrative files, the port
monitor needs to be notified. When sacadmand prmadmare used to make changes, this
notification takes place automatically. If the files are edited by the system administrator,
the SAC and the port monitors are not notified. In this case, sacadmmust be called with
the - x option to notify the SAC or port monitor of the changes.

sacadmwith the - x option tells the SAC to updateitsinternal copy of theinformation in
the SAC administrative file. sacadmwith the - x and - p options causes the SAC to send
aREAD message to the designated port monitor, pmtag.

System administrators are advised against editing thesefiles directly.

Service Management

Thetop level of the Service Access Facility is concerned with port monitor administration
and is discussed in “ Port Monitor Management” . The lower level is concerned with
service administration and is discussed in this section.

At thislevel there are two distinct administrative functions. Thefirst isthe administration
of the port itself. The information needed to administer a port is found on the online
manual page for tt ynon' s port monitor-specific command, tt yadm( 1M . The
information needed to administer a network address monitored by al i st en port monitor
is found on the online manual page for | i st en' s port monitor-specific command,
nl sadm n( 1M .

The second leve is the administration of the service associated with a port. By definition,
thereis only one service associated with a port. All ports on the system are peersand their
services are administered through the same command interface, the Service Access
Facility's administrative command prmadm( 1M . At the level of service administration,
services may be added, removed, enabled, and disabled. Other functions performed at this
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level include installing, removing, or replacing a service-specific configuration script,
requesting service status information, and specifying the authentication scheme to be used
for the service. Identification and authentication schemes are discussed in Network Admin-
istration.

The Port Monitor Administrative Command pmadm

pmadmis the administrative command for the lower level of the Service Access Facility
hierarchy, that is, for service administration. A port may have only one service associated
with it although the same service may be available through more than one port. By
executing pradmyou can

¢ print information from the port monitor's administrative file
* add or remove a service

* enableor disable aservice

* instal, remove, or replace a per-service configuration script

¢ gpecify an authentication scheme

Note that in order to identify an instance of a service uniquely, the pmadmcommand must
identify both the service (- s) and the port monitor or port monitors through which the
serviceisavailable(-p or-t).

Printing Service Status Information
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prmadm -1 [ -t type| -p pmtagl ] [ -s svctag ]
pradm-L [ -t type | -p pmtag ] [ -s svctag ]

The -1 and - L options request service status information. They may be invoked by any
user on the system. Used either alone or with the options described below they provide a
filter for extracting information in severa different groupings.

-1 By itself, the - | option lists status information for all services on
the system.

-1 - p pmtag Lists status information for al services available through port
monitor pmtag.

-1 - s swctag Lists status information for al services with the tag svctag
available through any port monitor on the system.

-1 - p pmtag - s svctag Lists status information for service svctag available through port
monitor pmtag.

-1 -t type Lists status information for al services available through port
monitors of type type.

-1 -t type- s svctag Lists statusinformation for all services with the tag svctag offered
through a port monitor of type type.
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Other combinations of optionswith - | areinvalid.

The - L option isidentical to the -1 option except that output is printed in a condensed
format.

Options that request information write the requested information to the standard output. A
request for information using the - | option prints column headers and aligns the
information under the appropriate headings. A request for information in the condensed
format using the - L option prints the information in colon-separated fields. If the - |

option is used, empty fields are indicated by a hyphen. If the - L option is used, empty
fields are indicated by two successive colons.

a4 ™

PMIAG  PMIYPE SVCTAG FLGS | D SCHEME PMSPECI FI C

ttymon3 ttynon 31 ux - login /dev/term 31 - - /usr/bin/shserv -
9600 - login: - - - - #/dev/term 31

ttymon3 ttynon 32 ux - login /dev/term 32 - - /[usr/bin/shserv -
9600 - login: - - - - #/ dev/term 32

ttymon3 ttynon 33 ux - login /dev/term 33 - - /[usr/bin/shserv -
9600 - login: - - - - #/ dev/term 33

ttymon3 ttynon 34 ux - login /dev/term 34 - - /[usr/bin/shserv -
9600 - login: - - - - #/dev/iterm 34

ttymonl ttynon 11 ux - login /dev/term 11 - - /usr/bin/shserv -
9600 - login: - - - - #/ dev/term 11

ttymonl ttynon 12 ux - login /dev/term 12 - - /[usr/bin/shserv -
9600 - login: - - - - #/dev/term 12

ttymonl ttynon 13 ux - login /dev/term 13 - - /usr/bin/shserv -
9600 - login: - - - - #/dev/term 13

ttynmonl ttynon 14 ux - login /dev/term 14 - - /[usr/bin/shserv -
9600 - login: - - - - #/dev/term 14

NS /

Screen 5-11. Output of pmadm - |

Adding a Service

pradm-a [ -p pmtag | -t type] -s swtag [ -i id] -m\
“pmspecific’ -v ver [-f xu] [-S “scheme’][-y “comment”]\
[-z script ]

pmadmwith an - a option adds a service by making an entry for the new service in the port
monitor's administrative file. It isimportant to be aware that a serviceimplies a port and
that there is a one-to-one mapping between ports and instances of services. Because of the
complexity of the options and arguments that follow the - a option, it may be advisable to
use a command script or the menu system to add services. If you use the menu system,

type sysadm por t s and then choosetheport _ser vi ces option.

The following paragraphs describe the components of the command line for adding a
service.

- p specifies the tag associated with the port monitor through which a service (specified as
- s svctag) is available. pmtag and svctag are names chosen by the system administrator.
When aservice is added, the command line must contain either a - p or a-t option.
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The - t option specifies the port monitor type. Port monitors are specified either by a - t
or by a- p but not both. If - p isused, aservice is added to a single port monitor, port mon-
itor pmtag. If - t isused, instances of aservice are added to all port monitors of typetype.

The - s option specifies the service tag.

The - i option specifies the identity that isto be assigned to the service when it is started.
id must beanentry in / et ¢/ passwd. The-i argument is optional when a serviceis
being added. If the - i option is omitted, the port monitor determines the user ID from
information supplied by an authentication scheme (see - S, below). If the - i optionis
omitted and no authentication scheme s specified, an error is returned when the serviceis
executed. When the user ID is specified using - i and an authentication scheme is also
specified, the port monitor performs the authentication using the scheme-supplied identity.
Theidentity specified by the - i option takes precedence when the service is invoked.

The - moption allows port monitor-specific options to be included on the - a command
line. Thisinformation should be generated by using a port monitor-specific command,
with whichever of its options are appropriate.

The - v option specifies the version number of the port monitor administrative file. For a
port monitor of typel i st en, for example, the version number may be given as

-v “sadmn -V

The port monitor-specific command for t t ynon istt yadm( 1M . The port monitor-
specific command for | i st en isnl sadm n( 1M . The version stamp of the port
monitor is known by the port monitor-specific command and is returned when the
command is invoked with a- V option.

The - f option specifies one or both of two flags which are then included in the flags field
of the port monitor administrative file entry for the new service. The flags have these
meanings:

X Do not enable the service.

u Create a ut np entry for the service.

If the - f option is not included on the - a command line, no flags are set and the default
conditions prevail. By default, anew serviceisenabled and nout np entry iscreated for it.

The - S option specifies the authentication scheme to be associated with the service. An
authentication scheme verifies that a potential user is authorized to log in on the system. A
password for alogin nameis an example of an authentication scheme name.

scheme may be a simple authentication scheme name or an authentication scheme
command line with arguments. If scheme includes arguments or options, it must be
enclosed in double quotes.

-y precedes a comment enclosed in double quotes. comment is included in the comment
field for the service entry in the port monitor administrative file.

- z installs script as a configuration file.

The example adds a service with servicetag 105 to all port monitors of typel i st en.
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prmadm -a -s 105 -t listen -i root -v “nlsadmin -V \
-m nlsadnmin -a 105 -c /usr/net/servers/rfsetup

Enabling or Disabling a Service
pmadm -e -p pmtag - s svctag
prmadm -d -p pmtag - s svctag

pmadmuwith the - e option enables a service. x isremoved from the flagsfield in the entry
for service svctag in the port monitor administrative file.

The - d option disables aservice. x isadded to the flags field in the entry for servicesvctag
in the port monitor administrativefile.

Removing a Service

pradm -r -p pmtag -s svctag

pmadmwith a- r removes service svctag. The entry for the service is removed from the
port monitor administrative file.

Authentication Schemes and User IDs

The pmadmcommand may be used to change or remove authentication schemes and user
IDs.

prmadm -c¢ -S “scheme’ [-i id] -p pmtag -s svctag
prmadm-c -i id [-S “scheme’] -p pmtag - s svctag

Used with the - ¢ option, the- Sand - i options manipulate the contents of the scheme and
id fieldsin the port monitor administrative file. For example,

pmadm-c¢ -S “crl -suucico” -p tcp -s uucico

If either scheme or id isthe NULL string, the corresponding field will be empty and the
authentication scheme or user ID will be effectively removed from the service line in the
file. For example,

pmadm-c¢ -S “* -p ttynonl -s 11

will remove the authentication scheme for service 11 from the administrative file for port
monitor t t ynonl.

For agiven service, there may be non-NULL entriesin either of these fields, in both fields,
or in neither. Since authentication schemes can provide a user ID, it is important to
understand when the user ID determined by the authentication schemeis used and when
the user ID specified in theid field is used. The following table describes the four possible
Cases.
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Description

scheme id

specified NULL
NULL specified

specified specified
NULL NULL

Authentication is per-
formed by the port monitor
using the specified scheme.
If authentication succeeds,
the service is started with
the ID determined by the
scheme. If authentication
fails, the service is not
started.

No authentication is per-
formed by the port monitor.
The service is started with
the ID specified in the id
field.

The port monitor invokes
the specified authentica-
tion scheme. If authentica-
tion succeeds, the service is
started with the ID from the
id field. If authentication
fails, the service is not
started.

Thisis an error. The ser-
vice will not start.

Configuration Scripts for Specific Services

pradm -g -p pmtag -s svctag [ -z script ]
pmadm -g -s swtag -t type -Z <cript

Configuration scripts for individual services are command scripts written in the
interpreted language described in the doconfi g(31) online manual page and in the
Network Programming Interfaces. They allow the system administrator to modify the
environment in which a service is executed. For example, the values of environment
variables may be changed, STREAMS modules may be specified, or commands may be

run.

Service-specific configuration scripts are interpreted by the port monitor before the service

isinvoked.
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NOTE

The SAC interprets both its own configuration file,
_sysconfi g, and the port monitor configuration files. Only
service-specific configuration files are interpreted by the port
monitors.

Service-specific configuration scripts may be printed by any user on the system. Only a
system administrator may install or replace them.

The - g option is used to print, install, or replace a service-specific configuration script.
The - g option with a - p option and a - s option prints the service-specific configuration
script for service svctag available through port monitor pmtag. The - g option with the - p
option, the - s option, and the - z option installs the service-specific configuration script
contained in the file script as the service-specific configuration script for service svctag
available through port monitor pmtag. The - g option with the - s option, the - t option,
and the - z option, installs the file script as the service-specific configuration script for
service svctag available through any port monitor of type type. Other combinations of
options with - g areinvalid.

The following service-specific configuration script does two things:

* |t specifies the maximum file size for files created by a process by setting
the processsul i m t to 4096.

* |t specifies the protection mask to be applied to files created by the process
by setting urmask to 077.

runwait ulimt 4096
runwai t umask 077

Screen 5-12. Sample Configuration Script for an Individual Service

The Port Monitor ttymon

t t ynon is a port monitor invoked by the Service Access Controller (SAC). The Service
Access Controller is the Service Access Facility's controlling process. It is started by
i ni t when the system enters multi-user state. One of the SAC's functions after it is
started isto start all port monitors the system administrator has configured.

Beginning with the operating system, t t ynon performs the functions that get t y and
uuget ty performed in previous releases. Like getty and uugetty, ttynon sets
terminal modes and line speeds for the port the user is connected to, allowing
communication with the service associated with that port.
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tt ymon differsfromget t y and uuget t y in several important ways:

* ttynon provides any service (such as the shell or a database) configured
by the system administrator. getty and uuget ty provided only login
service.

* Each invocation of ttynon can support multiple ports. getty and
uuget t y supported only one port per invocation.

* ttynon is a persistent process that continues to run after the service
processisinitiated. The get t y and uuget t y processes were replaced by
the process of the service invoked.

¢ ttynon can take advantage of all STREAMSI/O capabilities.
¢ Linedisciplines are configurable on a per-port basis.

* ttynmon provides an optional autobaud facility that automatically
determines the line speed of the hardware connected to any port monitored
by at t ynon port monitor.

What ttymon Does
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t t ynmon has the following functions:

¢ [tinitializes and monitors terminal ports.
* |t setsterminal modes and line speeds for each port it monitors.
* |tidentifies and authenticates users.

* [t invokes the service associated with a given port whenever it receives a
connection reguest on that port.

Each instance of t t ynmon has its own administrative file that specifies the ports to monitor
and the services associated with each port. The file contains a ttylabd field that refersto a
speed and TTY definitionin the/etc/ttydefs file. Seettyadm( 1M for a
description of the information specific to t t ynon that is contained inattynon
administrative file.

When t t ynon is started, it initializes all ports specified in its administrative file. First, it
constructs a tp (trusted path) multiplexer which splits access to the physical port into two
channels. One channel provides login access to the user; the other isused by t t ynon. The
multiplexer provides security protection not previously possible. t t ynon then pushes the
specified STREAM S modules on the user-accessible channel, sets speed and initia t er -

m o(7) settings, and writes the prompt. It then waits for user input.

If the user indicates that the speed is inappropriate by pressing the BREAK key, tt ynon
hunts to the next ttylabel inthe /et c/ ttydefs file[seettydef s(4)], adjusts
t er m o vaues, and writes the prompt again. When valid input is received, that is, one or
more non-break keys followed by a new line, tt ynon interprets the per-service
configuration file for the port, if one exists, invokes the identification and authentication
scheme specified in the port monitor's administrative file, updates the ut mp and wt np
files, sets and initializes the environment variabl es that create the serviceenvironment, and
invokes a service. The | ogi n authentication scheme is the scheme most commonly asso-
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ciated with t t ynon [see | ogi n( 1) ]. The service invoked will normally be / usr/
bi n/ shser v, which will invoke the shell specified in the/ et ¢/ passwd file.

The Autobaud Option

Autobaud allows the system to set the line speed of agiven TTY port to the line speed of
the device connected to the port without the user's intervention. Each time a service to be
monitored by at t yrron port monitor is added, attylabel must be supplied (see “ Adding a
Service” , below). If this ttylabel pointsto an entry inthe / et ¢/ t t ydef s file that has an
“A” in the autobaud field, t t ynon will try to determine the proper line speed before
printing the prompt.

After recelving a carrier-indication on one of its TTY ports, but before printing a prompt,
t t ynmon does the following:

* ttynon readsthe next character received from the port. Provided the char-
acter read is a newline character and that it is transmitted at aline speed
autobaud can support, t t ynon will reliably determine this line speed and
change the port's line speed to that speed.

¢ |f a baud rate cannot be determined from the character that is read (for
example, if the user entered a character other than anewline), or if a break
is received rather than a character, t t ymon considers this to be an
autobaud failure and the character is discarded. If after five opportunities, a
newline is not recognized, the search proceeds to the next t t ydef s entry
in the hunt sequence. If an autobaud flag is encountered again, the prompt
will not be written and the procedure just described is repeated. If no auto-
baud flag is set, the search again proceeds to the next t t ydef s entry in
the hunt sequence.

ttymon and the Service Access Facility

The Service Access Facility (SAF) provides a generic interface to which all port monitors
must conform. t t yron is a port monitor under the Service Access Facility's controller,
the Service Access Controller. (See “ Overview of the Service AccessFacility” , “Port
Monitor Management” , and “ Service Management” , for a description of the Service
Access Facility, the administrative files it maintains, and the commands used for port mon-
itor and service administration.) Figure 5-1 shows how a service, which is usually a shell
service, isinvoked using t t ynon.

There can be multipleinvocations of t t yrmon port monitors, each identified by a unique
pmtag. Each of these port monitors can monitor multiple ports for incoming connection
requests.

A port has one and only one service associated with it. Each port, and its associated
service, isidentified by a service tag, svctag. Service tags for any given port monitor are
unique.

When the Service Access Controller starts a port monitor, the port monitor reads its

administrative file, which contains information about which ports to monitor and what
service (that is, process) is associated with each port.
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forked & executed

Figure 5-1. TTY Service Invocation

The Default ttymon Configuration

Somet t ynmon port monitors may be set up automatically when the system goes to muilti-
user mode. To find out if your system has been automatically configured, enter the
command

sacadm - |

after the system is in multi-user mode. To see alisting of al services available under the
configured t t ynon port monitors, enter the command

prmadm -1 -t ttynon

Services are not defined for the console port under any t t ynon port monitor. Instead,
thereisanentry foritinthe/ et c/ i ni tt ab file. Thisentry containsacal tott ynon in
“express’ mode. (See“t t ynon Express,” below.)

The ttyadm Command
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The Service Access Facility requires each type of port monitor to provide an
administrative command. This command must format information derived from
command-line options so that it is suitable for inclusion in the administrative files for that
port monitor type. The command may also perform other port monitor-specific functions.

ttyadmisttymon's administrative command. The t t yadmcommand formats
information based on the options with which it is invoked and writes this information to
the standard output.

The output of t t yadmisone of the arguments used by pnradm - a to format information
in away suitable for inclusion in att ynon administrative file. t t yadmpresents this
information (as standard output) to prmadm which placesit inthefile. Thisuseof t t yadm
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is described below under “ Adding a ttymon Port Monitor” pmspecific information in a
port monitor administrative filewill be different for different port monitor types.

t t yadmis also included on the sacadmcommand line when a port monitor is added to
the system. It is used to supply the t t ynon version number for inclusion in a port
monitor's administrative file.

NOTE

The port monitor administrative file is updated by the Service
Access Facility's administrative commands, sacadmand pnadm
t t yadmmerely provides a means of presenting formatted port
monitor-specific (that is, t t ymon-specific) data to these
commands.

The sacadmcommand line uses t t yadmonly with the - V
option. t t yadm - V returns the version number of the t t ynon
command being used.

Managing TTY Ports

Finding Out Which ttymon Port Monitors Are Configured

sacadm -1 [ -p pnmtag | -t type ]

The sacadmcommand with only a- | option listsall port monitors currently defined for
the system. The following is an example of its output:

$ sacadm -1
PMTAG PMTIYPE FLGS RCNT STATUS COMVAND

inetd inetd - 0 ENABLED /usr/sbin/inetd #internet
daenon

tcp listen - 3 ENABLED /usr/lib/saf/listen -minet/
tcp0 tcp #

ttynmonl ttynon - 0 ENABLED Jusr/lib/saf/ttymon #
ttynmon3 ttynon - 0 ENABLED Jusr/libl/saf/ttymon #

sacadmcan also be used to list asingle port monitor (- p) or to list only port monitors of
asingletype (- t ), for example, all port monitors of typet t ynon. For acomplete descrip-
tion of these options, see “ Printing Port Monitor Status Information” (under “ Port Moni-
tor Management” ) or seesacadn{ 1M .

Finding Out Which Services Are Configured for a ttymon Port Monitor

pradm -1 [-p pmtag | -t type] [-s svctag]
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pmadmwith only a- 1 will list al services for al port monitors on the system. If a port
monitor is specified (- p), all servicesfor that port monitor will belisted. The following is

asamplelisting for the command

prmadm -1 -p ttynmon2

/

N

/dev/tty0_21 - -
/dev/tty0_22 - -
/dev/tty0_23 - -

/dev/tty0_24 - -

PMIAG  PMIYPE SVCTAG FLGS | D SCHEME PMSPECI FI C
ttymon2 ttynon 21 u l ogin
Ildtermlogin: - - - - #

ttymon2 ttynon 22 ux l ogin

ldtermlogin: - - - - #

ttymon2 ttynon 23 ux l ogin

ldtermlogin: - - - - #

ttymon2 ttynon 24 u l ogin
ldtermlogin: - - - - #

/usr/bin/shserv -
/ usr/bin/shserv -
/ usr/bin/shserv -

[ usr/bin/shserv -

9600

9600

9600

9600

~

J

In the above table, the pmspecific fields include the device (for example, / dev/t er m
21), the service to be invoked (/ usr/ bi n/ shser v), and the prompt (login:). See the

ttyadm( 1M online manual page for a description of the pmspecific fields.

Finding Out Which TTY Ports Are Accessible

To find out which ports are accessible to users, first identify all enabled t t yrmon port

monitors:
sacadm -1 -t ttynon
#sacadm -1 -t ttynon

PMTAGPMI'YPEFL GSRCNTSTATUS COMVAND
ttynonlttynon-0
ttynmon3ttynondO

ENABLED /usr/lib/saf/ttynon#
DI SABLED / usr/lib/saf/ttynon#

In the listing, port monitor t t ynmonl is enabled. This means that it is accepting service
requests for any of its servicesthat are enabled.

To identify which services are enabled, run

prmadm -1 -p ttynonl

Thiswill list al configured TTY services for port monitor t t ynon1.
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Cprradm-l -p ttynonl \

PMIAG  PMIYPE SVCTAG FLGS | D SCHEME PMSPECI FI C

ttymonl ttynon 11 u - login /dev/term 11 - - /usr/bin/shserv - 9600
ldtermlogin: - - - - #

ttymonl ttynon 12 ux - login /dev/termi12 - - /usr/bin/shserv - 9600
ldtermlogin: - - - - #

ttymonl ttynon 13 u - login /dev/term 13 - - /usr/bin/shserv - 9600
Ildtermlogin: - - - - #

ttynmonl ttynon 14 ux - login /dev/termi14 - - /usr/bin/shserv - 9600
ldtermlogin: - - - - #

N /

In the listing, enabled services are those that do not have an x in the FLGS column. The
ports corresponding to these services (/ dev/term 11 and / dev/term 13) are
accessible to users.

NOTE

On the operating system who -1 listsall running port monitors,
not the accessible TTY ports. Follow the procedure described
aboveto find out which TTY ports are accessible.

Adding a ttymon Port Monitor

sacadm-a -p pntag -t type -c¢ “cmd’ -v " 2pmspecific -V e
-ncount [ -f dx] [ -z script ] [ -y “comment” ]

The following command line will add at t ynon-type port monitor namedt t ynon1:

sacadm-a -p ttynmonl -t ttynon -c¢ /usr/lib/saf/ttynon \
-v “yadm -V

The command adds aline to the SAC's administrative file. The options that may be used
with sacadm - a are described under “ Port Monitor Management” and in the
sacadm( 1M andttyadn(1M online manual pages.

Removing a ttymon Port Monitor

sacadm -r -p pntag
The following command line removes the port monitor added in the previous example:
sacadm-r -p ttynonl

The SAC removes thelinefor port monitor t t ymon1 from itsadministrative file. The port
monitor directory will remainin/ et c/ saf but will be removed and recreated when a
new port monitor with the same name is added. (If a service is already defined for the
existing port monitor, it will be suspended unless it's subsequently provided through
another port monitor.)
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Adding a Service
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To make changes to a port monitor entry, dways remove the entry and add anew entry
using the sacadmcommand. Do not edit the SAC adminigrativefile.

pradm -a -p pmtag -s svetag [ -1 id] [ -S “scheme” ] \
-f ux ] \ -v “ttyadm -V e
-m*““ttyadm|[ -b ] [ -r count] [ -c ] [ -h ]\
[-1 msg] [-m modules] [-p prompt] [-t timeout] \
-d device -1 ttylabel -s service

The following command line adds a shell service with | ogi n as the authentication
scheme to be monitored by thet t yrmon port monitor t t ynmon2:

prmadm -a -p ttymon2 -s 21 -S login -fu -v “ttyadm-V \
-m*““ttyadm-d /dev/term 21 -1 9600 \
-s /usr/bin/shserv -mldterm-p ” tty21:" *“

The options that may be used with pmadm - a are described in “ Service Management”

and on the pmadm( 1M and ttyadn( 1M online manua pages. If the Enhanced
Security Utilities are installed, the Secure Attention Key (SAK) must be defined before a
port is accessible. See t t yadm( 1M and “ The Secure Attention Key” in Chapter 15,
“Administering Printers, Terminals and Services” of the System Administration book.

Thettyadm - moption may be used for pushing STREAMS modules (for example the
line discipline module) | dt er m If aut opush has pushed modules on the stream,
t t ynon pops them before pushing its own.

By using thett yadm -i option, we could aso have specified a message to be printed
whenever someonetriesto log in on adisabled port.

The following command defines a service that permits both incoming and outgoing calls.
The service is put under port monitor t t ynon2. The - b option defines the port as bi-
directional.

pmadm-a -p ttynon2 -s 21 -Slogin -fu -v “ttyadm -V \
-m““ttyadm-b -h -r0 -t 60 -d /dev/term 21 \
-1 9600H -s /usr/bin/shserv -mldterm-p " tty21:" "

Thettyadm -r option with count=0 is assumed when the t t yadm - b bi-directional
option is used; the - r 0 could therefore have been omitted.
NOTE
The Basic Networking Utilities package must be installed for

bi-directional services.

For example, you may want to use cu with the crl authentication scheme (instead of the
login scheme). To do so, you must first set upt t ynon with the following command:
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pmadm -a -p ttymon -s 22 -v “ttyadm-C -f u -S “crl -s cu” \
-m*““yadm-b -c -t 60 -d \
/dev/term 22 -1 9600H -s /usr/bin/shserv -mldterm-p " tty22:” s+l

Removing a Service
pradm -r -p pmtag - s svctag
The following example del etes the service that was added in the previous example.

pradm -r -p ttynon2 -s 21

Authentication Schemes and User IDs

The pmadmcommand may be used to change or remove authentication schemes and user
IDs.

prmadm -c¢ -S “scheme’ [-i1 id] -p pmtag -s svctag
prmadm -c¢ -i id [-S “scheme’] -p pmtag -s svctag

Used with the - ¢ option, the- Sand - i options manipulate the contents of the scheme and
id fieldsin the port monitor administrative file. If either scheme or id isthe NULL string,
the corresponding field will be empty and the authentication scheme or user ID will be
effectively removed from the service linein the file. For example,

pradm -c¢ -S “* -p ttymon -s 21
will remove the authentication scheme for service 21 under the t t ynon2 port monitor.

For agiven service, there may be non-NULL entriesin either of these fields, in both fields,
or in neither. It is important to understand when the user 1D determined by an
authentication scheme is used and when the user ID specified in theid field is used. The
following table shows the four possible cases.
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scheme id Description

specified NULL Authentication is per-
formed by the port monitor
using the specified scheme.
If authentication succeeds,
the service is started with
the ID determined by the
scheme. If authentication
fails, the service is not
started.

NULL specified No authentication is per-
formed by the port monitor.
The service is started with
the ID specified in the id
field.

specified specified The port monitor invokes
the specified authentica-
tion scheme. If authentica-
tion succeeds, the service is
started with the ID from the
id field. If authentication
fails, the service is not
started.

NULL NULL Thisis an error. The ser-
vice will not start.

Enabling a Service
pradm -e -p pmtag - s svctag

To enable aservice on a specific port, first find out which port monitor is monitoring the
port. Enter

prmadm -1 -t ttynon
Thislists all services defined for ttymon-type ports.

Now ook in the PM SPECIFIC column for the device file that corresponds to the port you
are interested in, for example, / dev/ t er n1 23. If the port monitor istt ynon2 and the
servicetag is 23, the command

pradm -e -p ttynmon2 -s 23
will enable the serviceon port / dev/t er m 23.
To verify that the port has been enabled, enter

prmadm -1 -p ttynmon2 -s 23
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The x will have been removed from the FLGS column in the entry for this service. If the
Enhanced Security Utilities are installed, you will have to define a Secure Attention Key
(SAK) before a port is available. See “ The Secure Attention Key” in Chapter 15,
“Administering Printers, Terminals, and Devices’ of the System Administration book.

Disabling a Service

prmadm -d -p pmtag - s svctag

When a service is disabled, all subsequent connection requests for the service will be
denied. Using the same example,

pradm -d -p ttynon2 -s 23

will disable the service and restore the x to the FLGS field in the entry for service 23.

Disabling All Services Monitored by a ttymon Port Monitor

sacadm -d -p pntag
To disable all services defined for the port monitor t t ynon2, enter
sacadm-d -p ttynon2

Any future connection requests for services managed by this port monitor will be denied
until the port monitor is enabled.

The command
sacadm-e -p ttynon2.

will re-enable port monitor t t ynon2.

ttymon “Express”

Services are not defined for the console port under any t t ynon port monitor. Instead,
thereisanentry foritinthe/ et c/ i ni tt ab file. Thisentry containsacal tott ynon in
“express’ mode. t t ynmon expressis aspecia mode of t t ynon that permitst t ynon to
be invoked directly. It usesthe | ogi n authentication scheme and starts the / usr / bi n/

shser v service. t t ynon in express mode is not managed by the Service Access Control-
ler nor isan administrative file associated with any invocation of t t ynon in this mode.

tt ynon expressis described in greater detail onthett ymon( 1M online manual page
under the heading “ Invoking a Stand-Alone ttymon Process” .
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Configuration Files

As a port monitor under the Service Access Facility, tt ynon can customize the
environment of each service it starts. It does this by interpreting a per-service
configuration script, if one exists, immediately before starting the service. Per-service con-
figuration scripts are optional. Configuration scripts are installed by the system adminis-
trator, using the pmadmcommand with - g and - z options. [See prmadm( 1M ].

It is also possible to customize the environment of a t t ynon port monitor. A per-port
monitor configuration script is defined using the sacadmcommand with - g and - z
options. [See sacadn( 1M ]. The environment modifications made by a port-monitor
configuration script are inherited by the port monitor and al the services it invokes. The
environment of any particular service can then be customized further by using a per-
service configuration script.

Thedoconfi g(3l) online manual page describes the language in which configuration
scripts are written.

Configuration scripts are not normally needed for basic operations. You may usea
configuration script if you want to customize your environment, debug a service, and so
on.

For example, suppose your system hasa ul i m t of 1MB; that is, you can't create files
larger than 1IMB. You want to send afile larger than 1IMB to the system via uut o, but
uut o rejectsthefile. To solve the problem, you can define a configuration script (through
the pmadmcommand) that specifiesalarger ul i m t for the uucp service.

The who Command

5-34

The who command examines the / var / adnt ut np file. It's used to find out who is on
the system. The command

who -1 H

lists all RUNNI NG port monitors. When t t ynon in express mode is monitoring aline, the
namefield isLOG Nasitisin the entry for cont t y in the following example.

#who -1 H

NAMVE LI NE TI VE IDLE PID COMVENTS
LOG N contty Jun 17 12:49 old 8226

ttynmonl . Jun 17 12:50 old 8234

ttynmon3 . Jun 17 12:50 old 8235

Screen 5-13. who -1 HOutput

The command

who -u
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listsall userswho are currently logged in.

root consol e Jun 17 13:07 . 8303
john t p/ 15 Jun 17 13:13 0:01 8353

Screen 5-14. who - u Output

NOTE

Because the connection is multiplexed, only the tp (trusted path)
device accessible to the user's shell is displayed. For a description
of trusted path, see Chapter 10, “Trusted Facility Management” in
System Administration.

Identifying ttymon Processes

The ps command lists all running processes, includingt t ynon processes. Becauset t y-
nmon port monitors fork a process to handle each connection request, the number of t t y-
non- r el at ed entries that appear in the output of a ps listing may be greater than the
number of running t t ymon port monitors.

/ UubD PID PPID CLS PR STI ME TTY I ME COMD \

T

root 0 0 SYS 0 10:26:53 ? 3:49 sysproc

r oot 1 0 TS 0 10:26:59 ? 0:02 /sbin/init 0x80

r oot 225 1 TS 0 10:30:45 ? 0:01 /usr/lib/saf/sac -t 300

root 1935 1 TS 0 14:53:24 console 0:00 /usr/lib/saf/ttymon -g -v
-p

r oot 172 1 TS 0 10:30:41 ? 0:00 /usr/lib/lpsched

r oot 153 1 TS 0 10:30:38 ? 0: 00 in.snnpd

r oot 148 1 TS 0 10:30:37 ? 0: 07 /usr/sbin/in.routed -q

r oot 161 1 TS 0 10:30:39 ? 0: 01 /usr/sbin/rpcbind

root 163 1 TS 0 10:30:40 ? 0:00 /usr/lib/netsvc/rwall/
rpc.rwal I d

r oot 201 1 TS 0 10:30:42 ? 0:04 /usr/lib/nfs/nfsd -a

r oot 165 1 TS 0 10:30:40 ? 0:00 /usr/lib/netsvc/rusers/
rpc. rusersd

r oot 167 1 TS 0 10:30:40 ? 0: 00 /usr/lib/netsvc/spray/
rpc. sprayd

r oot 204 1 TS 0 10:30:42 ? 0:00 /usr/lib/nfs/statd

r oot 190 1 TS 0 10:30:42 ? 0: 15 /usr/lib/nfs/biod

r oot 203 1 TS 0 10:30:42 ? 0:00 /usr/lib/nfs/nfsd -a

r oot 196 1 TS 0 10:30:42 ? 0: 00 /usr/lib/nfs/boot parand

r oot 197 1 TS 0 10:30:42 ? 0:00 /usr/lib/nfs/muntd

\_ - J

Screen 5-15. Sample Output of ps - ef

When at t ynon port monitor forks a child to process a connection request (that is, to do
baud rate searching, set final t er i 0 options, and so on, before invoking the service), the
controlling terminal isidentified inthe TTY field for this child process, asin the example
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Log Files

Terminal Line
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above. (In the case of t t ynon, the controlling terminal is the port. The question marks
indicate there's no controlling terminal associated with the process. Theps command does
not report any information about the service access controller.) For the parent t t ynon
port monitor process, this TTY field will be empty. In the above example, there are two
ttymon port monitors running, with process IDs 8234 and 8235. Both were started by the
SAC.

The output of the ps command does not identify the port monitors pmtags. The pmtag and
process ID of a specific port monitor can be obtained using the who command (see the
previous section).

Problems often arise when a single port is monitored by more than one process. If a port
(for example, / dev/t erm 11) is used by an enabled service under a t t ynon port
monitor running under the Service Access Facility, and the same port is also monitored by
attynon processrunninginttynmon express mode, (that is, started by i ni t when it
readsi ni t t ab, not by sac when it reads its administrative fil€) then the port will behave
unpredictably. The system administrator is must examine the system for such ambiguously
configured ports.

There are also two log files that can be examined for cluesto problemsrelated tot t ynon
port monitors or ports monitored by tt ymon port monitors: The Service Access
Controller records aberrant port monitor behavior in/ var/ saf/ _| og; and each
t t ymon port monitor has its own log file, / var / saf / pmtag/ | og, where it records
messages it receives from the SAC, servicesit starts, and so on.

The command
tail -25 /var/saf/_log
will list the most recent 25 entriesin the _| og file.

Periodically, log files should be cleared or truncated. If you want cr on to do the cleanup
for you, add the appropriate commands to thefile / var / spool / cron/ cr ont abs/
root.

Settings

i ni t isageneral process spawner that isinvoked as the last step in the boot procedure. It
starts the SAC. The SAC then looks in its administrative file to see which port monitors to
start. Each t t ynon port monitor started by the SAC looks in its own administrative file
for the TTY portstoinitialize. For each TTY port initialized, t t ynmon searches the
tt ydef s filefor the information it needs to set terminal modes and line speeds. t t ynon
then waits for service requests. When a service request is received, and after the requester

is authenticated, t t ynon executes the command (usually / usr/ bi n/ shserv)

associated with the port that received the request.
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From the system administrator's point of view, the key elements in managing termina line
settings are the t t ydef s file and the st t ydef s command, which maintains the
tt ydef s file.

/etc/ttydefs isan administrative file used by t t ynon. It defines the speed and
terminal settings for TTY ports. It contains five fields (ttylabel, initial-flags, final-flags,
autobaud, and nextlabel), each of which is described below.

ttylabel When t t yron initializesaport, it searchesthe t t ydef s filefor
the entry that contains the t er mi o settings for that port. The
correct entry isthe one whose ttylabel matches the ttylabe for the
port. The ttylabel for the port is part of the pmspecific information
included in t t ynon's administrative file. By convention, ttylabel
identifies a baud rate (for example, 1200), but it need not.

initial-flags Containsthet er m o optionsto which theterminal isinitially set.
initial-flags must be specified using the syntax recognized by the
stty(1) command.

final-flags Containsthe t er m o options set by t t ynon after a connection
reguest has been made and immediately before invoking a port's
service. Final flags must be specified using the syntax recognized
by stty.

autobaud Autobaud is a line-speed option. When autobaud is used instead
of abaud rate setting, t t ynmon determines the line speed of the
TTY port by analyzing the first carriage return entered and sets
the speed accordingly. If the autobaud field contains the character
A, the autobaud facility is enabled. Otherwise, autobaud is
disabled.

nextlabel If the user indicates (by sending a BREAK) that the current
ttydef s entry does not provide a compatible line speed,
ttymon will search for thett ydef s entry whose ttylabel
matches the nextlabel field. t t yrmon will then use that field asits
ttylabel field. A series of speeds are often linked together in this
way into a closed set called a hunt sequence. For example, 4800
may belinked to 1200, which, inturn, islinked to 2400, which
isfinally linked to 4800.

All t er m o settings supported by the st t y command are supported as options in the
tt ydef s file. For example, the system administrator will be able to specify the default
erase and kill characters.

Figure 5-2f shows the rel ationship between the ttylabel and nextlabel fieldsinthet t ynon
administrativefilesand t t ydef s files.
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ttymon Port Monitor Administrative File
svctag ttylabel
svctag ttylabel
[etc/ttydefs

)

o ttylabel ‘ initial-flags‘ final-flags‘ autobaud ‘ nextlabel ‘

L |
—P{ ttylabel ‘ initial-flags‘ final-flags‘ autobaud ‘ nextlabel ‘
_>‘ ttylabel ‘ initial-flags‘ final-flags‘ autobaud ‘ nextlabel ‘

f I ttylabel ‘ initial-flags‘ final-flags‘ autobaud ‘ nextlabel ‘

Figure 5-2. Links between the Port Monitor Administrative File and the

ttydef s File

NOTE

The format of the/ et ¢/ tt ydef s file may change in future
releases. For continuity acrossreleases, use the st t ydef s( 1M
command to accessthisfile.

The following screen showsasamplet t ydef s file.
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CVERSI ON=1 \

38400: 38400 hupcl erase ~h: 38400 sane ixany tab3 hupcl erase ~h::19200
19200: 19200 hupcl erase ~h: 19200 sane ixany tab3 hupcl erase ”~h::9600
9600: 9600 hupcl erase "h: 9600 sane ixany tab3 hupcl erase ~h::4800
4800: 4800 hupcl erase "h:4800 sane ixany tab3 hupcl erase "h::2400
2400: 2400 hupcl erase ~h:2400 sane ixany tab3 hupcl erase "h::1200
1200: 1200 hupcl erase "h:1200 sane ixany tab3 hupcl erase “h::300
300: 300 hupcl erase ~h: 300 sane ixany tab3 hupcl erase ”~h::19200

N /

Screen 5-16. Samplettydefs File

The sttydefs Command

sttydef s(1M isan administrative command that maintainsthe t t ydef s file. The
t t ydef s file contains information about line settings and hunt sequences for the system's
TTY ports. The sttydef s command and the t t ydef s file together provide the
facilities for managing terminal modes and line settings. The st t ydef s command is

used to
* print information contained int t ydef s
* add recordsfor terminal portstothet t ydef s file

* removerecordsfromthet t ydef s file

Printing Terminal Line Setting Information

/usr/sbin/sttydefs -1 [ttylabe ]

If attylabel is specified, st t ydef s printsthe t t ydef s record that corresponds to this
ttylabel. If no ttylabel is specified, st t ydef s prints thisinformation for all recordsin the
/etc/ttydefs file. sttydef s verifiesthat each entry it displaysis correct and that the
entry's nextlabel field refers to an existing ttylabel. An error message is printed for each
invalid entry detected.

Adding Records to the ttydefs File

/usr/sbin/sttydefs -a ttylabel [-b] [-n nextlabd] \
[-i initial-flags] [-f final-flags

st tydef s with a- a option adds arecord to the t t ydef s file. ttylabel identifies the

record. The following paragraphs describe the effect of the - b, - n, - i, or - f options
when used with the - a option. The - a option is valid only when invoked by a privileged
user.

The - b option enables autobaud.
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The - n option specifies the value to be used in the nextlabel field. If nextlabel is not
specified, st t ydef s will set nextlabel to ttylabel.

The - i option specifies the value to be used in the initial-flags field. The argument to this
option must be presented in a format recognized by the st t y command. If initial-flagsis
not specified, st t ydef s will setinitial-flagsto thet er m o flag 9600.

The - f option specifies the value to be used in the final-flags field. The argument to the
- f option must be presented in a format recognized by the st t y command. If final-flags
isnot specified, st t ydef s will set final-flagstothet er m o(7) flags9600 and sane.

The following command line createsanew record int t ydef s:

sttydefs -aNEW -nNEXT -i*“1200 hupcl erase ~h” \
-f“1200 sane ixany hupcl erase “h echo”

The flag fields shown have the following meanings:

300- 19200 The baud rate of theline.
hupcl Hang up on close.
sane A composite flag that stands for a set of normal line

characteristics.

i xany Allow any character to restart output. If this flag is not specified,
only DC1 <CTRL><g> will restart output.

t ab3 Send tabsto the terminal as spaces.

erase "h Set the erase character to <CTRL><h>. On most terminas a

<CTRL><h> is the backspace.

echo Echo erase character as the string backspace-space-backspace. On
most terminalsthiswill erase the erased character.

Creating a Hunt Sequence

5-40

The following sequence of commands adds records with labels 1200, 2400, 4800, and
9600 to thet t ydef s file and puts them in acircular list or hunt sequence. In the
example, the next | abel field of each line is the ttylabel of the next line. The nextlabel
field for thelast line shown points back to thefirst linein the sequence.

The object of a hunt sequenceisto link arange of line speeds. Entering a BREAK during
the baud rate search causes t t ynon to step to the next entry in the sequence. The hunt
continues until the baud rate of the line matches the speed of the user'sterminal.



Managing Ports

sttydefs -al1200 -n2400 -i 1200 -f “1200 sane”
sttydefs -a2400 -n4800 -i 2400 -f “2400 sane”
sttydefs -a4800 -n9600 -i 4800 -f “4800 sane”
sttydefs -a9600 -n1200 -i 9600 -f “9600 sane”

Thet t ydef s file containing these records will ook like this:

# VERSI ON=2

1200: 1200: 1200 sane:: 2400
2400: 2400: 2400 sane:: 4800
4800: 4800: 4800 sane:: 9600
9600: 9600: 9600 sane:: 1200

Removing Records from the ttydefs File

/usr/sbin/sttydefs -r ttylabe

The record for the ttylabel specified on the command line is removed from thet t ydef s
file.

The-r option isvalid only when invoked by a privileged user.

NOTE

If arecord you remove is part of a hunt sequence, be sure the
sequence isrepaired. It may be useful to run st t ydef s with the
- | option after arecord has been removed. st t ydefs -1 will
check for incorrect field values and broken hunt sequences and
will print error messages.

Setting Terminal Options with the stty Command

Thestty(1) command may be used to set or change terminal options after a user has
logged in. A stty command line may also be added to a user's. pr of i | e to set options
automatically as part of the login process. The following is an example of asimple stty
command:

stty echo -tabs erase “h
The options in the example have the following meanings:
echo Erase characters as you backspace.

-t abs Expand tabs to spaces when printing.
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erase "h Change the character-delete character to <CTRL><h>. The
default character-delete character is the pound sign (#). Most
terminals transmit a <CTRL><h> when the backspace key is
pressed.

Serial Line Access Issues

The following sections contain a comprehensive discussion of several seria line access
issues including:

* port monitoring
* modem access

* modem settings

Changes to the ttymon Port Monitor

5-42

As an administrator, you should be aware of the following changes concerning
ttymon( 1M (the system port monitor for detecting connection requests from other
systems) and to the Basic Networking Utilities (BNU commands).

Enhancements and refinements have been madeto t t ynon, and you should notice only
an improvement in the way the facility now works. The set of BNU commands has also
undergone an upgrade, largely to support the changes made to t t ynon.

Thisreleaseis provided with asingle installed version of t t ynon, which is accessed as a
front-end executable. In turn, the front-end t t ynon then executes the port monitor, based
on the value of the TP_DEFAULT parameter found in a new system file, / et c/
def aul t/ t pat h. For thisrelease, the TP_DEFAULT parameter has a value of NO

You should be aware that other operating system releases may have installed an / et c/
def aul t/t pat h filewith a TP_DEFAULT value of YES, which will invoke alternate
t t ynon processing.

If you have the need or opportunity to connect to an operating system that has TP, and if
the TP version of t t ynmon has been installed, you should be aware that:

* ttynon processing on TP systems may use the TPversion of t t ynon.

* Devices that are accessed directly by the default version of t t ynon are
accessed indirectly by the TP version.

* You may need to contact the system administrator about the connect
procedures and data transfer packages you can successfully use.
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Referencing the Port

Managing Ports

1. Look inthe Di al ers file (/ et c/ uucp/ Di al ers) for an entry to be

used for a “direct” connection. The label will be di rect or
di rect _nodem Note which label is used, since it must be the samein
the Devi ces file.

. Check / et c/ uucp/ Devi ces to be sure that thereis a “direct” entry for

the port where your modem is attached. The correct device name for a
deviceis:

/dev/ttyn_zz
where n = adapter and zz = port.

Note that the logical device names point to separate drivers, which differ
based on the baud rate and UART values. See the documentation for
asyc(7) forinformation on the driver you need and how to establish the
appropriate reference in the Devi ces file. If thereis no entry for your
requirements, add one. Add the port asa di r ect linein/ et c/ uucp/
Devi ces using either the di r ect or di rect _nodemlabel, depending
on the label found intheDi al er s file. For example:

Direct /dev/tty0 00 - Any direct_nodem

. Usecu(1C) to accessthe modem. For example:

cu -1 /dev/tty0_00

. When the direct connection is established (cu executes successfully), you

may enter AT (Attention) data communications commands as well as
modem configuration commands specific to your modem software.

Changes to Modem Settings

Many users prefer to manage communication settings through one of the many
communication packages available for configuration and dialing. These packages allow
you to select parity, terminal emulation, baud rate, phone number, transfer protocols, and
other options available during a communications session.

However, you may access your modem directly without theaid of a communications pack-
age, and in those cases when you are experiencing connect problems, direct modem access
may be preferable. System references to your modem can be made aslong as the system
recogni zes the port your modem is attached to.

Your modem may be accessed directly under your operating system by doing the
following:

To ensure that the modem is optimally configured on your operating system, do the
following:
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What to Set
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Look in the Di al ers file (/ et c/ uucp/ D al ers) for an entry to be
used for your modem. Try to locate an entry that is specifically for your
modem (check the entry labels for your modem name). If you cannot find
one, select the one that matches most closely. Normally, an acceptable
entry is hayes. Most, if not all, available modems support Hayes
compatibility.

Most modems have “dip” switches or other selectable settings already set
to the defaults needed for standard network communication. Modems also
accept configuration commands that address firmware settings. Consult
your modem online manual for the correct settings and the appropriate
commands for making changes if thereis a need.

Make sure that the modem settings (defaults) do not conflict with the
Di al er s entry you select. Thisis especially important if someone else
has used the modem before you got it. If you run into problems, or if the
stated settings are apparently in conflict, make the change that is
appropriate. To do this, do not modify the Dialers entry. Change the
switches or use modem commands to change the firmware settings.

Note that firmware automatically reverts to the default settings each time
you power on and off.You may set new defaults by using the
“configuration set” feature available on most modems. Consult your
manual if you need to reset defaults. Configuration setting is a chore often
performed by communications packages. However, even if you set your
modem directly (referencing the port), you have the ability to call up this
feature.

If you are using switched carrier, ensure that thet t y port's jumpers are not
set to carrier detect (CD) - always high.

If the modem is configured for 9600 bps or faster, configure the modem for
hardware flow control.

Also, if the modem is configured for hardware flow control, specify a
hardware flow controlled port.

The following guidelines should be used in configuring your modem and
system for bi-directional use (that is, for both dialing in and dialing out).

A. First, be sure you have reliable dial-out capability before you do any
of the following:

- Enablethe system to answer calls.
- Enablethe modem to answer calls.

- Enableerror correction logic (if available on your modem).

NOTE

It is best to have dial-out capability working properly before calls
are received.
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C.
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Be sure to run tt yadmwith the - b flag set so that ttynon is
properly configured for the bi-directional line.

If you plan to run aBNU command (rather thant t yrron), be sureto
runuuget ty instead of getty.

NOTE

These steps ensure that the proper locks and communications
signals will be honored when thelineisin use.

Set the default configuration parameters to specify local echo off.
Thiswill avoid runaway echo when waiting for acall.

Enable bi-directional use by doing the following:

- Set the value of the SO register to be greater than 0. This will
enable auto-answer mode.

- Activatethet t ynon daemon or runuuget ty.

If thelabel for themodemin/ et ¢/ uucp/ Devi ces ishayes,itis
recommended that the following parameters be set:

&C1 &D2

After configuration, add the port as an ACU line in / et ¢/ uucp/
Devi ces. For example:

ACU term 00 - Any hayes

The modem may be configured to ignore DTR (the “Data Terminal
Ready” signd). If thisis done, be sure that the phone line disconnects
after use. You may disconnect at command level by usingstty(1) .
For example, useiit to set baud rate to 0, which causes a disconnect.

stty O

You may also issue AT commands directly to the modem. For exam-
ple, use the command that causes a hang-up:

ATHO

Examples of ttyadm Flag Settings

The following flag settings are recommended for t t yadm

-b-ro0

where the option - r count has been set to O (zero). Setting count
to 0 meanst t ynon will display a prompt after receiving any
character. This setting is often used with amodem configured for
switched carrier, where bi-directional operation is required.
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-b-r 8

no flags

where the option - r count has been set to 8. Setting count to 8
meanst t ynon will display a prompt only after eight newlines
have been received. This setting is often used when the modem
has carrier detect set permanently high (ON).

This setting is often used with asingle, dial-in port monitor.

NOTE

The get ty program still exists in the current OS. These
applications, however, should be modified to use the
administration interfaces available under the Service Access
Facility. In particular, for serial port monitoring, ttymon in

Daemon Mode is recommended.

In addition to the standard port monitors provided by the OS, the SAF architecture allows
new port monitors to be installed by users and applications.

For more information about port monitors, see the System Administrator's Guide and the
ttymon(1M and |isten(1M online manual pages.

ttymon Timeouts

-t timeout

internal_timeout_1

internal_timeout_2

How to Monitor Ports
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This option specifies how long a port will wait for a service to be
started, after an initial connect indication. timeout is specified in
seconds.

Internal to t t ynon is atimeout used in bidirectional mode. The
60 second timeout monitors when a dia-out connection has been
dropped for the purpose of raising DTR and restarting port
monitoring.

Again, internal to ttynon is a 4 second timeout which comes
into play when alineis dropped. It prevents a new connection
from being established for this interval. Thistimeout exists so that
t t ymon will not confuse a modem disconnect message with a
new connect indication.

There are a several waysthat you can monitor a port. These are the main configurations:

1. For logging in only (no uucp dial out):

A. Over adirectly connected terminal or machine to machine link.

B. Over amodem using switched carrier:
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* A modem that does not recognize commands from the DCE
and does not send unsoalicited characters to the DCE.

* A smart modem. One way this mode is different from bi-
directional mode isin the way the | ogi n prompt is written.
The prompt is written out immediately when t t ynon begins
to monitor a port. This can be echoed back by certain devices,
such as a smart modem, causing a premature connection
indication in the polling t t ynon. Because of the prompt
mechanism described previously, it is recommended that all
answering by the modem be turned off using the following AT
commands: ATEO and ATQL. See section describing how to
send commands to the modem. Alternatively, the CR/ LF count
used with thet t yadm -r flag, or bidirectiona mode should
be used.

C. Over amodem using carrier always high:
* A modem that does not recognize commands from the DCE.

* A smart modem which must usethettyadm -r flag. Thisis
to ensure that canonical mode with its associated echoing
behavior isnot set until the modem has successfully connected.
Infinite echo is seen when the tty's line discipline and smart
modem lock into aloop where they echo characters back and
forth to each other. Because of the prompt mechanism
described under Step B, adjust the CR/ LF count by +1 the
value seen with bidirectional mode because the prompt is not
written out immediately in that case. An alternativeis for all
answering by the modem to be turned off using the following
AT commands: ATEO and ATQL. Also notethat if the- r count
istoo low, t t ymon will change to canonical mode before the
modem is connected resulting in infinite echo because the
modem is still in command mode at this point.

D. Datakit. Mentioned for completeness, but is similar to the first bullet
itemin Step B.

2. For bidirectional use, usingthe t t yadm - b flag, for logging in or dialing
out.

A. Over adirectly connected terminal or machine to machine link.
B. Over amodem using switched carrier:

* A modem that does not recognize commands from the DCE
and does not send unsolicited characters to the DCE.

* A smart modem.
C. Over amodem using carrier always high:
* A modem that does not recognize commands from the DCE.

* A smart modem which must usethettyadm -r flag. Thisis
to ensure that canonical mode is not set up on the tty before it
has successfully connected.
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D. Datakit. Mentioned here for completeness but similar to the first
bullet itemin Step B.

Thereisadelay fromt t ynon's sensing of aconnection attempt on its control channel and
the creation of a datachannel to the port. This resultsin lost characters. These characters
are typically command mode messages from an intelligent modem and can thus be lost
without serious consequences, unlessthe - r flag is used, in which case some of the antic-
ipated CR/ NL will belost.

The listen Port Monitor

NOTE

If your system is being run in compliance with the security criteria
described in the “Security Administration” part of this book,
network connections to the system are outside the evaluated
configuration; the facilities described in this section should not be
used to conform to the security guidelines.

I'i st enisaport monitor invoked by the Service Access Controller (SAC). The Service
Access Controller is the Service Access Facility's controlling process. It is started by
i ni t when the system enters multi-user mode. One of the SAC's functions after it is
started isto start all port monitors the system administrator has configured.

I i st en monitors a connection-oriented transport network, receiving incoming
connection requests, accepting them, and invoking the services that have been requested.
The listener may be used with any connection-oriented transport provider that conforms to
the Transport Interface (TLI1) specification. The Transport Interface is documented in the
Network Programming Interfaces. Beginning with the operating system, the listener
conforms to the Service Access Facility model.

What listen Does
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I i st en performsfunctions common to all port monitors:

* [tinitializesand monitors| i st en ports,

* it identifies and authenticates users, and

* it invokes the service associated with a port in response to requests.
The listener differs from previous listenersin several ways.

¢ [t alows private addresses for services,

* passes connections (file descriptors) to standing servers,

* supports socket-based services, and
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* supports RPC-based services and dynamic addressing.

Private Addresses for Services

Each | i st en service may have a transport addressin addition to its service code (svctag).
This private address is included in the port monitor's administrativefile. The inclusion of

private addresses for services allows asingle | i st en process to monitor multiple
addresses. This functionality might be useful for purposes such as balancing loads and
making services, such as a name server, work more efficiently. The number of addresses
on which the listener can listen is determined by the number of file descriptors available to
the process.

Passing Connections to Standing Servers

By default, anew instance of aserviceisinvoked for each connection. Beginning with the
operating system, the listener has the ability to pass an incoming connection (file
descriptor) to a standing server, eliminating the f or k and exec overhead for each call
[see nl sadmi n( 1M ]. Thisfeature is useful for server processes that need to maintain
state information.

NOTE

A standing server is a server process or service that runs
continuously and accepts connections through a FIFO or a named
STREAM instead of being f or ked and execed.

Socket-based Services

The listener supports services that use sockets as their interface to the transport provider.
Socket-based services are registered with the listener in the same way TLI-based services
are, using the Service Access Facility's administrative commands. | i st en supports
STREAMS; socketsisimplemented asa STREAMS module and alibrary.

A socket-based service

* may or may not be an RPC service

* may have a staticaly or dynamically assigned address, or no private
address

* may beinvoked on each connection or may be a standing server, to which
new connections are passed by aFIFO or anamed STREAM
RPC-based Services and Dynamic Addressing
Dynamic addressing is most useful with RPC. RPC transport addresses may be either

specified or dynamically assigned. In either case, the listener tells r pcbi nd what the
address is and monitorsit for incoming connections.
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In the case of adynamically assigned address, | i st en asks the transport provider to
select atransport address each time the listener begins listening on behalf of the service.

When service addresses are dynamically assigned, the assigned address is written to the
listener'slog file.

listen and the Service Access Facility

The Service Access Facility (SAF) provides a generic interface to which all port monitors
must conform. The port monitor used under the Service Access Facility's controller,
“Service Access Controller” is| i st en. (See“ Overview of the Service Access Facility”,
“ Port Monitor Management” , and “ Service Management” for a description of the Service
Access Fecility, the administrativefiles it maintains. Also, for the commands used for the
port monitor and service administration.)

There can be multipleinvocations of | i st en port monitors, each identified by a unique
pmtag. Each of these port monitors can monitor multiple ports for incoming connection
requests.

A port has one and only one service associated with it. Each port, and its associated
service, isidentified by a service tag, svctag. Service tags for any given port monitor are
unique.

When the Service Access Controller starts a port monitor, the port monitor reads its
administrative file, which contains information about which ports to monitor and what
service (that is, process) is associated with each port.

The nlsadmin Command
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The Service Access Facility requires each type of port monitor to provide an
administrative command. This command must format information derived from
command-line options so that it is suitable for inclusion in the administrative files for that
port monitor type. The command may also perform other port monitor-specific functions.

nl sadm n isthe listener's administrative command. The nl sadm n command formats
information based on the options with which it is invoked and writes this information to
the standard output.

nl sadmi n is one of the arguments used by pnadm - a to format information in a way
suitable for inclusionin al i st en administrative file. nl sadm n presents this
information (as standard output) to prmadm which placesit in thefile. Thisuse of nl sad-

m n is described below under “ Adding a listen Port Monitor” pmspecific information in a
port monitor administrative filewill be different for different port monitor types.

nl sadm n is aso included on the sacadmcommand line when a port monitor is added
to the system. It is used to supply thel i st en version number for inclusion in a port mon-
itor's administrative file.



Managing Ports

NOTE

The port monitor administrative file is updated by the Service
Access Facility's administrative commands, sacadmand pnadm
nl sadm n merely provides a means of presenting formatted,
port monitor-specific (that is, | i st en-specific) data to these
commands.

The sacadmcommand line uses nl sadni n only with the - V
option. nl sadm n -V returns the version number of the
I i st en command being used.

Earlier versions of nl sadmni n allowed the system administrator to add and delete
services, start and stop the listener, and query the status of services using the nl sadm n
command directly. Although this use of nl sadm n isretained for compatibility, these
functions are now provided by the SAF administrative commands. This use of the SAF
commands is described in the sections that follow. All uses of nl sadni n, including its
use with the SAF administrative commands, are described on thenl sadm n( 1M online
manual page.

Under the SAF, it is possible to have multiple listen processes for a single transport
provider; each is identified by a unique pmtag. Before the current release of the operating
system, only one listen process could be associated with a transport provider. This unique
listen process was identified by its net_spec (see nl sadm n[ 1M). If alisten processis
added using the nl sadm n command, then its pmtag and net_spec will be identical. It is
suggested that the SAF commands, sacadm( 1M and pmadm( 1M , instead of the
nl sadm n command, be used to administer listen processes and the services managed by
them.

NOTE
For compatibility, alisten port monitor's pmtag and its net_spec
areidentical, although this does not have to be the case. In the sec-

tions that follow, the term pmtag is used where either the pmtag or
anet_spec may be used.

Managing listen Ports

Finding Out Which listen Port Monitors Are Configured

sacadm -1 [-t listen]

The sacadmcommand with only a- | option listsall port monitors currently defined for
the system. For example:

5-51



System Adminstration Volume-1

PMIAG PMIYPE FLGS RCNT STATUS COMVAND

tcp listen dx 5 NOTRUNNI NG /usr/lib/saf/listen-minet/tcp0O tcp #
ttymonl ttynon - 0 ENABLED [usr/libl/saf/ttynmon #
ttymon2 ttynmon - 0 ENABLED [usr/libl/saf/ttynmon #

Finding Out Which Services Are Configured for a listen Port Monitor

prmadm -1 [-p pmtag] [-S svctag)

pmadmwith only a- 1 will list al services for al port monitors on the system. If a port
monitor is specified (- p), all servicesfor that port monitor will belisted. The following is

asample listing for the command:

prmadm -1 -p tcp
PMITAG PMIYPE SVCTAG FLGS ID SCHEME <PMSPECI FI C
tcp listen reportschenme - r oot - ¢ -\/usr/sbin/reportschene #
tcp listen rexec u - crl -srexec - - c tirdw /usr/lib/rexec/
rxserver \#renote execution

N )

The following command lineliststhegeneral | i st en service (0).

pradm -1 -p pmtag -s 0O

NOTE

By definition, service code O isfor thenl ps_ser ver,whichisa
service that provides compatibility with | i st en servicerequests.

Adding a listen Port Monitor

sacadm-a -p pntag -t type -c¢ “cmd” -v " 2pmspecific -V e
[-n count] [ -f dx] [ -z script ] [ -y “comment” ]

The following example shows how the listener's administrative command, nl sadmi n,
can be used to obtain the current version number of the listener's administrative file when

used with sacadmto add al i st en port monitor.
sacadm-a -p tcp -t listen \

-c “Jusr/lib/saf/listen -minet/tcp0 tcp” \
-v “sadmn -V
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This command line adds a line to the SAC's administrative file. The options that may be
used with sacadm - a are described under “ Port Monitor Management” and in the
sacadm( 1M and nl sadmi n( 1M online manua pages.

NOTE

If the port monitor being added has the same name as an existing
port monitor, the system administrator must remove the old one
before adding the new one.

Removing a listen Port Monitor

Adding a Service

sacadm-r -p pntag
For example,
sacadm-r -p tcp

The SAC removes the line for port monitor t cp from its administrative file. The port mon-
itor directory will remainin/ et ¢/ saf but will be removed and recreated when a new
port monitor with the same name is added. To make changes to a port monitor entry,
always remove the entry and add a new entry using thesacadmcommand. Do not edit the
SAC adminigtrative file.

pradm -a -p pmtag -s svetag [ -1 id] [ -S “scheme” ] \
-m “ sadm n options -v “sadnin -V [-y “comment”]

Thefollowing example adds anew service, t t y, to alistener with pmtag t cp running asa
port monitor under the Service Access Facility.

pradm -a -p tcp -s tty -i -Slogin\
-m*“ nlsadmin -c /usr/bin/shserv \

-p ntty,tirdw,ldterm-A

\\\ x00020ACF810b8b6e0000000000000000" “\
-v ‘'nlsadmn -V -y “Server-side for cu”

CAUTION

The same address cannot be monitored by more than onel i st en
port monitor at any given time. The first attempt to listen on an
address will bind successfully; subsequent attempts will fail to
bind. If both static and dynamic addresses are monitored by more
than one listener, the static addresses are bound first, then the
dynamic addresses. Mixing multiple listeners — each of which
has static and dynamic addresses specified — may result in
unpredictable behavior.
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See “ Adding a Service” under “ Service Management,” or the pmadm( 1M) and
nl sadm n( 1M online manua pagesfor afull description of the pmadmcommand line
options.

Removing a Service
pmadm -r -p pmtag -s svctag
For example,
prmadm -r -p tcp -s 23

removes service 23 from thet cp listener.

Enabling and Disabling Services

pmadm -e -p pmtag - s svctag
prmadm -d -p pmtag - s svctag

To enable aservice on a specific port, first find out which port monitor is monitoring the
port. Enter

prmadm -1 -t listen
Thislists all services defined for listen-type ports.
If the port monitor ist cp and the servicetag is 101, the command
pradm -e -p tcp -s 101
will enable service 101.
To verify that the port has been enabled, enter
prmadm -1 -p tcp -s 101
The x will have been removed from the FLGS column in the entry for this service.

When aservice is disabled, all subsequent connection requests for the service will be
denied. Using the same example,

prmadm -d -p tcp -s 101

will restorethe x to the FLGS field in the entry for service 101.

Authentication Schemes and User IDs

The pmadmcommand may be used to change or remove authentication schemes and user
IDs.

prmadm -c¢ -S “schemg” [-i1 id] -p pmtag -s svctag
pradm -c -i id [-S “scheme’] -p pmtag - s svctag
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Used with the - ¢ option, the- Sand - i options manipulate the contents of the scheme and
id fields in the port monitor administrative file. To add the crl authentication scheme to
service, svcl, under thel i st en port monitor, t cp.

prmadm-c -S crl -p tcp -s svcl

Now the t cp listener will invoke the crl authentication scheme before starting the svcl
service. If either scheme or id isthe NULL string, the corresponding field will be empty
and the authentication scheme or user 1D will be effectively removed from the service line
in thefile. For example,

pmadm-c¢ -S “* tcp -s 101

will remove the authentication scheme for the service 101 from the administrative file for
thet cp port monitor.

For agiven service, there may be non-NULL entriesin either of these fields, in both fields,
or in neither. It is important to understand when the user 1D determined by an
authentication scheme is used and when the user ID specified in the id field is used. The
following table describes the four possible cases.

scheme id Description

specified NULL Authentication is per-
formed by the port monitor
using the specified scheme.
If authentication succeeds,
the service is started with
the ID determined by the
scheme. If authentication
fails, the service is not
started.

NULL specified No authentication is per-
formed by the port monitor.
The service is started with
the ID specified in the id
field.

specified specified The port monitor invokes
the specified authentica-
tion scheme. If authentica-
tion succeeds, the service is
started with the ID from the
id field. If authentication
fails, the service is not
started.

NULL NULL Thisis an error. The ser-
vice will not start.

Disabling All Services Monitored by a listen Port Monitor

sacadm -d -p pntag
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To disable all services defined for the port monitort cp, enter
sacadm-d -p tcp

Services are then temporarily unavailable; any future connection requests for services
managed by this port monitor will be denied until the port monitor is enabled.

The command
sacadm-e -p tcp

will re-enable port monitor t cp.

Configuration Files

Log Files
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As a port monitor under the Service Access Facility, | i st en can customize the
environment of each service it starts. It does this by interpreting a per-service
configuration script, if one exists, immediately before starting the service. Per-service con-
figuration scripts are optional. Configuration scripts are installed by the system adminis-
trator, using the ppradmcommand with - g and - z options [see pmadn( 1M ].

It is also possible to customize the environment of a | i st en port monitor. A per-port
monitor configuration script is defined using the sacadmcommand with - g and - z
options[seesacadm( 1M ]. The environment modifications made by a port-monitor con-
figuration script are inherited by the port monitor and al the servicesit invokes. Theenvi-

ronment of any particular service can then be customized further by using a per-service
configuration script.

Thedoconfi g(3l) online manual page describes the language in which configuration
scripts are written.

Configuration scripts are not normally needed for basic operations.

The listener creates and manages the log files / var / saf / pmtag/log and / var / saf /
pmtag/o.log. Log file entries are in the following format:

date time; PID; message

date and time show when the entry was made. PID isthe ID of the process that made the
log entry. message gives a description of the event or error that caused the log message.

The following events are logged, each:
* connection that arrives
* servicethat is started
* filedescriptor passed over a pipe

¢ dtate change that occurs
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¢ error and unusual condition

The log files are held open by the listener process. Entries are made by two types of
processes: the listener process (1 i st en) and the NLPS server process (nl ps_server).
nl ps_ser ver isaservicethat provides compatibility with other service requests.

Quick Reference Guide to Managing Ports

The administrative procedures in this chapter are based on shell commands. If you prefer,

however, you can do many tasks through a set of administration menus, instead. (Using the
menus may be convenient if you're administering a system for the first time) To use these
menus, enter sysadm por ts. The main menu for ports administration will appear on
your screen as follows:

1 Service Access Managenent

port_nonitors- Port Monitor Managenent
port_services- Port Service Managenent

qui ck_term nal - Quick Term nal Setup
tty_settings- Term nal Line Settings Managenent

Screen 5-17. Main Menu for Managing Ports

When you select one of these entries, a series of menus and instructions will appear on the
screen, prompting you to provide information and make selections needed for the task
you've chosen.

To create a new connection between your system and a terminal, use the Quick
Terminal Setup menu. Do ongoing administration with the Port Monitor
Management and Port Service Management menus. The Terminal Line
Setting Management menu concerns only tty ports; it's helpful in defining the default
t er m o settings.

The rest of this section is a handy index to the shell commands that make up four
categories of port manager administration:

¢ general management of sets of port monitors

* management of the port monitor administrative software (the Service
Access Controller or SAC)

* management of thet t yrmon port monitor and terminal line settings

* management of thel i st en port monitor
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Managing Sets of Port Monitors

Managing Services
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Add aport monitor entry to the SAC's administrativefile.

sacadm-a -p pntag -t type -c¢c “cmd” -v ver [-f dx]\
[-n count] [ -y “comment”][-2z script]

Print port monitor status information.

sacadm -1 [-p pmtag | -t type]

Print port monitor status information in condensed format.
sacadm -L [-p pmtag | -t type]

Print or replace the per-system configuration script /etc/saf/
sysconfi g.

sacadm -G [ -z script]

Print or replace the per-port monitor configuration script / et ¢/ saf/
pmtag/config.

sacadm -g -p pntag [-z script]
Enable the port monitor pmtag.
sacadm -e -p pntag

Disable the port monitor pmtag.
sacadm -d -p pntag

Start the port monitor pmtag.
sacadm -s -p pntag

Stop the port monitor pmtag.
sacadm -k -p pntag

Remove the entry for port monitor pmtag from the SAC administrative file.
sacadm -r -p pntag

Tell the SAC (and, optionally, the specified port monitor) to read its
administrativefile.

sacadm -x [-p pmtag]

Add a service entry to the port monitor administrative file.

pmadm -a[-p pmtag |-t type] - s svetag [- 1 id] - m“ pmspecific” \
-v ver [-f xi] [- S“scheme’] [-y “comment”] [- z script]
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* Change a service's authentication scheme or user ID. An authentication
scheme or user ID may be removed by specifying the NULL string. For
example, - S*“*

prmadm -c¢ -S “scheme’ [-i id] -p pmtag -s svctag
pradm -c¢ -i id [-S “scheme’] -p pmtag - s svctag

* List service status information.
pradm -1 [-t type | -p pmtag] [-S svctag]
* List service status information in condensed format.
pradm -L [-t type | -p pnmtag] [-S svctag]

* Print, install, or replace the service-specific configuration script for service
svctag associated with port monitor pmtag.

prmadm -g -p pmtag -s svctag [ -z script]

* Install or replace the service-specific configuration scripts for all services
svctag associated with port monitors of type type.

pmadm -g -s swtag -t type -z script

¢ Enablethe service svctag associated with port monitor pmtag.
pmadm -e -p pmtag -s svctag

¢ Disable the service svctag associated with port monitor pmtag.
prmadm -d -p pmtag - s svctag

* Remove the entry for service svctag from the port monitor administrative
file.

pradm -r -p pmtag - S svctag

Managing the ttymon Port Monitor and Terminal Line Settings

¢ List all port monitors (-1 aone), all port monitors of a given type (-t
type), or asingle port monitor (- p pmtag).

sacadm -1 [-t type | -p pmtag]

¢ List al services for al port monitors (-1 aone), all services for all port
monitors of agiven type (-t type), al services for a specific port monitor
(- p pntag), or asingle service (- s svctag).

pradm -1 [-t type | -p pmtag] [-S svctag]

* Addattynon port monitor. t t yadmused with sacadm - a or pmadm
- a as an argument to the - v option provides the comment line containing
thet t ynon version number for the new port monitor administrative file.

sacadm-a -p pntag -t ttynon -c “cmd” -v “ttyadm -V

* Remove a port monitor.
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sacadm -r -p pntag

* Add aservice. t t yadmused with pmadm - a as an argument to the - m
option provides the pmspecific fields for inclusion in the port monitor's
administrativefile.

pradm -a -p pmtag -s svctag[ - S “scheme’] [-i id] [-f ux] \
-v “ttyadm -V -m*““ttyadm|[-b] [-r count] [-c] [-h] \
[-1 msg] [-m modules] [-p prompt] [-t timeout] \
-d device -1 ttylabel -s service “

* Change a service's authentication scheme or user ID. An authentication
scheme or user ID may be removed by specifying the NULL string.

prmadm -c¢ -S “scheme’ [-1 id] -p pmtag -s svctag
prmadm -c¢ -i id [-S “scheme’] -p pmtag - s svctag

* Removeaservice.
pmadm -r -p pmtag -s svctag

* Enableaservice.
pmadm -e -p pmtag -s svctag

¢ Disable the service svctag, available through port monitor pmtag.
prmadm -d -p pmtag - s svctag

* Enableall services defined for port monitor pmtag.
sacadm -e -p pntag

¢ Disable all services defined for port monitor pmtag.
sacadm -d -p pntag

¢ Addanentry tothe/ et c/ttydefs file

sttydefs -a ttylabel [-b] [-n nextlabel] [-i initial-flags [-f final-
flags]

* Print terminal line setting information from the / et ¢/ t t ydef s file for
entries with the label ttylabel. If no ttylabel is specified, print terminal line
setting information for al entriesin thefile.

sttydefs -1 [ttylabd]
* Remove entries for the ttylabel.

sttydefs -r ttylabel

Managing the listen Port Monitor
¢ List status information for all port monitors (-1 alone) or for al port

monitors of agiven type (-t type).

sacadm -1 [-t type]
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If svctag is supplied, list status information for the service. If no serviceis
specified, list status information for al services under port monitor pmtag.

prmadm -1 -p pmtag [-s svctag]
Addal i st en port monitor.

sacadm-a -p pntag -t listen -c \
“lusr/lib/saf/listen pmag’-v “nlsadmn -V

Removeal i st en port monitor.
sacadm-r -p pmtag
Add aservice under al i st en port monitor.

pradm -a -p pmtag -s svctag [-i id] [-S “scheme’] \
-m “ nlsadmin options'“ -v “nlsadmin -V [-y “comment”]

Change a service's authentication scheme or user ID. An authentication
scheme or user ID may be removed by specifying the NULL string. For
example, - S*“*

prmadm -c¢ -S “schemg” [-i1 id] -p pmtag -s svctag
prmadm-c -i id [-S “scheme’] -p pmtag - s svctag

Remove a serviceunder al i st en port monitor.
pmadm -r -p pmtag - s svctag

Enabl e service svctag under port monitor pmtag.
pmadm -e -p pmtag - s svctag

Disable service svctag under port monitor pmtag.
prmadm -d -p pmtag - s svctag

Disable all services under port monitor pmtag.
sacadm -d -p pntag

Enable all services under port monitor pntag.

sacadm -e -p pntag
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Introduction

NOTE

If your system is being run in compliance with the security criteria
described in Chapter 10, “Trusted Facility Management” of this
book, the Accounting Utilities will not be installed; see
Chapter 12, “Installing Software on an Enhanced Security
System” for alist of the software packages that should beinstalled
on aB2-compliant system.

The operating system accounting utilities are a set of tools (C language programs and shell
scripts) that collect data on system usage (by cpu usage, users, and processes) and
organize this datainto summary files and reports. By using these tools to keep track of
connect sessions and disk usage, you can

¢ chargefor usage
* troubleshoot performance problems
* tune the performance of applications

* manage installation security

CAUTION

Do not run commands associated with the Accounting Utilities
while your system isrunning in single-user mode. If you do, files
will be created that will not be accessible afterward.

Once the accounting system has been set up (see” Setting Up Accounting” below), it runs,
for the most part, automatically.

* Between system start-up and shutdown, it collects (in accounting files) raw
data about system use, such as records of the logins used, processes run,
and data stored.

* Once aday, cr on invokesthe r unacct program, which does three tasks:
(a) it processes the various accounting files; (b) it produces both cumulative
summary files and daily accounting reports; and (c) it prints the daily
reports (viathe pr dai | y program).
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* The cumulative summary files generated by r unacct can be processed
and printed monthly by executing the nronacct program. The summary
reports produced by nonacct provide an efficient means for billing users
on amonthly or other fiscal basis.

Four types of accounting are available: connect accounting, process accounting, disk
accounting, and fee calculations. This chapter describes how these types of tracking are
done and how you can use the accounting utilities to do the work needed on your system.

Types of Accounting

The data collected daily (as described above) can help you do four types of accounting:
connect accounting, process accounting, disk accounting, and fee ca culations. The rest of
this introduction defines these four types of accounting.

Connect Accounting

Connect accounting enables you to determine how long auser was logged in, and to obtain
information about the usage of tty lines, the number of reboots on your system, and the
frequency of the stopping and starting of the accounting software. To obtain this
information, the system stores records of time adjustments, boot times, the turning on or
off of the accounting software, changes in run levels, the creation of user processes, login
processes, and i ni t processes, and the deaths of processes. These records (produced
from the output of system programs such as date,init,login, ttynmon, and
acctwt np) are storedin/ var/ adm wt np. Entriesin the wt np directory may contain
the following information: a user's login name, a device name, a process 1D, the type of
entry, and atime stamp denoting when the entry was made.

Process Accounting

Disk Accounting

6-2

Process accounting allows you to keep track of the following data about each process run
on your system: the user and group IDs of those using the process, the beginning and
elapsed times of the process, the cpu time for the process (divided between users and the
system), the amount of memory used, the commands run, and the controlling tty during
the process. Every time a process dies, theexi t program collects this data and writesiit to
thefile/ var / adni pacct .

The pacct file has a default maximum size of 500 blocks that is enforced by the
accounting shell script ckpacct (normally runasacr on job). If ckpacct finds that
/var/ adm pacct isover 500 blocks, it movesthefileto / var / adm pacct ? where?
is the next unused increment (expressed as a number).

Disk accounting allows you to gather (and format) the following data about thefiles each
user has on disks: the name and 1D of the user, and the number of blocks used by the user's
files. This datais collected by eight programs in the accounting package: a shell script
called dodi sk and five C programs that it invokes sf sdi skusg, uf sdi skusg,
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vxdi skusg, acctdusg, and acctdi sk). sfsdi skusg, ufsdi skusg, and
vxdi skusg gather the file data by reading file inodes directly from sf s and uf s file
systems, respectively. (Note that no xf sdi skusg program exist to read inodes directly,
therefore, the dodi sk program defaultsto using acct usg for the xf s file system.)
acct dusg does stat callsfor eachfile in thefile system tree to gather data and works for
any file system type. sf sdi skusg, uf sdi skusg, and vxdi skusg are faster than
acctdusg. acct di sk formats the data gathered by sf sdi skusg, uf sdi skusg,
vxdi skusg, and/or acct dusg, and saves the information in / var / adm acct/
ni t e/ di skt acct.

The dodi sk script can be used in either of two ways: in fast mode or in slow mode. Fast
mode uses acct dusg The fast mode syntax is:

/usr/lib/acct/dodi sk file systems

File systems are specified by their special device names (such as/ dev/ dsk/ 1s0) . If
file systems are not specified, then the file systems used are those found in / et ¢/
vf st ab for which the value of f sckpass is 1. Note that when dodi sk uses/ et c/
vf st ab, it skipsremote resources.

When run in slow mode, dodi sk invokesacct dusg to gather all the disk accounting
information. The slow mode syntax is:

fusr/1ib/acct/dodi sk -0 mountpoints
If no mountpoints are specified, the root mountpoint is used.

One note of caution: information gathered by running dodi sk in either fast mode or slow
modeis stored in the / var / adm acct/ ni t e/ di skt acct file. Thisinformation is
overwritten the next timedodi sk isused. Therefore, avoid using both modes on the same
day. Thisdlowsr unacct tousetheinformationinthe/ var/adnif acct/ nite/di s-
kt acct file beforeit is overwritten by new output from dodi sk.

Fee Calculations

If you charge your users for special services, such asfile restores and remote printing, you
may want to use aprogram caled char gef ee to maintain service accounts. Fees charged
to customers arerecorded in afilecaled/ var / adm f ee. Each entry in thefile consists
of auser'slogin name, user 1D, and the fee.

Accounting Programs

The acct comprogram isstored in / usr/ bi n; all other binary programs are stored in
/usr/1ib/acct. Theseprograms, which are owned by bi n (except acct on, whichis
owned by root), do various functions. For example, / usr/ | i b/ acct/ st art up helps
initiate the accounting process when the system enters multi-user state. The char gef ee
program is used to charge a particular user for a special service, such as performing afile
restore from tape. Other essential programsinthe / usr/ 1 i b/ acct directory include
nonacct, prdai | y, and r unacct . These and other programs are discussed in more
detail in the following sections.
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Setting Up Accounting
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To set up system accounting so it will be running while the system is in multi-user state
(system state 2), you need to create and/or modify four files: / et ¢/ r c0. d/ K22acct ,
/var/spool/cron/crontabs/adm, /etc/rc2.d/S22acct, and
[ var/ spool / cron/ cront abs/root.

If you want accounting to be shut off during shutdown, link / etc/init.d/acct to
et ¢/ rcO. d/ k22acct .

If you want accounting to be turned on when the system isin multi-user state (system state
2),link/etc/init.d/acct to/etc/rc2.d/ S22acct.

Most of the cr on entries needed for accounting are put into a database called / var /
spool / cron/ cront abs/ adm The entriesin this database allow ckpacct to be run
periodically, r unacct to berun daily, and nonacct to berun on afiscal basis.
Screen 6-1 shows several sample entries; your entries may vary. (Note that the comment
lines in the file shown here may not appear in your file; they're included to clarify the
meaning of the fields shown.)

#M n Hour Day Mont h Day Command

# of of

# Mont h Week

B o m e e f e el
#0 0 * * * >/ var/ adnf wt np

#0 0 * * * >/ var/ adnf wt npx

0 * * * * Jusr/lib/acct/ckpacct

30 2 * * * /usr/lib/acct/runacct 2> /var/adniacct/nite/
fd2l og

30 9 * * 5 /usr/lib/acct/monacct

N )

Screen 6-1. Sample cr on Entries for Accounting

Inadeivered system, / var / spool / cr on/ cr ont ab/ admalready containstwo entries
for controlling the growth of wt np files on systems without the accounting utilities:

00* * * >/var/adm wtnp
00 * * * >/var/adn wt npx

If you're running the accounting utilities you won't want these entries, but we recommend
against deleting them in case the accounting utilities are later removed from your system.
To make these entriesinactive (that is, to neutralize their effect on accounting), prepend a
# (pound) sign to each. If you find any other entriesin / var / spool / cr on/ cr ont ab/
adm werecommend leaving them alone.

For the adm crontab, assign root as the owner, sys as the group, and 644 as the
permissions mode.
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The entry for dodi sk needs to be appended to the root crontab / var / spool / cr on/
cront abs/ root . A sampleisshown below.

#M n Hour Day Mont h Day Command

# of of

# Mont h Week

Bl o m e f f e e el
30 22 * * 4 /usr/lib/acct/dodi sk

Once these entries are in the database and the accounting programs have been installed,
accounting will pretty much run on its own.

Daily Accounting

Here is a step-by-step summary of how operating system accounting works:

1. When the operating system is switched into multi-user state, the / usr/
i b/acct/startup program is executed. The st art up program
executes several other programs that invoke accounting:

* The acctwt np program adds a “boot” record to /var/adm
wt np. Inthisrecord the system name is shown as the login name in
the wt np record. Table 6-1 presents a summary of how the raw
accounting datais gathered and where it isstored.

Table 6-1. Raw Accounting Data

File Information Written By Format
[ var/adm wt np connect sessions [ogin,init ut nmp. h
date changes dat e
reboots acctw np
shutdowns shut acct shell
[ var [ adm processes kernel (when process  acct. h
pacct ? ends)
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Table 6-1. Raw Accounting Data (Cont.)

File Information Written By Format

t ur nacct switch cre-
ates new file when old
one reaches 500 blocks

/var/adni fee  specia charges char gef ee

/var [ adm disk space used dodi sk tacct. h
acct/nite/

di sktacct

* Thet urnacct program, invoked with the on option, begins process
accounting. Specifically, t ur nacct on executes the acct on pro-
gram with theargument / var / adni pacct .

* The renove shell script “cleans up” the saved pacct and wt mp
filesleft in the sumdirectory by r unacct .

2. The l ogin and init programs record connect sessions by writing
recordsinto / var/ adm wt np. Any date changes (made by running
dat e with an argument) are also writtento/ var / adm/ wt np. Reboots
and shutdowns (viaacct wt mp) are also recorded in/ var / adm wt np.

When a process ends, the kernel writes one record per process, in the form
of acct. h,inthe/var/ adm pacct file.

One program, acct dusg, tracks disk usage by login. It isinvoked by the
shell script dodi sk.

cr on executestheckpacct program every hour to check thesize of /
var / adm pacct . If thefilegrows past 500 blocks (default),t ur nacct
swi t ch isexecuted. (Thet urnacct swi t ch program moves the
pacct file and creates a new one.) The advantage of having several
smaller pacct files becomes apparent when trying to restartr unacct if a
failure occurs when processing these records.

If the system is shut down using shut down, the shut acct program is
executed automatically. The shut acct program writes a reason record
into/ var/ adm wt mp and then turns off process accounting.

If you provide services on arequest basis (such as file restores), you can
keep billing records by login, by using thechar gef ee program. It allows
you to add arecord to/ var / adnl f ee each time a user incurs a charge.
The next timer unacct is executed, this new record is picked up and
merged into the total accounting records.

3. runacct is executed via cr on each night. It processes the accounting
files/ var/ adm pacct ?, /var/adm wt np, /var/adnifee, and
/var/adm acct/ ni te/di sktacct toproduce command summaries
and usage summaries by login.
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4. The/usr/lib/acct/ prdaily program isexecuted on adaily basis by
runacct to writethe daily accounting information collected by r unacct
(in ascil format) in/ var / adnm acct / suni r prt MMDD.

5. The nmonacct program should be executed on a monthly basis (or at
intervals determined by you, such as the end of every fiscal period). The
nonacct program creates a report based on data stored in the sum
directory that has been updated daily by r unacct . After creating the
report, monacct “cleans up” the sumdirectory to prepare the directory's
filesfor the new r unacct data.

The runacct Program

The main daily accounting shell procedure, r unacct, is normally invoked by cron
during non-primetime hours. The r unacct shell script processes connect, fee, disk, and
process accounting files. It also prepares daily and cumulative summary files for
prdai | y and nonacct for billing purposes.

The runacct shell script takes care not to damagefiles if errors occur. A series of
protection mechanisms are used that attempt to recognize an error, provide intelligent
diagnostics, and end processing in such away that runacct can be restarted with
minimal intervention. It records its progress by writing descriptive messages into the file
active. (Filesused by r unacct are assumedto beinthe/var/adm acct/nite
directory unless otherwise noted.) All diagnostic output during the execution of r unacct

iswritteninto f d2I| og.

If thefiles| ock and | ock1 exist when r unacct isinvoked, runacct will complain.
These files are used to prevent simultaneous execution of r unacct . Thel ast dat e file
contains the month and day r unacct was last invoked and is used to prevent more than
one execution per day. If runacct detects an error, a message is written to the console,
mail issent tor oot and adm locks are removed, diagnostic files are saved, and execution
is ended.

Reentrant States of the runacct Script

To alow r unacct to berestartable, processing is broken down into separate reentrant
states. A fileis used to remember the last state completed. When each state compl etes,

st at ef i | e isupdated to reflect the next state. After processing for the state is complete,
stat efil e isread and the next state is processed. When r unacct reaches the
CLEANUP state, it removes the locks and ends. States are executed as follows:

SETUP The command t ur nacct swit ch is executed to create a new
pacct file. The process accounting filesin/ var / adni pacct ?
(except the pacct file) are moved to / var/ adm/
Spacct ?. MMDD. The/ var/adm wt np file is moved to
/var/adnm acct/ nit e/ wt np. MMDD (with the current time
record added on the end) and anew / var / adm wt np is created.
cl osewt np and ut np2wt np add records to wt np. MVDD and
the new wt p to account for users currently logged in.
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WTMPFIX

CONNECT

PROCESS

MERGE

FEES

DISK

MERGETACCT

CMS

USEREXIT

CLEANUP
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Thewt npf i x program checks the wt np. MVDDfileintheni t e
directory for correctness. Because some date changes cause
acct con to fail, wt npf i x attemptsto adjust the time stampsin
the wt np file if arecord of a date change appears. It also deletes
any corrupted entries from the wt np file. The fixed version of
wt np. MVDDiswritten tot npwt np.

The acct con program is used to record connect accounting
recordsin thefilect acct . MVDD. Theserecordsareint acct . h
format. In addition, acct con createsthe | i neuse and
r eboot s files. The r eboot s filerecords all the boot records
found in thewt np file. CONNECT was previously two steps called
CONNECT1 and CONNECT2.

The acct pr ¢ program is used to convert the process accounting
files/ var/ adm Spacct ?. MMDD, into total accounting
recordsin pt acct ?. MVDD. The Spacct and pt acct filesare
correlated by number so ifr unacct fails, Spacct filesare not
reprocessed unnecessarily. One precaution should be noted: when
restarting r unacct in this state, remove the last pt acct file
because it will not be complete.

Merge the process accounting records with the connect
accounting records to form dayt acct .

Merge any Ascll tacct records from the file fee into
dayt acct .

If the di skt acct file has been produced (by running the
dodi sk procedure), merge that file into dayt acct and move
di skt acct to/t np/ di skt acct . MMDD.

Merge daytacct with sunitacct, the cumulative tota
accounting file. Each day, dayt acct is saved in sum
tacct. MVDD, so suni t acct can berecreated if it is corrupted
or lost.

The program acctcns is run several times. It is first run to
generate acommand summary (using the Spacct ? files), which
it writesto sum daycns. acct cns isthen run to merge sum

day cns with the cumulative command summary file suni cns.

Finally, acct cns isrunto produce the Ascil command summary
filesnite/ daycms and nite/ cnms from the files sum

daycns and suni cs, respectively. The program | ast | ogi n
isused to create/ var / adnmi acct/ suni | ogi nl og, thereport
of when each user last logged on. (Ifr unacct isrun after mid-
night, records of the date and time some users last logged on will
be incorrect by one day.)

Any installation-dependent (local) accounting program can be
included here .r unacct expectsit to be called / usr/1i b/
acct/runacct. | ocal .

Clean up temporary files, run prdaily (saving its output in
sum r pr t MVDD), remove the locks, and exit.
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runacct Error Messages

Therunacct procedure can fail for avariety of reasons, the most common of which are
/ var running out of space and a corrupted wt np file. If theacti ve MVDDfile exists,
check it first for error messages. If theacti ve fileand | ock files exist, check f d21 og
for any mysterious messages. The following is a list of error messages produced by
runacct and recommended recovery actions for each situation.

ERROR: locks found, run aborted

Thefiles| ock and | ock1 were found. These files must be removed
before runacct can restart. Either two processes are trying to run
runacct simultaneously or the last r unacct aborted abnormally
without cleaning up the locks. Check thef d2| og for messages.

ERROR: acctg already run for date: check /var/adm/acct/nite/lastdate

Thedatein| ast dat e and today's date arethe same. Remove | ast -
dat e.

ERROR: turnacct switch returned rc="?

Check the integrity of t ur nacct and acct on. Theacct on program
must be owned by r oot and havethe set ui d bit set.

ERROR: Spacct?.MMDD already exists

File setups have probably already run. Check the status of the files; then
run setups manually, if necessary.

ERROR: /var/adm/acct/nite/lwtmp.MMDD aready exists, run setup manually

/var/ adm wt np has aready been copied to
/var/adm acct/ni te/ wt mp. MMDD

ERROR: wtmpfix errors see /var/adm/acct/nite/wtmperror

wt mpf i x detected a corrupted wt np file. Use f wt mp to correct the
corrupted file.

ERROR: invalid state, check /var/adm/acct/nite/statefile

Thefilest at efi | e isprobably corrupted. Check st at efi | e and
read act i ve before restarting.

Files Produced by runacct

Thefollowing files produced by r unacct (foundin/ var/adm acct) areof particular
interest:

nite/lineuse runacct calls acct con to gather data on terminal line usage

from/ var/adnif acct/ ni t e/ t npwt np and writes the data to
/var/adm acct/nite/lineuse. prdaily usesthisdata
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nite/daytacct

sum/tacct

sum/daycms

sum/cms

sum/loginlog

sum/rprtMMDD

Fixing Corrupted Files

to report line usage. This report is especially useful for detecting
bad lines. If the ratio between the number of logoffs to logins
exceeds about 3:1, thereis a good possibility that thelineis
failing.

This file is the total accounting file for the day in tacct. h
format.

Thisfileis the accumulation of each day's ni t e/ dayt acct and
can be used for billing purposes. It is restarted each month or
fiscal period by thenonacct procedure.

runacct calls acct cns to process data about the commands
used during the day. Thisinformation is stored in / var / adnf
acct/ sum daycns. It containsthe daily command summary.
The Ascil version of thisfileis/ var/adm acct/nite/
daycns.

This file is the accumulation of each day's command summaries.
It isrestarted by the execution of nonacct . The ASCII version is
nite/cms.

runacct calsl astl ogi n to update the last date logged in for
theloginsin/ var/ adm acct/ sum | ogi nl og. | astl ogin
also removes from thisfile logins that are no longer valid.

Each execution of r unacct saves acopy of the daily report that
was printed by pr dai | y.

Unfortunately, this accounting system is not entirely foolproof; occasionally, afileis
corrupted or lost. Some files can be restored from backup archives; the loss of others can
be ignored. However, certain files are crucia to the integrity of the accounting system. If
these files are corrupted, they must be fixed.

Fixing wtmp Errors
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The wt np files seem to cause the most problemsin the day-to-day operation of the
accounting system. When the date is changed and the system isin multi-user state, a set of
date change records is written into / var / adm wt np. The wt npf i x program is
designed to adjust the time stamps in the wt np records when a date change is
encountered. However, some combinations of date changes and reboots may dlip through
wt npf i x and cause acct con to fail. The following steps show how to patch up a wt mp

file.
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6/var/adn13cct/nite \

fwnp < wtnp. MMDD > xwt np

ed xwtnp

deletecorrupted recordsor.
delete all records from beginning
up to the date change

w

q .
fwtmp - i ¢ < xwtnp > wt np. MMDD

N /

Screen 6-2. Repairing a wt np File

If the wt np file is beyond repair, create anull wt np file. The existence of this null file
prevents any charging of connect time. As a side effect, the lack of awt np file prevents
acct pr c from identifying the login that owned a particular process. When this happens,
the process is charged to the owner of the first login in the password file for the
appropriate user ID.

Fixing tacct Errors

If your installation is using the accounting system to charge usersfor system resources, the
integrity of sum t acct will be important to you. Occasionally, mysterious t acct

records may appear with negative numbers, duplicate user IDs, or a user ID of 65, 535. If
this happens on your system, check suni t acct prev (using prt acct to print it). If it
looks all right, patch up the latest sumf t acct . MVDD file and then recreate sunt

tacct . Screen 6-3 shows an example of asimple patchup procedure.

c/var/adm acct/sum \

acctnmerg -v < tacct. MMDD > xt acct

ed xtacct
remove the bad records ]
write duplicate uid recordsto ancther file

w

q .
acctmerg-1 < xtacct > tacct. MMDD
acctnmerg tacctprev < tacct. MMDD > tacct

N /

Screen 6-3. Repairing atacct File

The current sum t acct can be recreated by merging all existing t acct . MVDD files by
using acct er g, sincethermonacct procedureremovesall theoldt acct . MVDDfiles.
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Restarting runacct

Billing Users

When called without arguments, r unacct assumesit's being invoked for thefirst time of
the day. If r unacct isbeing restarted, the argument MMDD (which specifies the month
and day for which r unacct isto rerun the accounting) is necessary. The entry point for
processing is based on the contents of st at ef i | e. To overridest at ef i | e, include the
desired state on the command line. The following are some sample procedures.

Tostartr unacct :

nohup runacct 2> /var/adnm acct/nite/fd2l og &
Torestart r unacct :

nohup runacct 0601 2> /var/adnfacct/nite/fd2l og &
Torestart r unacct in aspecific state:

nohup runacct 0601 WIMPFI X 2> /var/adnml acct/nite/fd2l og &

The char gef ee program stores charges for special services provided to a user, such as
filerestores, inthefilef ee. Thisfileisincorporated by r unacct every day.

To register special fees, enter the following command:
char gef ee login_name amount

where amount isan integer amount to be charged. Most locations prefer to set up their own
shell scripts for this function, with codes for services rendered. With such an arrangement,
an operator needs only to identify the service rendered; the system can tabulate the charge.

The monthly accounting program nonacct produces monthly summary reports similar to
those produced daily. (See Screen 6-7 for a sample report.) The nonacct program also
creates summary files (inthe/ var/ adnf acct/fi scal directory) of the accounting
information that has been collected. This information can be used to generate monthly
billing. To generate amonthly billing, many system administrators customize the account-
ing process with their own shell scripts.

Setting Up Non-Prime Time Discounts
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System accounting provides facilities to give users a discount for non-prime time system

use. To make this arrangement work, you must inform the accounting system of the dates
of holidays and the hours that are considered non-prime time, such as weekends. To do

this, edit the / et ¢/ acct / hol i days file, which contains the prime/non-prime table for

the accounting system. The format is composed of three types of entries:



Comment

Year Designation

Company Holidays

Collecting Data on System Use

Comment lines are marked by an asterisk in the first
column of the line. Comment lines may appear anywhere
in thefile.

The year should be shown on the first data line
(noncomment line) in the file and must appear only once.

If you do not specify the current year, error messages will
be sent to the designated user with appropriate privileges.

Theline consists of threefields of four digits each (leading
white space is ignored). For example, to specify the year
as 1992, primetime start at 9:00 A.M., and non-prime time
start at 4:30 PM., include the following entry:

1992 0900 1630

A special condition allowed for in thetime field isthat the
time 2400 is automatically converted to 0000.

These entries follow the year designation line and have the
following general format:

datedescription of holiday

The date field has the format month/day and indicates the date of the
holiday. The holiday field is actually commentary and is not currently
used by other programs. See Table 6-2 for an example holiday list.

Table 6-2. Holiday List

Month/Day Holiday

11 New Year's Day

5/28 Memoria Day

7/4 Independence Day

9/3 Labor Day

11/22 Thanksgiving Day
11/23 Day after Thanksgiving
12/25 Christmas Day

Daily Accounting Reports

When r unacct isinvoked, it generates four basic reports:

* Thedaily report shows line utilization by tty number.

* The daily usage report shows usage of system resources by users (listed in

order of UID).
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Daily Report
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* The daily command summary shows usage of system resources by
commands, listed in descending order of use of memory (in other words,
the command that used the most memory is listed first). This same
information is reported for the month with the monthly command
summary.

* The last login shows the last time each user logged in (arranged in
chronological order).

The rest of this section describes each report in detail.

This report gives information about each terminal line used. Screen 6-4 shows a sample

daily report.

G 27 09:53 1992 DAILY REPORT FOR sfxbs Page 1

from Thu Jun 26 17:45:22 1992
to Fri Jun 27 09:51:25 1992
1r unacct
lacctcon

TOTAL DURATION IS 966 M NUTES
LI NE M NUTES PERCENT # SESS # ON # OFF
/dev/pts/00 O 0 0 3

pt s0000 25 3 7 4 4
consol e 157 16 6 3 3
TOTALS 183 -- 13 7 7

~

Screen 6-4. Sample Daily Report

Thefr omandt o linestell you the time period reflected in the report: the period from the
time the last accounting report was generated until the time the current accounting report
was generated. It is followed by alog of system reboots, shutdowns, power fail recoveries,
and any other records dumped into / var / adm wt np by the acct wt np program. [See

acct (1M ]

The second part of the report is a breakdown of line utilization. The TOTAL DURATI ON
tells how long the system was in multi-user state (accessible through the terminal lines).

The columns are:

LINE: the terminal line or access port.

MINUTES: the total number of minutes that line was in use during the
accounting period.

PERCENT: the total number of M NUTES the linewasin use, divided into the
TOTAL DURATI ON.

# SESS: the number of times this port was accessed for al ogi n session.



# ON:

# OFF:

Collecting Data on System Use

This column does not have much meaning anymore. It used to list
the number of times a port was used to log a user on, but because
| ogi n can no longer be executed explicitly to log in a new user,
this column should be identical with SEss.

This column reflects not just the number of times a user logs off
but aso any interrupts that occur on that line. Generally, interrupts
occur on a port thefirsttime t t ynon isinvoked after the system
has been brought to multi-user state. This column is significant
when the # OFF exceeds the # ON by alarge factor. This usually
means the multiplexer, modem, or cable is going bad, or thereisa
bad connection somewhere. The most common cause of thisis an
unconnected cable dangling from the multiplexer.

During real time, you should monitor / var / adm wt np because it is the file on which
the connect accounting is based. If thewt np file grows rapidly, executeacct con -1 file
< var/fadm/wtmp to see which tty line is the noisiest. If the interrupting is occurring at a
furious rate, genera system performance will be affected.

Daily Usage Report

The daily usage report gives a breakdown of system resource utilization by user.
Screen 6-5 shows a sample of thistype of report.

DI SK  FEE
SAMPLES

0 TOTAL 5
0

0 root 2
0

3 sys 0
0

4 adm 0
0

5 uucp O
0

999 rly 3
0

7987 jan 0

\_

G 27 09:53 1992 DAILY USAGE REPCRT FOR sfxbs Page 1

LOGI N CPU (M NS)

UD NAME PRIME NPRIME PRIME NPRIME PRIME NPRIME BLOCKS PROCS SESS

12 6 16 131 51 0 1114 13 0
8 1 11 0 0 0 519 0 0
1 0 1 0 0 0 45 0 0
2 0 1 0 0 0 213 0 0
0 0 0 0 0 0 53 0 0
1 5 2 111 37 0 269 1 0
0 0 1 20 14 0 15 6 0

~

KCORE-M NS CONNECT (M NS) DI SK # OF # OF #

Screen 6-5. Sample Daily Usage Report

The data provided includes the following:

UID:

LOGIN NAME:

The user ID.

The login name of the user. This information is useful
because it identifies a user who has multiple login names.
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CPU (MINS):

KCORE-MINS:

CONNECT and (MINS):

DISK BLOCKS:

# OF PROCS:

# OF SESS:

#DISK SAMPLES:

FEE:

Daily Command Summary
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The amount of time a user's process used the central
processing unit. This category is divided into PRI ME and
NPRI ME (non-prime) utilization. The accounting system's
idea of this division is located in the / et c/ acct/
hol i days file.

A cumulative measure of the amount of memory a process
uses while running. The amount shown reflects kilobyte
segments of memory used per minute. This measurement
is also divided into PRI ME and NPRI ME amounts.

The amount of “real time” used. What this column really
identifies is the amount of time a user was logged in to the
system. If the amount of time is high and the number
showninthecolumn# OF PROCSislow, you can safely
conclude the owner of the relevant login is a“line hog”:
someone who logsin first thing in the morning and hardly
touches the terminal the rest of the day. Watch out for this
kind of user. This column is also divided into PRI ME and
NPRI ME utilization.

When the disk accounting programs have been run, the
output is merged into the total accounting record
(dayt acct) and shows up in this column. This disk
accounting is accomplished by the program acct dusg.
For accounting purposes, a“block” is 512 bytes.

This column reflects the number of processes that were
invoked by the user. Thisis agood column to watch for
large numbers indicating a user may have a shell
procedure that has run out of control.

The number of times a user logged on to the system is
shown in this column.

This shows how many times disk accounting was run to
obtain the average number of DI SK BLOCKS listed
earlier.

An often unused field in the total accounting record, the
FEE field represents the total accumulation of widgets
charged against the user by the char gef ee shell
procedure. [See acct sh( 1M .] The char gef ee
procedureis used to levy charges against a user for special
services, such asfile restores.

The daily command summary report shows the system resource utilization by command.
With this report, you can identify the most heavily used commands and, based on how
those commands use system resources, gain insight on how best to tune the system. The
daily command and monthly reports are virtually the same except that the daily command
summary reports only on the current accounting period while the monthly total command
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summary tells the story for the start of the fiscal period to the current date. In other words,
the monthly report reflects the data accumulated since the last invocation of monacct .

Thesereports are sorted by TOTAL KCOREM N, which is an arbitrary yardstick but often
agood onefor calculating “drain” on a system. Screen 6-6 shows asample daily command
summary.

~

Gﬂ 27 09:52 1992 DALY COWAND SUMMARY Page 1

TOTAL COMVAND SUMVARY
COMVAND NUMBER TOTAL TOTAL TOTAL MEAN  MEAN HOG CHARS BLOCKS
NAME CMDS KCOREM N CPU-M N REAL-M N SI ZE-K CPU-M N FACTOR TRNSFD  READ
TOTALS 1114 2.44 16. 69 136. 33 0.15 0.01 0.12 4541666 1926
sh 227 1.01 2.45 54. 99 0.41 0.01 0. 04 111025 173
fri 10 0.50 2.06 9.98 0.24 0.21 0.21 182873 223
Vi 12 0.35 0.62 44. 23 0.55 0. 05 0.01 151448 60
sed 143 0.09 0. 82 1.48 0.10 0.01 0. 55 14505 35
sadc 13 0.08 0.19 1.45 0. 44 0.01 0.13 829088 19
nore 3 0. 04 0. 07 2.17 0.59 0. 02 0.03 30560 1
cut 14 0.03 0. 09 0.28 0.37 0.01 0.33 154 13
uudenon. 76 0.03 0. 66 2.30 0.05 0.01 0.29 43661 13
uuxqt 29 0.03 0. 30 0.72 0.08 0.01 0.42 80765 35
nai | 4 0.02 0. 06 0.09 0.37 0.01 0. 60 4540 9
ckstr 21 0. 02 0.11 0.13 0.17 0.01 0.85 0 4
awk 13 0. 02 0.12 0.21 0.15 0.01 0. 54 444 2
ps 2 0. 02 0.10 0.13 0.17 0. 05 0.77 8060 21
find 9 0.02 3.35 5.73 0.00 0. 37 0.58 355269 760
sar 1 0.01 0.19 0.24 0.08 0.19 0. 80 564224 4
acct di sk 2 0.01 0.01 0. 06 1.02 0.01 0. 22 0 9
nv 24 0.01 0.14 0.17 0.10 0.01 0.81 3024 36

N /

Screen 6-6. Sample Daily Command Summary

The data provided includes the following:

COMMAND NAME The name of the command. Unfortunately, all shell procedures are
lumped together under the name sh because only object modules
are reported by the process accounting system. It's a good idea to
monitor the frequency with which you see program names such as
a. out, cor e, or any other namethat does not seem quite right.
By doing so, you may be able to spot programs written for private
use (such as someone's favorite version of online backgammon)
hidden behind innocuous names. acct comisaso agood tool for
determining who executed a suspiciously named command and
whether it was executed with the uiD or GID set tor oot .

PRIME NUMBER CMDS
The total number of invocations of this particular command
during prime time.

NON-PRIME NUMBER CMDS
The total number of invocations of this particular command
during non-prime time.
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TOTAL KCOREMIN The total cumulative measurement of the amount of kilobyte

segments of memory used by a process per minute of run time.

PRIME TOTAL CPU-MIN

The total processing time this program has accumulated during
primetime.

NON-PRIME TOTAL CPU-MIN

The total processing time this program has accumulated during
non-prime time.

PRIME TOTAL REAL-MIN

Total real-time (wall-clock) minutes this program has
accumul ated.

NON-PRIME TOTAL REAL-MIN

MEAN SIZE-K

MEAN CPU-MIN

HOG FACTOR

CHARS TRNSFD

BLOCKS READ

Total Command Summary
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Total real-time (wall-clock) minutes this program has
accumul ated.

The mean of the TOTAL KCOREM N over the number of
invocations reflected by NUMBER CMDS.

The mean derived between the NUVMBER CNVDS and TOTAL CPU-
M N.

Theratio of system availability to system utilization, shown by the
total cpu time divided by the elapsed time. This gives arelative
measure of the total available cpu time consumed by the process
during its execution.

The total count of characterstransferred by theread andwr i t e
system calls. (Because of overflow, this number may be negative.)

The total count of the physical block reads and writes performed
by aprocess.

The monthly command summeary is similar to the daily command summary. The only
difference is that the monthly command summary shows totals accumulated since the last
invocation of monacct . Screen 6-7 shows a sample report.
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(/”7 TOTAL COMVAND SUMVARY ‘ﬂ\\\

COMMAND NUMBER TOTAL TOTAL TOTAL MEAN  MEAN HOG CHARS

BLOCKS

NAME CVMDS KCOREM N CPUM N REAL-M N Sl ZE- K CPUM N FACTOR TRNSFD

READ

TOTALS 301314 300607. 70 4301.59 703979.81 69.88 0.01 0. 01 6967631360

10596385

troff 480 58171.37 616.15 1551.26 94.41 1.28 0. 40 650669248
194926

rnews 5143 29845.12 312.20 1196.93 95.59 0.06 0.26 1722128384
2375741

uuci co 2710 16625.01 212.95 52619.21 78.07 0.08 0. 00 228750872
475343

nrof f 1613 15463.20 206.54 986.06 74.87 0.13 0.21 377563304
277957

Vi 3040 14641.63 157.77 14700.13 92.80 0.05 0.01 116621132
206025

expire 14 13424.81 104.90 265.67 127.98 7.49 0.39 76292096
145456

conp 3483 12140. 64 60. 22 423.54 201.62 0.02 0.14 9584838
372601

ad_d 71 10179. 20 50. 02 1158. 31 203.52 0.70 0. 04 11385054
19489

as 2312 9221. 59 44. 40 285.52 207.68 0.02 0.16 35988945
221113

gone 474 8723.46 219.93 12099.01 39.67 O0.46 0.02 10657346
19397

i10 299 8372. 60 44. 45 454.21 188.34 0.15 0.10 60169932
78664

find 760 8310.97 196.91 728.39 42.21 0.26 0.27 58966910
710074

Id 2288 8232. 84 61.19 425.57 134.55 0.03 0.14 228701168
279530

fgrep 832 7585. 34 62. 62 199.11 121.14 0.08 0.31 22119268
37196

sh 56314 7538.40 337.60 291655.70 22.33 0.01 0. 00 93262128
612892

du 624 5049.58 126.32 217.59 39.97 0.20 0. 58 16096269
215297

I's 12690 4765. 60 75.71 541.53 62.95 0.01 0.14 65759473
207920

vnews 52 4235.71 28.11 959.74 150.70 0.54 0.03 28291679
28285

NS /

Screen 6-7. Sample Monthly Command Summary

Last Login Report

This report simply gives the date when a particular login was last used. You can use this
information to find unused logins and login directories that may be archived and del eted.
Screen 6-8 shows a sample report.
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Cb 13 04:40 1992 LAST LOGE N Page 1

00-00-00 **RJE** 88-01-01 jlIr 88-02-09 cec42 88-02-13 cec20

00-00-00 **rje** 88-01-13 crom 88-02-10 jgd 88-02-13 cec22
00-00- 00 3bnet 88-01-14 usg 88-02-10 wbr 88-02-13 cec23
00-00-00 adm 88-01-17 cecll 88-02-11 cec30 88-02-13 cec24

00-00-00 daenon 88-01-17 cec38 88-02-11 cec4l 88-02-13 cec25
00-00-00 notes 88-01-17 cec40 88-02-11 cec43 88-02-13 cec26

00-00-00 oas 88-01-18 cec60 88-02-11 cec53 88-02-13 cec27
00-00- 00 pds 88-01-19 cec35 88-02-11 cec54 88-02-13 cec3
00-00-00 polaris 88-01-19 cec37 88-02-11 cec55 88-02-13 cec3l
00-00-00 rje 88-01-22 dnk 88-02-11 cec56  88-02-13 cec32
00-00-00 shger 88-01-26 ask 88-02-11 cec57 88-02-13 cecd
00-00-00 sys 88-01-26 cec39 88-02-11 cec58 88-02-13 cec6
00-00-00 trouble 88-01-27 sync 88-02-11 jwgy 88-02-13 cec7
00-00-00 usors 88-02-02 pkl 88-02-11 skt 88-02-13 cec8
00-00- 00 uucp 88-02-03 ibm 88-02-11 tfm 88-02-13 conmm p
00-00-00 wna 88-02-03 slk 88-02-12 cec21  88-02-13 djs
87-07-06 |Ip 88-02-04 cec59 88-02-12 cec28 88-02-13 epic
87-07-30 dgn 88-02-05 cec33 88-02-12 cec29 88-02-13 jab
87-08-19 blg 88-02-05 cec34 88-02-12 csp 88-02-13 jcs
87-12-08 ema 88-02-05 cec36 88-02-12 drc 88-02-13 mak
88-01-14 s 88-02-05 cec51 88-02-12 enmw 88-02-13 ndn
88-01-09 rib 88-02-05 dfh 88-02-12 je 88-02-13 m p
88-01-25 dnf 88-02-05 fsh 88-02-12 kab 88-02-13 nbh
88-01-25 enda 88-02-05 pkw 88-02-12 rap 88-02-13 rah

NS J

Screen 6-8. Sample Last Login

Looking at the pacct File with acctcom

6-20

At any given time, the contents of the/ var / adnf pacct ? files or any file with records
intheacct . h format may be examined using theacct comprogram. If you don't specify
any files and don't provide any standard input when you run this command, acct com
reads the pacct file. Each record read by acct comrepresents information about a dead
process (active processes may be examined by running theps command). The default out-
put of acct comprovides the following information: the name of the command
(prepended with a # sign if the command was executed with the UID or GID set to r oot ),
the user, the tty name (listed as? if unknown), the starting time, ending time, and real time
(in seconds), the cpu usage (in seconds), and the mean size (in K). The following informa-
tion can be obtained by using options: F (the f or k/ exec flag, 1 for f or k without
exec), STAT (the system exit status), HOG FACTOR, KCORE M N, CPU FACTOR,
CHARS TRNSFD, and BLOCKS READ.

The following options are available withacct com

-a Show some average statistics about the processes selected (printed
after the output records).

-b Read the file(s) backward, showing the latest commands first.
(Has no effect if reading standard input.)



-1 line
- U user

- g group

-s time

-etime

-Stime

-Etime

- n pattern

-q

- 0 ofile

- Hfactor

-Osec

-Csc

-1 chars

Collecting Data on System Use

Print thef or k/ exec flag and system exit status columns.

Instead of mean memory size, show the hog factor, which is the
fraction of total available cpu time consumed by the process
during its execution. Hog factor = total_CPU_time/elapsed time.

Print columns containing the 1/0 countsin the output.
Show total kcore-minutes instead of memory size.

Show mean core size (shown by default unless superseded by
another option).

Show cpu factor: user_time/(system time+ user_time).
Show separate system and user CPU times.

Exclude column headings from the output.

Show only processes belonging to thetermina / dev/ line.
Show only processes belonging to user.

Show only processes belonging to group.

Show processes existing at or after time, given in the format
hr[:min[:sec]].

Show processes existing at or before time, given in the format
hr[:min[:sec]].

Show processes starting at or after time, given in the format
hr[:min[:sec]].

Show processes starting at or before time, given in the format
hr[:min[:sec]]. Using the same time for both - S and - E shows
processes that existed at the time.

Show only commands matching pattern (aregular expression asin
ed except that “+” means one or more occurrences).

Don't print output records; just print averages (akinto- a).

Instead of printing the records, copy them in acct . h format to
ofile.

Show only processes that exceed factor, where factor is the hog
factor explained above in the description of the - h option.

Show only processes with CpPu system time exceeding sec
seconds.

Show only processes with total cpu time (system plus user)
exceeding sec seconds.

Show only processes transferring more characters than the cut-off
number specified by chars.
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Accounting Files
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The/ var / admdirectory structure contains the active data collection files and is owned
by the admlogin (currently user ID of 4).

Figure 6-1. Directory Structure of the admLogin

The following files are found in the/ var / admdirectory:
dtmp output from theacct dusg program

fee output from the char gef ee program in the format of Ascil
tacct records

pacct active process accounting file

pacct? process accounting files switched viat ur nacct

Spacct?.MMDD process accounting files for MMDD during execution of
runacct

The/ var/ adm acct directory containsthe ni te, sum and fi scal directories,
which contain actual data collection files. The ni t e directory contains files reused daily
by ther unacct procedure. A brief summary of thefilesin the/ var/ adm acct/nite
directory follows:

active used by r unacct to record progress and print warning and error
messages; act i veMMDD same as act i ve after r unacct
detects an error

cms AsClI total command summary used by prdai | y

ctacct. MMDD connect accounting recordsin t acct . h format



ctmp

daycms
daytacct

disktacct

fd2log

lastdate
lock lock1
lineuse
log
logMMDD
owtmp

reboots

statefile
tmpwtmp
wtmperror
wtmperrorMMDD

wtmp.MMDD

Collecting Data on System Use

Output of the acct conl program: connect session records in
ct mp. h format

Ascll daily command summary used by prdai | y
total accounting recordsfor oneday int acct . h format

disk accounting records in tacct.h format, created by the
dodi sk procedure

diagnostic output during execution of r unacct ; see “ Setting Up
Accounting” at the beginning of this chapter

last day r unacct executed (indat e +%¥@ format)
used to control serial use of r unacct

tty line usage report used by pr dai | y

diagnostic output from acct con

sameas| og after r unacct detects an error

previous day'swt np file

contains beginning and ending dates (taken from wt np) and a
listing of reboots

used to record current state during execution of r unacct
wt np file corrected by wt npf i x

place for wt npf i x error messages

sameasw nper r or after r unacct detectsan error

runacct' s copy of thewt np file

The sumdirectory contains the cumulative summary files updated by r unacct and used
by nmonacct . A brief summary of thefilesin the/ var/adm acct/ sumdirectory

follows:

cms

cmsprev

daycms

loginlog

rprtMMDD
tacct

tacctprev

total command summary file for current fiscal period in interna
summary format

command summary file without latest update

command summary file for the day's usage in internal summary
format

record of last date each user logged on; created by | ast | ogi n
and used in thepr dai | y program

saved output of pr dai | y program
cumulative total accounting file for current fiscal period

sameast acct without latest update
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tacct. MMDD total accounting file for MMDD

Thefi scal directory contains periodic summary files created by monacct . A brief
description of thefilesinthe/ var/ adm acct/fi scal directory follows:

cms? total command summary file for fiscal period? in internd
summary format

fiscrpt? report similar tor prt ? for fiscal period?

tacct? total accounting file for fiscal period?

Quick Reference Guide to Accounting

* Starting accounting:
/usr/lib/acct/startup
* Turning off accounting:
{usr/1ib/acct/shutacct
¢ Switching thepacct filetothe pacct ? file:
/usr/lib/acct/ckpacct
* Examining the contents of pacct :
acctcom
* Charging afee:
/usr/lib/acct/chargefee login nameamount
* Processing accounting filesinto adaily summary:
fusr/lib/acct/runacct 2 > /var/adniacct/nite/fd2l og
* Doing disk accounting:
{usr/1ib/acct/dodi sk
¢ Creating amonthly accounting report:
{usr/1ib/acct/ nmonacct
* Printingt acct . hfilesin Ascil format:

/usr/lib/acct/prtacct
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Installing Add-on Software

NOTE

The software configuration of your system should be altered when
the system is in single-user mode only. Privileged use of the
software management commands described in this chapter is
restricted to single-user mode to ensure that Mandatory Access
Control levels and privileges are assigned to installed files
properly. See Chapter 3, “Booting and System States” in System
Administration for a description of single-user mode. If your
system is being run in compliance with the security criteria
described in Chapter 11 “Introduction to Security”, adding privi-
leged software to the system will invalidate the system rating,
since this software essentially becomes part of the Trusted
Computing Base (TCB). See Chapter 12 “Installing Software on
an Enhanced Security System” for additional information.

Software management responsibilities include setting up your software installation
environment, installing software on your computer, keeping track of it whileit ison your
system, and removing it as necessary. In particular, you will need to do the following

tasks:

Create and use admin fileswhich defineva uesfor your installation default
parameters.

Store interactions with a package or set (using the pkgask command) in a
file to be used when installing software in non-interactive mode.

Install software packages or sets using the command pkgadd. It can be
used to execute both interactive and non-interactive installation.

Install software from aremote computer. An example shows how to use the
Remote File Sharing Utilities, which make remote filenames appear to be
local.

Use the pkgchk command to check the integrity of packages or sets after
they have been installed.

Display information about installed packages or sets using the pkgi nf o
command. Various types of information about packages or setsinstalled on
your system can be displayed.
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* Store packages without installing them. (You can spool a package onto
your computer for futureinstallation.)

* Remove packages or setswith the pkgr mcommand.

If the Operations, Administration and Maintenance (OA& M) package (a hon-graphical
menu interface) isinstalled on your system you can useit to complete many of these tasks.
See “ Installing Add-on Software through OA&M Menus” later in this chapter.

Basic Software Management Terminology and Concepts

To install software packages or sets properly you need to understand the basic terms
defined below. This section also describes the installation software database and the
differences between interactive and non-interactive install ation, and explains how to name
packages or sets on the command line.

A “software package” isa separately installable software component that provides one or
more capabilities or services to users. The package may contain compiled programs, files,
and installation scripts.

A “set” isa special purpose package, referred to as a Set Installation Package (SIP), and a
collection of one or more packages that are members of the set. The SIP controls the
installation of the set.

Both packages and sets are delivered on an “installation medium.” An installation medium
isany physical storage device, such as adiskette or tape, on which packages can be stored.

Packages are delivered on a medium in a “ datastream format.” (The datastream format
consists of aheader and aseries of cpi o archives and it can be read from any raw device.)
pkgadd automatically determines the format of the medium when it reads the first
volume. The format of a package can be translated (either from file system to datastream
or vice-versa) by running the pkgt r ans command. [See pkgt r ans( 1) online manua
page and Compilation Systems Manual for details.]

Software packages or sets can be installed from a directory. Thisis quite useful in remote
file sharing environments where a directory containing packages or setsis advertised from
aserver computer to alarge network.

You can also “spool” a package for later installation. Spooling causes the contents of the
package to be copied from the installation medium to a spool directory. No other
installation action is taken. (For example, the installation scripts are not executed.)

You cannot spool a set directly. Rather, you should use pkgi nf o to determine which
packages are members of the set, and then spool the package(s).

Setting Security Levels for Software
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When installing software, you should assign program files a security level that is readable
to all users who will be using the software. Unless otherwise specified by the package,
pkgadd instalsfiles at alevel of USER_PUBLI Con sf s-typefile systems.
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The appropriate security level for software depends on which users need access to the
files. For example, if the program needs to be accessible to all users, the executablefile
should be set to USER_PUBLI C. Executablefilesintended for more limited use should be
protected by an appropriate security level. Any data files used by the software should be
set to alevel appropriate to the datathey contain.

CAUTION

You should not install software at the SYS_PUBLI C or
SYS_ PRI VATE levels unless that software has been certified as
trusted. These levels are intended for trusted software only.
Installing any other software at these levels will undermine the
security of your system and invalidate your system's B2 rating.

See the “ Mandatory Access Control” section of Chapter 17, “Administering Mandatory
Access Control and Multilevel Directories’ for details about security levels.

If the software you are installing will be used by users at multiple security levels, and if it
makes use of public directories to which all users need write access, these directories
should be Multilevel Directories (MLDs). For details, see the “ Multilevel Directories’
section of Chapter 15, “Administering Mandatory Access Control and Multilevel
Directories’ in this book.

Package Instances

Variations of a software package may reside on your system simultaneously. Each
variation of apackage is known as an “instance” and is treated as a separate entity. Three
parameters, defined by the package devel oper, combine to uniquely identify each entity.
You cannot install on the same system two instances of a package that have identical
values for all three parameters. These parameters are:

PKG The package abbreviation (remains constant for every instance of
apackage)

VERSI ON the software package version

ARCH the software package architecture

For example, two versions of a package that run on the same system might be identified
as:

PKG=" abbr ” PKG=" abbr *
VERS| ON=“2. 1 p9” VERSI ON=“2. 1 p12”
ARCH=" (nh6000) *  ARCH=* ( nh6000) *

Each package instance has a “ package identifier.” This D maps the three identifying
parameters to one name, the name of this package instance on your system.To look up the
package identifier of a package instance, run

pkgi nf o

See “ Showing Information About Installed Packages or Sets’ for details.
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The first instance of a package installed on a system isidentified by the package
abbreviation. If there are subsequent installations, pkgadd assigns a numerical suffix to
the package abbreviation, beginning with . 2. For example mypkg. 2, is the package
identifier for the second installed version of mypkg.

An instance is given the lowest extension available and so may not reflect the order of
installation. For example, if mypkg. 2 was deleted after nypkg. 3 wasinstaled, the next
instance would be named my pkg. 2.

When asked for pkgingt in any procedurein this chapter, use the package identifier or SIP
(for aset). Remember that when you have only one instance of a package on a system, the
package identifier is the package abbreviation.

To execute asingle command for all instances of a package, specify the abbreviation of the
desired package, followed by an asterisk (*). If you use the asterisk in your command line,
enclose the command line in single quotes or insert abackdash (\) before the asterisk. For

example, if you want to display information about al instances of packagenypkg, run the
pkgi nf o command asfollows:

pkgi nf o nmypkg. \*

If you want to display information about only one instance of this package, specify the
specific package identifier, as, for example:

pkgi nf o nypkg. 3

Relocatable Packages
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Some packages, or parts of a package (files), must be installed in a particular directory.
Other packages have no requirement for where the package should be installed. The
package devel oper can specify that files are relocatable (that is, that they may be placed in
arbitrary locations).

The directory portion of arelocatable object pathname isfilled in as the package is
installed. There are four places from which the directory value can originate:

* The package itself may ask where you want to install relocatable objects.

* pkgadd asks you where you want to install a relocatable package if no
default is set in the admin file and you are in interactive mode.

* The admin file can assign a value to an installation default parameter that
defines the directory where relocatable packages should be installed. If set,
the value of this parameter is used as the directory portion of the name.

* The package also delivers a directory name where relocatable objects
should beinstalled if there is a question as to where they should be placed
(for example, if you have no default defined in the admin file and are
operating in non-interactive mode).

At installation, all relocatable objects are given full pathnames, and any variable value
associated with them is resolved.
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The Installation Software Database

Theinstallation software database stores information about all packages and setsinstalled
on the system. Entries for every component of a package or set contain a record of the
package to which the component belongs, the component name, whereit resides, itstype,
and alist of other packages that might reference the component. The database al so keeps
“attribute information” (such as the component's access permissions, owner 1D, and group
ID) and content information (such as the file size and the time of last modification).

The system uses this database to see if an object is shared by more than one package, to
see if other packages depend on it, or to perform a number of other checks when adding or
removing a package or set. When a package or set isinstalled or removed with pkgadd or
pkgr m information about it isautomatically added to, or removed, from this database.

The installation software database keeps track of the status of packages. A package can be
either fully installed, meaning it has successfully completed installation, or partially
installed, meaning it has not successfully completed installation. In the latter case, you can
remove the portions that were installed, based on the information stored in the installation
software database.

You can use the pkgi nf o command to survey the contents of the installation software
database. The commands i nst al | f andr enpvef can be used to modify its contents.
See the respective online manual pages for more details about these two commands.

Methods of Installation

You can install software packages or setsin either of two modes: “interactive” or “non-
interactive.” In interactive mode, pkgadd queries you during installation and receives
input on how to proceed. In non-interactive mode, you give pkgadd the information it
needs by supplying two files: an admin file and a response file (discussed in later sec-
tions). You can also spool apackage for later installation.

If pkgadd encounters a problem and cannot find instructionsin the admin file or response
file, it terminates the installation.

Preparing for Installation

Itisnot necessary to create a new admin file for every package installation. Thedef aul t

admin file is provided with the operating system. The def aul t file prevents prompting
for input during installation by setting appropriate defaults. The def aul t admin file
should always be used for set installation or removal. See “ Setting Installation Defaults”

for detailed information on default parameters.

A generic admin file named check is also delivered with your operating system. All the
defaults defined in thisfile request that you be queried if a problem occurs.

You can create other admin files, if you want other default sets for different installation
situations.
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NOTE

Do not make changes to the system-supplied admin files
defaul t or check. If you want to define different parameter
values, create anew admin file. [Seeadmi n(4) for details]

When you invoke the pkgadd command, it automatically uses the system supplied file,
def aul t . If you want to usethecheck adminfile, or one of your own, specify the name
of the file after the - a option.

For further details see the following sections, in this chapter:

* “Setting Installation Defaults” (instructions for creating an admin file)

* “Soring Interactions with a Package or Set” (instructions for creating a
responsefile).

Interactive Installation

You can install a package in the interactive mode. This choice takes full advantage of the
sophistication of the pkgadd command. You simply specify - a check with the pgadd
command, and if problems occur during installation, you will be notified so you can
instruct pkgadd how to proceed.

If pkgadd findsapotential problem, it needsinstructions on how to proceed. You can cre-
ate alist of default solutions in an admin file and specify that file on the command line.
[Seeadmi n(4) for adescription of admin files.]

Interactive Installation Checklist

When installing a package in interactive mode, you should:

1. Decide how your installation defaults should be defined for this
installation. Choose an admin file that establishes these defaults or, create a
new admin file by using an editor. (This is not applicable for sets since the
def aul t fileisused.)

2. Install the package by running the pkgadd command.

Non-Interactive Installation
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You can install apackage or set in non-interactive mode. For some types of installation —
such as those done in background or by batch execution — interactive mode cannot be
used; non-interactive mode is mandatory.

When you do run pkgadd non-interactively (with the - n option) you must specify a
response file. A response file contains a list of answers to problems not addressed by the
instructions in the admin file. When pkgadd encounters problems during a non-
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interactive installation it checks both the adminfile (for default solutions) and the response
file (for system specific solutions). Before installing a package non-interactively, you need
to determine whether either or both types of files are needed.

The advantage of non-interactive modeisthat a package can be installed with no need for
your intervention. As a result, the installation may be done more quickly than an
interactive installation. The drawback is that you cannot supply instructions if
unanticipated problems arise.

For sets, all interaction is accomplished immediately after the pkgadd command is
executed, so you do not have to provide input later in the process.

Non-interactive Installation Checklist

When installing a package in non-interactive mode, you should:

1. Decide how installation defaults should be defined for this installation.
Choose an admin file that establishes these defaults or, create anew admin
file. This step is important in a non-interactive installation because the
system will not be able to question you if problems arise.

2. Determine whether you need to create a response file. Some packages
include scripts that ask for input during installation. If you are installing
such a package or set, you will have to store answers to the script's
guestions in aresponse file. To create aresponse file run the pkgask
command.

NOTE

To find out if a package is interactive, and thus needs a response
file for non-i nteracti ve installation, run the pkgask
command. It will either begin creating aresponse file or inform
you that aresponsefileis not needed.

Install the package by running the pkgadd command. Include the - n option to
reguest non-interactive mode, the - r option to specify aresponse file, and the - a
option to specify an admin file. If you are using an admin file other than def aul t,
you may also want to use the - q option to suppress the display of non-essential
information, and the - | option to create alog file which holds messages for later
review.

Spooling a Package

Spooling copies a software package from the installation medium (without installing it) to
adirectory on your system, for later installation.

You cannot spool a set directly. Rather, you should use pkgi nf o to determine which
packages are members of the set, and then spool the package(s).
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Spooling Checklist

When spooling a package instead of installing it, you should:
1. Runthe pkgadd command with the - s option.

2. When you are ready to install the spooled package, follow one of the
checklists above and name the spool directory as theinstallation medium.

Setting Installation Defaults

The commandsto install and remove packages and sets, pkgadd and pkgr mrespectively,
check for errors during their execution. When a problem occurs, they refer to an installa-
tion administration file for instructions on how to proceed. This“admin” file defines val-
ues for parameters, each of which supplies aresolution for apotential problem.

The default admin file, def aul t , specifies that no checking will be done, except to seeif
there is enough room to install the package. (def aul t causes the installation to proceed
without prompting.) You can name an alternative admin file by using the- a admin option,
where admin is the name of the alternative admin file. For package installation, for
example, you may choose to install interactively by specifying the check admin file as
the argument to - a. (check causes a prompt to appear whenever a problem or conflict
occurs.) For set ingtallation, the def aul t admin file should always be used. Bothcheck
and def aul t arelocated in/ var/ sadni i nstal | / admi n.

If you want to assign different values for your installation default parameters, you can
create your own admin file(s).

NOTE
Do not make changes to the system-supplied admin files

defaul t or check. If you want to define different parameter
values, create anew admin file. [Seeadmi n(4) for details.]

Creating an Admin File
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Create an admin file with the editor of your choice.Y ou can use any name for anew admin
file. Define each parameter on asingle linein the following format:

param=value

A description of each parameter, along with alist of permissiblevalues, is shown in thelist
below. Any of these parameters may be assigned the value ask, which means that if the
situation occurs you will be asked to give ingructions at that time.

You do not have to assign values to every parameter. If pkgadd needs a parameter value
and oneisnot assigned in the admin file, the default value ask is used.



basedir

runl evel

conflict

setuid

action
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NOTE

The value ask cannot be defined in an admin file to be used for
non-interactive installation. If it is, installation will fail when a
problem occurs.

Indicates the base directory where relocatable packages will be
installed. The parameter may contain $PKGI NST to indicate a
base directory that isto be afunction of the package instance. For
example, if you make the assignment basedi r =/ opt/
$PKGI NST, all relocatable packages that use the basedi r
parameter will be placed under / opt in a directory having the
same name as the package instance.

Defines a space-separated list of users to whom mail will be sent
following installation of a package or set. If the list is empty, no
mail is sent. If the parameter is not present in the admin file, the
default value of r oot isused. (The valueask cannot be assigned
to this parameter.)

Indicates resolution if the computer run level (that is, system state)
is not correct for the installation or removal of a package or set.
Options are:

* nocheck: do not check for run level

* quit: abortingallation if run level is not met

Indicates resolution if installation will cause a previously installed
file to be overwritten, modified, or have its permissions changed,
thereby creating a possible conflict between packages. Options
are:

* nocheck: do not check for conflict; files in conflict
will be overwritten.

* quit: abort ingallation if conflict is detected.

* nochange: override installation of conflicting files;
they will not be installed.

Checks for executables that will have set-UID or set-GID bits
enabled after installation. Options are:

* nocheck: do not check for set-UID executabl es.

® quit: abort installation if set-UID processes are
detected.

* nochange: overide ingtalation of set-UID
processes, processes will be installed without set-UID
bits enabled.

Determines whether installation scripts provided by package

developers may contain a possible security impact (for example,
by enabling the set-UID or set-GID bits). Options are:
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parti al

i nstance

i depend

rdepend

space

* nocheck: ignore security impact of scripts.

* qui t: abort installation if scripts may have a negative
security impact.

Checksto seeif aversion of the package or set is aready partially
installed on the system. Options are:

* nocheck: do not check for a partidly instaled
package.

* quit: abortinstalation if apartialy installed package
exists.

Determines how to handle installation if a previousinstance of the
package (including a partially installed instance) is already
installed on the system. Options are:

* quit: exit without installing if an instance of the
package already exists (does not overwrite existing
packages).

* overwrite: overwrite an existing package if only
one instance exists. If there is more than one instance,
but only one has the same architecture, it overwrites
that instance. Otherwise, the administrator is prompted
with existing instances and asked which to overwrite.
(If installed in non-interactive mode, instal lation termi-
nates.)

* uni que: do not overwrite an existing instance of a
package. Instead, a new instance of the packageis
created. The new instance will be assigned the next
available package identifier.

Controls resolution during package or set installation if package
dependencies are not met. Options are:

* nocheck: do not check package dependencies.

* quit: abort installation if package dependencies are
not met.

Controls resolution during package removal if other packages
depend on the one to be removed. Options are:

* nocheck: do not check package dependencies.

* quit: abort removal if package dependencies are not
met.

Controls resolution if disk space requirements for the package or
set are not met. Options are:

* nocheck: do not check space requirements
(installation failsif it runs out of space).
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* quit: abort installation if space requirements are not
met.

The check adminfile (/ var/ sadni i nst al | / adm n/ check) definesmai | as root
and all other parameters as ask. The sample admin file shown below defines parameters
differently than check.

Gsedi r=def aul t \

runl evel =qui t
conflict=quit
set- Ul D=qui t
acti on=quit
partial =qui t

i nst ance=uni que
i depend=qui t
rdepend=qui t
space=qui t

N /

Screen 7-1. Sample admin File

Storing Interactions with a Package or Set

Before you install apackage or set in non-interactive mode, you must prepare answers for
the questions that a package installation script would ask you during the installation
process. The pkgask command executes the appropriate installation script, thus showing
you the questions and allowing you to respond to them. Your answers are stored in afile or
adirectory called a“responsefile”

You supply a name for the response file on the command line when you execute pkgadd
to install the package or set in non-interactive mode. The installation script will use the
response file to access the information when it is needed.

Creating a Response File

To create aresponse file, execute
pkgask -r responsepkginst

whereresponseisthe full pathname of thefile or directory in which your responses will be
saved and pkginst is the package identifier or SIP for the package or set to be installed.
When a SIP is specified as the pkgi nst, the response file must be a directory. If
pkgi nst specifies a SIP, request scripts are run for all packages that are members of the
set, and the resulting response files are placed in the directory specified in the - r option.
(Use pkgi nf o to find out the package identifier or SIP if you do not know it. See
“ Showing Information about Installed Packages and Sets” for details on pkgi nf 0.) If
responseis adirectory, afile named r esponse/ pkgi nst iscreated.
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NOTE

You must use a package identifier with a numerical suffix if
multiple versions reside on the installation medium. When thereis
only oneversion of a package on amedium, the package identifier
is the package abbreviation without a suffix.

The package identifier suffix definesthe packageinstance only on
that particular medium. A new suffix will be assigned when this
packageisinstalled on your system.Tofind out what instances are
available on amedium, run pkgi nf o - d device.

Installing Software Packages or Sets

Software package or set installation is the process of copying a software package from an
installation medium (such as a tape cartridge) onto your computer, performing any actions
requested by installation scripts, and recording package objects in the installation software
database. Installation can be performed in either interactive or non-interactive mode.

Installing a Package or Set in Interactive Mode
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The default installation mode is interactive. To interactively install a software package or
set, run the pkgadd command. For example, to install a package or SIP named pkgA
from atape device named ct apel, enter:

pkgadd -d ctapel pkgA

You can install multiple packages at one time by separating package names with white
space. The named packages must all be on one medium (one tape), or pkgadd will fail
with an error. A sample command for installing multiple packages at one time follows:

pkgadd -d ctapel pkgA pkgB pkgC

If you do not name the device on which the package resides, the command checks the

default spool directory (/ var / spool / pkg). If the packageis not there, installation fails.
The name given after the - d option must be afull pathname to a device or directory, or the
device dlias (as shown in the example).

NOTE

You must use a package identifier if multiple versions co-reside
on the installation medium. In most cases, there will be only one
instance of apackage on a medium and the package identifier will
be the package abbreviation without a suffix.
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Be aware that the suffix of a package identifier defines the
package instance on that particular medium. A new package
identifier will be assigned this package when it has been installed
on your system. (Run pkgi nf o -d deviceto find out which
instances are available on amedium.)

pkgadd is a sophisticated command that will interact with you if it has a question about
what it should do. For example, if you supply a device name, but not a package name or
SIP, it will show you alist of packages or sets on the device (or in the directory) specified
and ask you to choose one to install. In addition, it checks for anumber of potential
problems.

Interacting with pkgadd

When pkgadd encounters a problem, it first checks the adminfile for instructions. If you
have specified that the check admin file should be used, or if the instructions in any
admin file say to consult the administrator (meaning a parameter is defined as ask),
pkgadd gives you a message describing the problem and prompts you for areply. (if the
def aul t admin fileis used, no prompts will be displayed). The prompt isusualy Do
you want to continue with this installation. You should respond with yes, no, or
qui t . If you have given more than one package (such as pkgA, pkgB, and pkgCin the
example above) and you respond with no, the current installation is stopped but pkgadd
isinstructed to continue with installation of the other packages. If you enter qui t
pkgadd stopsinstallation of al packages.

See “ Setting Installation Defaults,” earlier in this chapter, for a description of the
potential problems for which pkgadd checks, and the default instructions you can define
for each problem.

Installing a Package or Set with an Alternative Admin File

Unless you specify differently, pkgadd uses the admin file def aul t . To inform
pkgadd that you want to use an aternative admin file, invoke it with the - a option. For
example, to install a package named my pkg using an admin file named myadmi n,
execute the following:

pkgadd -d ctapel -a nyadm n nypkg
Or, you may specify the check admin file, if you want more checking to be done:
pkgadd -a check pkgi nst

However, if you are installing a set, use the def aul t admin file. def aul t will be used
automatically, in the absence of the - a admin option. For example:

pkgadd -d ctapel sipnane
is equivalent to:

pkgadd -d ctapel -a default sipnane
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If you put your admin filein the / var/ sadm i nst al | / adm n directory. you need
only specify the filename as the argument to the - a option when executing pkgadd. You
can create admin files in other directories but if you do, - a admin must specify the full
pathname of thefile.

Installing a Package or Set in Non-interactive Mode

The installation procedure described thus far has been interactive. You can also install
packages or sets in non-interactive mode. In non-interactive mode you do not supply input
to the pkgadd command or monitor its output. To install a package or set in non-interac-
tive mode, use the - n option. For example, to install nypkg without interaction, enter:

pkgadd -d ctapel -n nypkg

You may also consider using the - g option to suppress the list of files being installed and
other non-essential information, and the- | option to log errorsfor later review.

Using a Response File When Installing a Package or Set
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In some instances, non-interactive installation of a package or set requires a response file.
Thisfile holds answers to questions for which the installation script would prompt you to
provide answers if you were installing the same package or set interactively. To create a
response file, run the pkgask command as described in “ Storing Interactions with a
Package or Set”, earlier in this chapter. After storing your response to the package or set
installation script, use your responsefile as input to the pkgadd command by executing a
command line such as the following:

pkgadd -d device -n -r responsepkginst

where device is the name of the device (or directory) on which the package or set currently
resides, - n requests non-interactive installation, response is the file or directory you
created with the pkgask command, and pkginst is the package identifier or SIP of the
package to be installed.

For example, to install mypkg in non-interactive mode, supplying a response file named
nyr esponse, enter:

pkgadd -d ctapel -n -r /pkgA/ nyresponse mypkg
As shown here, the full pathname of the responsefile must be provided.

If pkgi nst isapackageidentifier (not aSIP), and - r names a specific responsefile, you
can install only one package at atime. But, multiple packages can be installed with one
command. To accomplish this, use the - r option to specify the name of adirectory that
holds several response files corresponding to the packages you want to install. Each
response file must be given the same name as the package to which it corresponds. For
example, if you enter:

pkgadd -d device-n -r response dir pkgA pkgB pkgC
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pkgadd will use response _dir/pkgA, response_dir/pkgB, and response_dir/pkgC to
install pkgA, pkgB, and pkgC, respectively.

Troubleshooting Software Installation

The pkgadd command performs numerous checks as it installs a software package or set
and, in a sense, performs troubleshooting for you. You will know a problem has occurred
when:

* pkgadd displays a descriptive message. You should decide what actionsto
take based on the message. In most cases pkgadd will prompt you for
instructions and wait. If the -1 (log mode) option is specified no message
will be displayed, rather, alog file containing error information is created.

¢ Installation resultsin a partialy installed package. When this happens, you
should attempt to reinstall the package.

Table 7-1 describes some common installation errors and illustrates that, in most cases,
you will need to either answer a prompt, or attempt to reinstall the package or set to
Correct an error.

Determining the Status of a Package or Set

The status of a package or set will be either fully or partialy installed. A package or set is
considered fully installed, and is noted as such in the installation software database, when
the system is notified that all actions needed to install the package or set have been
executed successfully. If necessary actions have not taken place, or have been incomplete
or unsuccessful, then the package is considered partialy installed and is noted as such in
the database.

The status field in the display created by executing pkgi nf o -1 pkgingt shows whether
the package or set was fully or partially installed.

Reinstalling a Package
Any time apackage or set installation results in partially installed software, you should
attempt to reinstall the package or set. If you know the reason it was only partially
installed, correct the problem first, and then reinstall.

NOTE

In some cases, you will have to remove a partially installed
package before reinstalling it. If so, you will be notified when you
execute pkgadd.
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Table 7-1. Common Installation Errors

Problem:  Accidental or purposeful termination of installation

Cause: Break key used, program terminated, system difficulties

Fix: Resultsin apartially installed package or set. Reinstall.

Problem: Ran out of space on system during installation

Cause: Inadequate space

Fix: Resultsin apartially installed package or set. Reinstall when spaceis
available.

Problem: Read error occurs during installation

Cause: Corrupt media, hardware problems

Fix: Attend to media or hardware problems. Attempt reinstallation.

Problem: Content verification error

Cause: Temporarily out of space, bad media, file changed by editing before
check made

Fix: Attempt reinstallation.

Problem: Incorrect tape

Cause: Installing tapes out of sequence or using a tape not part of the pack-
age or set being installed

Fix: Will receive message requesting that the correct tape be inserted. Fol-

low the instructions supplied by pkgadd.

Checking Installation Accuracy
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You may want to check the integrity of a package after it has been installed on your
system. To do this, run pkgchk with the - n option. This command determines whether an
object has been modified by software or other actions sinceits installation, but the - n
option indicates that volatile files should not be checked. The - n option should be used for
most post-installation checking. The command line for checking a package named pkgA

would look like this:

pkgchk -n pkgA
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NOTE

If pkgAisa SIP then the Set Installation Package itself will be
checked, but the packages which are members of the set will not
be checked. pkgchk checks packages, not sets of packages. If
you want to check the packages that comprise aset, runpkgi nf o
to determine the name of each package in the set, and then run
pkgchk for theindividual packages.

You can name more than one package on the command line by separating the package
names with spaces.

You can check specific pathnames, instead of all components of a package, by using the -
p option to name the paths you want to check. If pkgchk isnot given any name at all,
meaning no package names or pathnames, then it checks the entire contents of acomputer.
You can name more than one pathname as long as the names are separated by commas
(with no white space).

NOTE

Packages must be identified by their package identifier. All
instances of a package can be requested by adding .* to the
package abbreviation. If you usethe asterisk (*) in your command
line, enclose the command line in single quotes or insert a back-
dash (\) before the asterisk to prevent the shell from interpreting
the * character. The PKG NST field on the pkgi nf o display
shows the package identifier.

Defining the Type of Accuracy Check

pkgchk performs two kinds of checks. It checks file attributes (the permissions,
ownership, and security attributes of afile, and major/minor numbers for block or
character specia devices) and the file contents (the size, checksum, and modification date
of afile). By default, the command checks both the file attributes and the file contents.Y ou
can check only thefile attributes by using the - a option or only the file contents by using
the - ¢ option.

Checking Against the pkgmap File

The pkgchk command compares the file attributes and contents of the installed package
against the installation software database. The entries for a package may have been
changed since the time of installation. For example, another package may have changed a
package component. The database will reflect that change.

If you want to compare the current integrity of a packageto itsintegrity at the time it was
originally installed, usethe - mand - e options to specify the origina description files. For
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example, if pkgA is mounted or spooled in the /i nst al | directory, the following
command would be used.

pkgchk -m/install/pkgA pkgmap \

-e /install/pkgA pkgi nfo pkgA
(This command should be entered on one line. It is shown here on two lines for the
sake of legibility.)

Correcting Differences While Checking Accuracy

To correct file attributes when discrepancies are found, invoke pkgchk with the - f
option. For example

pkgchk -n -f mypkg

attempts to correct any differences between the package components and the installation
database or, if the - mand - e options have been used, between the components and the
original pkgmap and pkgi nf o files. Again, the - n option should be specified so that no
attempt is made to “correct” volatile files, which may have undergone legitimate changes
as aresult of system activity, and therefore should not be set back to their origina state.

Showing Information about Installed Packages or Sets

You can display information about installed packages or sets by using the pkgi nf o
command. It has anumber of options that allow you to customize both the format and the
contents of the display.

You can request any number of package instances if each name is separated by white
space. If pkgi nf o isinvoked with no packages named, it displaysinformation for all
completely installed packages on your system except for those whose category is“set” If
the pkgi nf o command is used with the- ¢ set option, then information will be displayed
about Set Installation Packages.

The Default pkginfo Display
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When pkgi nf o is executed without options, it displays the category, package instance,
and package name of all packages (but not SIPs) that have been completely installed on
your system. The display is organized by categories, as shown in the following example.
(Categories are defined by the package developer.)
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Cpkgi nfo \

system int Installation Wilities
system backup Backup/ Restore Wilities
application pkgA Package A

application pkgA. 2 Package A

application anpkg Anot her Package

Custom I nstal |l ed Packages:

acad yes Entire AutoCad package
$

N /

As shown in the last line of this example, the display for non-System V packages (for
example, XENIX® packages) is different. For these custom installed packages, the
abbreviated package name is shown, followed by the word yes (which indicates that the
packageisinstalled), and the full package name.

Displaying Set Installation Packages

You can use the pkgi nf o command with the - ¢ option, and specify the category as set
to display information about Set Installation Packages (SIPs).

Customizing the Format of the pkginfo Display

You can get apkgi nf o display in any of three formats: short, extracted, or long.

The short format is the default format shown previously. It shows only the category,
package abbreviation, and full package name. It presents one line of information per pack-
age.

The extracted format shows the package abbreviation, package name, package architecture
(if available), and package version (if available). Usethe - x option to request the extracted
format, as shown in the next example.

$ pkginfo -x Ip dfs

df s Distributed File SystemUWilities
nh6000 2.1

I'p Printer Support
nh6000 2.1

$

If pkgi nf o isinvoked to obtain information on set member packages located on tape
media, all options are allowed since the information is readily available on the tape.

Using the - | option produces a display in the long format showing all of the available
information about a package, as in the following example.
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/

$ pkginfo
PKG NST:
NAME:

I'p
I'p

Printer Support
system

nh6000

2.1

HCSC
1.0 4/30/94
Feb 18 1992 07:52
conpletely installed
nh6000 installed pathnanes
28 shared pat hnanes
6 linked files
41 directories
31 executables
11 setui d/setgid executabl es
2661 bl ocks used (approx)

Seethe pkgi nf o( 4) online manual page for complete details on these fields.

Customizing the Contents of the pkginfo Display
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You can use the following pkgi nf o options to specify packages to be included in the
display. Full details on these options are given on the pkgi nf o( 1) online manual page.

Select packages based on their category membership.

Request that only completely installed packages be
included in the display.

Request that only partially installed packages be included
in the display.

Request that all packages with a particular architecture be
included in the list.

Request that all packages with a particular version be
included in the list.

Request that all spooled packages on a particular device,
or in aparticular directory, beincluded in thelist.

NOTE

The-p and - i options cannot be used in conjunction with - d,
because - d implies “all packages spooled on this device” (or in
this directory). The- a, - | and - v options will not work for sets
whose member packages span over several tapes.
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Showing the Value of a Parameter

When you want to know the value of only one parameter of a package, run
pkgpar am -v pkginst param

where pkginst is the package identifier and param is the name of the parameter you want
displayed. parammust match the parameter definition; in most cases this means it should
be entered in all capital letters You can name multiple parameters when executing
pkgpar amaslong as they are separated by white space. The - v option requests the
verbose format, which shows the parameter name and itsvalue. The following example
displays the value of the NAME parameter.

$ pkgparam -v | p NAME
NAME=' Printer Support'
$

See pkgi nf o(4) online manual page for complete details on the parameters.

Storing Packages without Installing Them

When you store a package, you copy its components directly from an installation medium
to a spool directory, without invoking any installation actions, such as running installation
scripts or updating the installation software database.

Spooling a Package

To store packages without installing them, run the pkgadd command with the - s option.
For example, to copy a package named nypkg from tape drive ct apel to a spool
directory named / var/ t enp/ spool di r, run

pkgadd -d ctapel -s /var/tenp/spool dir nypkg

When you follow the - s option with the word spool , pkgadd copies the package into
the default spool directory (/ var / spool / pkg).
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NOTE

You must use a package identifier with a numerical suffix if
multiple versions reside on the installation medium. When thereis
only oneversion of a package on amedium, the package identifier
is the package abbreviation without a suffix.

The package identifier suffix definesthe packageinstance only on
that particular medium. A new suffix will be assigned when this
packageisinstalled on your system.Tofind out what instances are
available on amedium, run

pkginfo - d device

You cannot spool a set directly. Rather, you should use pkgi nf o to determine which
packages are members of the set, verify that you have sufficient disk spaceto spool to, and
then spool the package(s).

Checking the Accuracy of a Spooled Package

You can use this command to check the accuracy of a spooled package instead of an
installed package by using the - d option and naming the directory into which the package
was spooled (or the device onto which it was spooled). The pkgchk command will look
in thisdirectory (or on this device) and perform its check. For example,

pkgchk -d spooldir pkgA

looks in the spool directory spool di r and checks the accuracy of a package named
pkgA.

The checks made for a spooled package are limited because not all information can be
audited until a package isinstalled.

If pkgAisaSIP then the Set Installation Package itself will be checked, but the packages
which are members of the set will not be checked. pkgchk checks packages, not sets of
packages. If you want to check the packages that comprise a set, run pkgi nf o to
determine the name of each package in the set, and then run pkgchk for the individual
packages.

Showing Information about Spooled Packages
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You can request that all spooled packages on a particular device, or in a particular
directory, be included in the pkgi nf o list by using the - d option. For example, to show
information in the extracted format for all the packages in the spool directory / opt /
spool dir, run:

pkginfo -d /opt/spooldir -x
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Removing a Spooled Package

The - s option of the pkgr mcommand removes a package from the spool directory. For
example, to remove pkgA from the spool directory / opt / spool di r, run

pkgrm -s /opt/spool dir pkgA

If you name only the spool directory (but no packages) all spooled packages will be
removed from the named directory.

Removing Packages or Sets

The pkgr mcommand removes both fully and partially installed packages or setsfrom the
system. It attempts to return the system to the same state in which it was running before
the package or set wasinstalled.

To remove a software package or SIP named ny pkg from your system, enter

pkgr m nypkg

If aSIPis specified, all packages which are members of the set, and the SIP itself, are
removed in reverse order from which they were installed.

You can remove multiple packages (which are not members of a set) with one command
by separating package names with white space, as follows:

pkgr m pkgA. 3 mypkgB nypkgC. 2

NOTE

Packages must be identified by their package instance, while sets
must be identified by their SIP. All instances of a package can be
requested by adding an asterisk (*) to the end of the package
abbreviation. If you use the asterisk (*) in your command line,
enclose the command line in single quotes or insert a backsash (\)
before the asterisk to prevent the shell from interpreting the *
character. The PKA NST field on the pkgi nf o display shows the
package identifier.

To remove apackage in non-interactive mode, use the - n option. If the package cannot be
removed in this mode (because some interaction is required) pkgr mexits and removal
fails.
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Removing a Package or Set with an Alternative Admin File

Two of the parameters set in the admin file affect package or set removal. They are
runl evel (which givesinstructions for what to do when the run level is not met) and
r depend (which defines whether or not to check for other packages with dependencies
on this package). You can have alternative admin files to assign different values to these
two parameters.

pkgr muses the admin file def aul t unlessyou use the - a option to inform pkgr mthat
you want to use an aternative admin file. For example, to remove a package or set named
ny pkg using an admin file named myadmi n, execute the following:

pkgrm -a nyadni n nypkg

If you are removing an individual package you may specify the check admin file with a
- a option.

pkgrm -a check pkgi nst

If you are removing a set you must use the def aul t admin file. This happens
automatically unless you specify an alternate admin file using the - a option. Thus, the
proper way to remove aset is:

pkgr m si pnane
which is equivalent to:

pkgrm -a default sipnane

NOTE

If aSIP is specified, all packages which are members of the set,
and the SIP itself, are removed in reverse order from which they
were installed.

Unless you specify afull pathname after the - a, pkgr mlooks for the admin file in the
/var/sadni i nstal | /adm n directory.

Installing a Patch
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Patches are distributed as packages. Each patch package provides object replacements for
only one previously distributed package. The patch package is hamed according to the
original package (the one being patched) followed by a patch revision number. For
example, a patch package that replaces objects originally contained in the base package
may be named base- 001.
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Installing Add-on Software through OA&M Menus

Tare he system administration menus are only available if the Operations, Administration
and Maintenance (OA& M) package is installed on your system. To access the menu for
installing and removing software, type sysadm sof t war e. The following menu will
appear on your screen:

\

I/ Software Installation and I nformation Managenent

check - Checks Accuracy of Installation
defaults - Sets Installation Defaults

install - Installs Software Packages

interact - Stores Interactions with Package
list - Displays Information about Packages
read_in - Stores Packages Wthout Installing
renove - Renoves Packages

N /

Screen 7-2. Menu for Software Installation and Information Management

The following table shows how the tasks listed on the software menu correspond to the
shell commands discussed throughout this chapter.

Task to Be Performed sysadmTask Shell Command
Set installation defaults defaul ts vi (1) adnin(4)
Storeinteraction with packages i nt er act pkgask(1M
or sets
Install software package or set instal | pkgadd(1M
Check accuracy of installation check pkgchk(1M
Show installed packages or sets | i st pkgi nfo(1)
Store packagesor sets(notinstall read_i n pkgadd(1M
them)
Remove packages or sets remove pkgr m( 1M

Details about the format of admin files are available in the online manual pages. For
details about vi , and other commands refer to the online manual pages.

Quick Reference to Software Management

® Setting installation defaults:

Installation defaults are defined in an admin file. This file can be created
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with any editor and should contain alist of parameter definitions in the for-
mat of param=value.

You can create thisfile in any directory; however, pkgadd normally looks
inthe /var/sadniinstall/adni n directory for admin files. If you
put your admin file in this directory, you only need to supply the filename
after the - a option when executing pkgadd. If you create your filein a
different directory, you must supply the full pathname after the - a. The
parametersthat can be set in thisfile, along with their description and pos-
sible values, are shown below.

- basedi r (packagerelocation information) directory name or $PKG
or $PKGA NST or ask

- mail (who should receive mail after installation) space-separated
list of user IDs, defined as null (no mail sent), or not defined (mail is
sent to root)

- runl evel (run level dependencies not met) options: nocheck,
quit, ask

- conflict (name conflict because afile or directory with the same
name already exists) options: nocheck, qui t , nochange, ask

- setuid (check for set-UID or set-GID execution) options:
nocheck, qui t , nochange, ask

- action (check security impact of package scripts) options:
nocheck, quit, ask

- partial (partially instaled version exists) options: nocheck,
quit, ask

- instance (instance already exists) options. qui t, overwite,
uni que, ask

- idepend (package dependencies not met at installation time)
options: nocheck, quit, ask

- rdepend (package dependencies not met at removal time) options:
nocheck, quit, ask

- space (disk space requirements not met) options. nocheck,
quit, ask

* Storing interactions with a package or set:
pkgask -d device -r responsepkginst

where device is the device on which the package is stored, responseis the
name of the file or directory in which your answers to questions from a
package installation script will be written, and pkginst is the package identi-
fier of the package, or the SIP of the set, to be installed. The file or direc-
tory created with this procedure should be used in the procedureto install a
package or set in non-interactive mode.

¢ Installing a software package:

pkgadd -a check -d devicepkginst
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where device is the full pathname of the device or directory on which the
packageis stored and pkgingt is the package identifier of the package to be
installed. device can aso be the device alias Y ou may also specify - a
check if you want to install the package interactively.

Installing a software set:
pkgadd -d device pkginst

where device is the full pathname of the device or directory on which the
packageis stored and pkginst is the SIP of the set to be installed. device can
also bethe devicedlias. The def aul t admin file isautomatically used.

Installing a software package or set in non-interactive mode:
pkgadd -n -d device pkginst

where deviceis the name of the device on which the package is stored and
pkginst is the package identifier of the package or the SIP of the set to be
installed. The - n option requests the non-interactive mode.

Installing a software package in non-interactive mode with a responsefile:
pkgadd -n -d device -r responsepkginst

where device is the name of the device on which the package is stored,
pkginst is the package identifier of the package, or the SIP of the set, to be
installed; and response is the full pathname of the response file to be used
during the install ation process.

Installing a software package or set and using an alternative adminfile:
pkgadd -d device - a adminfile pkginst

where device is the name of the device on which the package is stored,
pkginst is the package identifier of the package, or the SIP of the set, to be
installed; and adminfile is the name of the aternative admin file to be used.
pkgadd looks in the/var/sadm i nstall/adm n directory for
adminfile unless you supply afull pathname.

Checking the installation accuracy of an installed package:
pkgchk -n pkginst

where pkginst is the package identifier of the package you want to check.
You can hame more than one package ID if the names are separated by
white space. (If no package name is supplied, the entire contents of the
computer will be checked.)

Checking the installation accuracy of aspecific pathname:
pkgchk -n -p pathname

where only pathname will be checked.Y ou can name more than one path-
name if the names are separated by commas.

Checking the installation accuracy of only the file contents or only thefile
attributes of a package:

7-27



System Adminstration Volume-1

7-28

pkgchk [-a|-c] pkgingt

where - a will check only thefile attributes of a package and - ¢ will check
only the file contents. pkginst is the package identifier of the package to be
checked.

Checking the installation accuracy of a file against the original description
filesinstead of theinstallation software database:

pkgchk -m/install/ pkginst/ pkgmap
-e /install/pkginst/ pkgi nfo

where - mand - e check the package instance, pkginst, against the original
pkgmap and pkgi nf o files from the package's distribution medium that
aremounted or spooled at / i nstal | .

Correcting file attributes as they are checked:
pkgchk -n -f pkgingt

where pkginst is the package identifier of the package to be checked. When
the - f option is used, the command attempts to correct any differencesin
the file attributes between the package and the installation software data-
base.

Spooling a package:
pkgadd -d device -s spooldir pkginst
where device is the name of the device on which the package is stored,

spooldir is the name of the directory into which the package is to be
spooled, and pkginst is the package identifier of the packageto beinstalled.

Checking the install ation accuracy of aspooled package:
pkgchk -d spoolareapkgingt

where spoolarea is the name of the directory into which the package was
spooled (or the device onto which it was spooled) and pkginst is the pack-
age identifier of the package. You can name more than one package if the
names are separated by white space.

Showing information about installed packages or sets:
pkgi nf o pkginst

where pkginst is the package identifier of the package for which you are
requesting information. You can name any number of instances separated by
spaces. The display shows the package category, package instance, and pack-
age name for the each instance requested. If pkginst is a SIP, information
about its member packages is displayed, if available. Executing pkgi nf o
without naming a package instance displays information about all fully
installed packages (but not SIPs) on your system.

Showing information about installed SIPs:

pkgi nfo -c set pkgingt
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where - ¢ specifies the category set , and where pkginst is the SIP of the
set for which you are requesting information.

Showing information about spooled packages or packages on a particular
device:

pkgi nfo -d device

where device is the name of a device, directory, or spool directory. Using
the - d option with pkgi nf o displays information about all packages on
that device or in that directory.

Showing information about a spooled SIP or SIPs on a particular device:
pkginfo -c set -d device

where - ¢ specifies the category set , and where device is the name of a
device, directory, or spool directory. Using the - d option with pkgi nf o -
¢ set displays information about all sets on that device or in that directory.

Removing a spooled package:
pkgrm -s spooldir [ pkginst]

where spooldir is the name of the spool directory and pkginst is the name of
the package to be removed. If no package identifier is supplied, al pack-
ages spooled in the named directory will be removed.

Customizing the format of apkgi nf o display (example 1):
pkginfo [-x|-1] pkgingt

where pkginst is the package identifier of the package, or packages, for
which you are requesting information. The - x option requests the extracted
display consisting of the package instance, package name, package archi-
tecture (if available), and package version (if available). The -1 option
requests the long display that consists of all available information about a
package.

Executing pkgi nf o without the- x or - | option causes theinformation to
be displayed in the default format that shows the category, package
instance, and full package name.

Customizing the contents of a pkgi nf o display (example 2):

pkginfo [-c category] [-i]|-p] [-n] [-a arch]
[-v verson] pkginst

where the options define the contents of the pkgi nf o display asfollows:

- - category includes all packages in the category defined. specify
- ¢ set for information about sets.

= -1 includesonly fully installed packages.
- - pincludesonly partialy installed packages.

- -aarchincludes all packages with the specified architecture.
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- -v vesionincludesal packages with the specified version.

pkginst is the package identifier of the package(s) for which you are
requesting information. The - a, - | and - v options will not work for sets
whose member packages span over several tapes.

Showing the value of only one parameter:
pkgpar am -v pkginst param

where pkgingt is the package identifier and paramis the name of the param-
eter, or parameters, you want displayed. Separate multiple parameters by
white space. - v shows the parameter value with a label (for example,
BASEDI R='/ opt / pkgAdi r ' ). Without the - v option, only the parame-
ter vaueis shown.

Storing a package without installing it:
pkgadd -d device -s spooldir pkginst

where device is the name of the device on which the package is stored,
spooldir is the name of the directory into which the package should be read,
and pkgingt is the package identifier of the package to be read.

Removing apackage or set:
pkgr m pkginst

where pkginstis the package identifier of the package or the SIP of the set
to be removed. When pkgingt is a SIP, all packages which are members of
the set, and the SIP itself, are removed in reverse order from which they
wereinstalled.

Removing a software package or set in non-interactive mode:
pkgrm - n pkginst

where pkging is the package identifier of the package to be removed. The
- n option requests the non-interactive mode.

Removing a software package using an alternative admin file:
pkgrm -a admin pkgingt

where pkginst is the package identifier of the package to be removed and
admin is the name of the aternative adminfile. Only the def aul t admin
file should be used for set removal. pkgr mlooksin the / var / sadnf
i nstall/adm n directory for the admin file unless you supply afull
pathname.
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8
Directories and Files

Introduction

This chapter describes:

¢ directoriesand files that areimportant for administering a system
* directoriesthat are new for this software release
* the reorganization of the directory structure introduced in this release

¢ the new organization of the root file system, and significant directories
mounted on root

NOTE
To maintain a secure environment, do not change the file or

directory permissions from those assigned at the time of
installation.

Directories in root

The/ (root) file system contains executables and other files necessary to boot and run the
system. The directories of the root file system are explained next.

/bck

The/ bck directory isused to mount a backup file system for restoring files.

/dev

The / dev directory contains block and character special files that are usually associated
with hardware devices or STREAMS drivers.
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letc

lexport

/home

/home2

/install

/lost+found

/mnt

lopt

8-2

The / et ¢ directory contains machine-specific configuration files and system
administration databases.

The/ export directory contains the default root of the exported file system tree.

The/ hone directory contains user directories.

The/ hone2 directory contains user directories.

The/install directory isused by the sysadmcommand to mount utilities packages
for installation and removal (/ i nst al | file system).

The/ | ost +f ound directory isused by f sck to save disconnected files and directories.

The/ mt directory isused to mount file systems for temporary use.

The / opt directory is the mount point from which add-on application packages are
installed.



/proc

[save

/sbin

/stand

tmp

lusr

Ivar

Directories and Files

The / pr oc directory is the mount point of the pr oc file system which provides
information on the system'’s processes.

The/ save directory is used by thesysadmcommand.

The/ sbi n directory contains executables used in the booting process and in manual
recovery from a system failure.

/ st and directory contains the standalone (bootable) programs and data files necessary
for the system boot procedure.

The / t mp directory contains temporary files. If the Enhanced Security Utilities are
installed, / t mp isamultilevel directory.

The/ usr directory isthe mount point of the usr file system.

The / var directory is the mount point of the var file system. It contains those files and
directories that vary from machine to machine, such as t np, spool ,and mai | . The
[ var file system also contains administrative directories such as/ var / admand / var /

opt, thelatter of which isinstalled by application packages.

8-3



System Adminstration Volume-1

Directories in /etc

This section describes the directories under the / et ¢ directory, which contain machine-
specific configuration files and system administration databases.

/etc/bkup/method

This directory contains files that describe al backup and restore methods currently used
on your computer.

/etc/conf

Thisdirectory containsfiles and programs used to reconfigure the system.

/etc/conf/mod.d

This directory contains the modules used when booting a system with dynamically
loadable kernel modules.

/etc/cron.d

Thisdirectory contains administrative files for controlling and monitoring cr on activities.

/etc/default

Thisdirectory containsfiles that assign default values to certain system parameters.

/etc/init.d

This directory contains executable files used in upward and downward transitions to all
system states. These files are linked to files beginning with S (start) or K (stop) in/ et ¢/

r cn.d, where nis the appropriate system state. Files are executed from the/ et ¢/ rcn.d
directories.
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letc/lp

letc/mail

letc/mail/lists

letc/rc.d

/etc/rc0.d

letc/rcl.d

letc/rc2.d
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This directory contains the configuration files and interface programs for the LP Print
Service.

This directory containsfiles used in administering the electronic mail system.

This directory containsfiles, each of which contains a mail aias. The name of eachfileis
the name of the mail aliasthat it contains. [Seethermai | x( 1) command for a description
of the mail aliasformat.]

This directory contains executable files that perform the various functions needed to
initialize the system to system-state 2. The files are executed when / usr/ sbin/rc2is
run.

This directory contains files executed by / usr/ sbi n/ r cO for transitions to system
states 0 and 6. Files in this directory are linked from the / et ¢/ i ni t . d directory, and
begin with either aK or an S. K shows processes that are stopped; S, processes that are
started when entering system states O or 6.

Thisdirectory containsfiles executed by / usr/ sbi n/ r c1 for transitions to system state
1. Filesin this directory arelinked from the / et ¢/ i ni t . d directory, and begin with
either aKor an S. K shows processes that should be stopped; S, processes that should be
started when entering system state 1.

Thisdirectory containsfiles executed by / usr/ sbi n/ r c2 for transitions to system state
2 (multi-user state). Filesin this directory are linked from the / et ¢/ i ni t . d directory,
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/etc/rc3.d

letc/saf

/etc/save.d

letc/security
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and begin with either a Kor an S. K shows processes that should be stopped; S, processes
that should be started when entering system state 2.

Thisdirectory containsfiles executed by / usr/ sbi n/ r c¢3 for transitions to system state
3 (networking state). Filesin thisdirectory are linked from the / et ¢/ i ni t . d directory,
and begin with either a Kor an S. K shows processes that should be stopped; S, processes
that should be started when entering system state 3.

This directory contains files and subdirectories used by the Service Access Facility. The
following commandsin/ usr/ sbi n use/ et ¢/ saf subdirectories for data storage and
retrieval: nl sadm n, pmadm and sacadm The following files are included:

_sactab A list of port monitors to be started by the Service Access
Controller (SAC). Each port monitor listed in this table has
a_pnt ab fileinthe / et ¢/ saf / pmtag directory, where
pmtag isthe tag of this port monitor (such as /etc/
saf/t cp for the tcp port monitor).

_sysconfig The configuration script used to modify the environment
for the Service Access Facility.

This directory contains files used by the sysadmcommand for backing up data. The
following files are included:

except A list of the directories and files that should not be copied
as part of abackup is maintained in thisfile.

timestanp/ ... The date and time of the last backup (volume or
incremental) is maintained for each file system in the
[ etc/save. d/ ti nmest anp directory.

This directory contains subdirectories for audit, executablefile privileges, Trusted Facility
Management (TFM) privileges and a subdirectory for each of the enhanced security fea-
tures. The subdirectories contain databases which the system usesto enforce security pol-
icy. The subdirectory / et c/ secur i ty/ mac aso contains the history files in which the
system records changes to security level definitions.
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/etc/shutdown.d

Thisdirectory is maintained only for compatibility reasons.

letc/skel
This directory contains the files and directories built when using the user add command
with the - margument. All directories and files under this location are built under the
$HOVE location for the new user.

Files in /etc

The following files are used in machine-specific configuration and system administration
databases.

letc/bkup/bkexcept.tab

Thisfile contains alist of files to be excluded from an incremental backup.

letc/bkup/bkhist.tab

Thisfile contains information about the success of all backup attempts.

letc/bkup/bkreg.tab

This file contains instructions to the system for performing backup operations on your
computer.

letc/bkup/bkstatus.tab

Thisfile contains the status of backup operations currently taking place.
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letc/bkup/rsmethod.tab

Thisfile contains descriptions of the types of objects that may be restored using the full or
partial restore method.

letc/bkup/rsnotify.tab

Thisfile contains the electronic mail address of the operator to be notified whenever
restore requests require operator intervention.

letc/bkup/rsstatus.tab

Thisfile contains alist of all restore requests made by users of your computer.

letc/bkup/rsstrat.tab

letc/d_passwd

Thisfile specifies a strategy for selecting archives when handling restore requests. In com-
pleting restore operations for these requests, the backup history log is used to navigate
through the backup tape to find the desired files and or directories.

This optional file contains a list of programs that will require dia -up passwords when run
from | ogi n. Thisfile will be present if the system administrator has created it as ameans
of requiring an additional password that must be entered when users attempt to login from
the devicesfound in/ et ¢/ di al ups.

Each linein thefileisformatted as
program: encrypted_password:

where program is the full path to any programs into which a user can log in and run. The
password referred to in the encrypted _password is the one that will be used by the dial-up
password program. This password must be entered before the user is given the login
prompt. It is used in conjunction with thefile / et ¢/ di al ups. (See Chapter 14, “User
Account and Group Management” in System Administration for details.)

letc/default/audit

8-8

Thisfile may contain the following parameters that control auditing:

AUDI T_PGM Program that will be executed if thereis alog switch.



AUDI T_NCDE

AUDI T_DEFPATH

AUDI T_LOCGERR

AUDI T_LOGFULL

/etc/default/cron

Directories and Files

Node name to be appended to the audit event file name.

Pathname of the directory for audit event log files. The value for
this parameter in the distributed systemis/ var / audi t .

Action teken if there is an write error to the audit event log file.
The alowable values are DI SABLE, which disables the auditing
subsystem, and SHUTDOWN, which shuts the computer system
down to firmware mode. The value for this parameter in the
distributed system is SHUTDOWN.

Action taken when the audit event log file becomes full. The
allowable values are DI SABLE, which disables the auditing
subsystem, SHUTDOWN, which shuts the computer system down to
firmware mode, and SW TCH, which switches to an alternate
event log file. The value for this parameter in the distributed
system is SHUTDOMN.

Thisfile contains the following parametersfor the cr on command.

CRONLOG

BACKUP

LI NES

SI ZE

/etc/default/login

Enables (YES) or disables (NO) cr on logging. If CRONLOGis set
to YES, thecron logfileis/ var/ cron/ | og.

Names a file to which the contents of the cr on log file will be
copied when it reaches SI ZE. BACKUP defaultsto / var / cr on/
ol og if not defined here.

Number of linesto keep in thecr on log file after a copy has been
made. LI NES defaultsto 100 if not defined here.

Maximum size of the cr on log file before it gets copied. SI ZE
defaultsto 50, 000 bytesif not defined here.

Thisfile may contain the following parameters that define a user's login environment:

ALTSHELL

CONSCLE

DI SABLETI ME

HZ

| DLEVEEEKS

LOGFAI LURES

Alternate shell status available to users (yes or no).
Root login allowed only at the console terminal.
Number of seconds to sleep after afailed login.
Number of clock ticks per second.

Number of weeks a password may remain unchanged before the
user is denied accessto the system.

Number of failed login attempts allowed.
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MANDPASS

MAXTRYS
PASSREQ

PATH

SLEEPTI ME
SUPATH

SYS_LOG N_HI GH
SYS_LOG N_LOW

TI MECUT

TI MEZONE
UIMT

UMASK

/etc/default/passwd

Mandatory password required for logins. The original valueis no.
If the valueisyes, any attempt to log in to an account that does
not have a password will fail. This supersedes the effect of PASS-

REQ. Lowest level allowed to log in to the system.

Maximum number of login attempts permitted.

Password requirement on logins (yes or no) .

User's default PATH.

Number of seconds to sleep before printing an error message.
Root's default PATH.

Highest level alowed to log in to the system.

Lowest level allowed to login to the system.

Number of seconds alowed for logging in before a timeout
occurs.

Time zone used within the user's environment.
Filesize limit (ul i mi t).

User'svalue for unask.

Thisfile contains the following information about the length and aging of user passwords,
and the availability of the passwd command for changing user passwords:

M NWEEKS
MAXWEEKS
PASSLENGTH

WARNVEEKS

LOG N_ONLY

8-10

Minimum number of weeks before a password can be changed.
Maximum number of weeks apassword can be unchanged.
Minimum number of charactersin a password.

Number of weeks before a password expires that the user is to be
warned.

If this parameter exists and its value is equal to Yes, an
unprivileged user can change passwords only by invoking the
I ogi n command with the - p option. If it does not exist, or its
value is anything other than the string Yes (including NULL), an
unprivileged user can change passwords using the passwd
command. LOA N_ONLY issetto Yes by default if the Enhanced
Security Utilities areinstalled; otherwise, it is not set.
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This file contains parameters whose values affect the generation and validation of check
sumsby thef il eprivandi nitprivs commands, respectively:

GEN_CKSUM

VAL_CKSUM

VAL_SI ZE

VAL_VALI DI TY

If the value of this parameter is No, then the filepriv
command will not generate a check sum value for the Privilege
Data File (PDF) located in / et ¢/ security/tch/ privs;
this results in faster performance compared to generating the
check sum value each time the command isrun. If thevalue of this
parameter is anything other than No (including NULL, the default),
thenthefi | epri v command generates a check sum each timeit
isrun.

If the vaue of this parameter is No, then the i nitprivs
command will not validate the checksum value stored in the
Privilege Data File (PDF) located in / et ¢/ security/tcb/
privs. Thisresultsin faster performance compared to validat-
ing the check sum value each time the command is run. If the
value of this parameter is anything other than No (including
NULI ), then thei ni t pri vs command validates the check sum
for each file each timeit isrun. The default value for this parame-
ter isNo.

If the value of this parameter is No, then the i ni t pri vs com-
mand will not validate the file size value stored in the Privilege
DataFile (PDF) located in / et ¢/ security/tchb/privs.If
the value of this parameter is anything other than No (including
NULL), then thei ni t pri vs command validates the file size for
each file each timeit isrun. The default value for this parameter is
Yes.

If the value of this parameter is No, then the i ni t pri vs com-
mand will not validate the ct i me value stored in the Privilege
DataFile (PDF) located in/ et ¢/ securi ty/ fcb/ privs. The
cti me for afileis the time of the last file status change. A file's
cti me is changed by the following system calls: chmod( 2) ,
chown(2),creat(2),1ink(2),nmknod(2), pipe(2),
unlink(2),utime(2),andwite(2).Ifthevalueof this
parameter is anything other than No (including NULL), then the
i nitprivs command validates the ctime for each file each time
it isrun. The default value for this parameter is No.

On systems where the Super User (SUM) privilege policy module
isenabled, disabling thect i me validity checkingini ni t privs
also disables the ct i me validity checking performed by the ker-
nel when afileis executed with exex( 2) .
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/etc/default/sh

/etc/default/su

letc/default/tar
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This file (which does not exist by default) contains a value for the following parameter
affecting the use of the shell / sbi n/ sh:

TI MECUT

An integer value that specifies the number of seconds that can
elapse without user activity before a shell will exit. If thisvalueis
0, undefined, or thefile/ et ¢/ def aul t / sh does not exist (the
default), the shell will wait for user input until it is explicitly
terminated.

This file contains values for the following parameters affecting the use of the su

command:

SULCG

CONSCLE

PATH

SUPATH

PROVPT

The pathname of a file in which you can log all attempts to
execute su.

If auser executes su to become aprivileged user on adevice other
than device, a printed message appears on device to inform the
administrator of that fact.

When a user executes su to become a privileged user, the user's
path is set to path_list. The default is/ usr/ bi n: /usr/ccs/
bi n.

When a user executes su to become a privileged user, the user's
path is set to path_list. The default is/ sbi n: / usr/ sbi n:/
usr/bin:/etc:/usr/ccs/bin.

If this parameter exists and is set to No, the su command does not
prompt for a password (even if oneis defined for thelogin_name).
The invoking user, however, must still have appropriate privilege
to execute su successfully. If this parameter does not exist, or is
set to anything other than No (including NULL), su promptsfor a
password when invoked and validates the password (if oneis
defined for login_name). If the Enhanced Security Utilities are
installed, PROVPT is set to No by default; otherwise, it is not set.

Thisfile contains device names with corresponding block and size values to be used by the
tar (1) command. Each linein thefile hasthe form:

ar chi ven=device block size

where nisasingle digit integer that can be used as the value of # inthet ar command's
#s modifier, device is the device name, modifier, deviceis the device name, and block and
size are integers used as the blocking factor and tape size, respectively.
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For example, the first line in the file might look likethis:

ar chi veO=/ dev/ rdsk/ 1s018 360

/etc/default/ttymonxp

This file contains defaults used by the t t ymon command for defining the Secure
Attention Key (SAK) for adevice. (SAK processing isin effect only if the Enhanced Secu-
rity Utilities areinstalled.) The file contains information in thisform

DEVI CE_NAME=SAKTYPE: SAKDEF: SAKSEC

where SAKTYPE indicates the type of SAK representative, SAKDEF is the SAK
representative, and SAKSEC is the secondary SAK.

/etc/default/useradd

This file may contain the following parameters that provide default values for the
user add command:

SHELL full pathname of user'slogin shell

HOVEDI R base directory in which to create user's home directory

SKELDI R directory that contains skeleton information (such asa. profil e
file) to be copied to the user's home directory

GRCUPI D default group ID

| NACT the maximum number of days allowed between uses of a login
name

EXPI RE the date on which alogin name can no longer be used

DEFLVL user'sdefault MAC level; valid only if the Enhanced Security Util-
itiesareinstalled and running on the system

FORCED_PASS apassword generator, defined for the user

AUDI T_MASK default user audit mask; valid only if the Auditing Utilities are

installed and running on the system

/etc/default/userdel
Thisfile may contain the following parameter:

Ul DAGE amount of time (in months) before a deleted user ID can be
reassigned
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/etc/device.tab

letc/deviock.tab

This file is the device table. It lists the device alias, path to the vnode, and special
attributes of every device connected to the computer.

Thisfileis created at run time and lists the reserved (locked) devices. Device reservations
do not remain intact across system reboots.

letc/saf/pmtag/_config

letc/dgroup.tab

letc/dialups

letc/group

/etc/inittab
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This file contains a configuration script used to customize the environment for the port
monitor tagged as pmtag (such as/ et ¢/ saf / t cp/ _confi g for the tcp port monitor).
Port monitor configuration scripts are optional.

Thisfile lists the group or groups to which a device belongs.

Thisfile contains a list of terminal devices that cannot be accessed without a dial-up
password. Thisfile will be present if the system administrator has created it as a means of
requiring an additional password that must be entered when users attempt to login from
the devices listed in it. It is used in conjunction with the file / et c/ d_passwd. (See
Chapter 14, “User Accounts and Group Management” in the “ Security Administration”
part of this book for more information on creating dial-up passwords.)

This file describes each user group to the system. An entry is added for each new group
with the gr oupadd command.

Thisfile containsinstructionsfor the/ sbi n/ i ni t command. Theinstructions define the
processes created or stopped for each initialization state. Initialization states are called
system states or run states. By convention, system state 1 (or S or ) is single-user state;
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system states 2 and 3 are multi-user states. Chapter 3, “Booting and System States” of Sys-
tem Administration summarizes the various system states and describes their uses. [See
inittab(4).]

/etc/mail/mailcnfg

This file permits site-specific customization of the mail subsystem. Seemai | cnf g( 4)
and the “The Mail Service’ chapter of Network Administration for details.

/etc/mail/mailsurr

Thisfile lists actions to be taken (such as routing translations and logging) when mail
containing particular patternsis processed by mai | . See mai | surr (4) and the“The
Mail Service” chapter in Network Administration.

/letc/mail/mailx.rc

This file contains defaults for the mai | x program. It may be added by the system
administrator. Seemai | x( 1) .

letc/mail/notify and /etc/mail/notify.sys

These files are used by the not i fy program to determine the location of usersin a
networked environment and to establish systemsto usein case of file error.

/etc/motd
Thisfile contains the message of the day. The message of the day is displayed on a user's
screen after that user has successfully logged in. (The commands that produce this output
on the screen areinthe/ et ¢/ profi | e file.) This message should be kept short and to
the point. The / var / news files should be used for lengthy messages.
/etc/passwd

Thisfile identifies each user to the system. An entry is automatically added for each new
user with the user add command, removed with the user del command, and modified
with theuser nod command.
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letc/profile

letc/rfs/rmnttab

/etc/dfs/dfstab

This file contains the default profile for all users. The standard (default) environment for
all users is established by the instructions in the / et ¢/ pr of i | e file. The system
administrator can change this file to set options for the r oot login. For example, the six
lines of code shown in Screen 8-1 can be added to the / et ¢/ profil e. This code
defines the erase character, automatically identifies the terminal type, and sets the TERM
variable when the login nameisr oot .

1 if [ ${LOGNAME} = root ]
2 t hen

3 stty echoe
4 TERMFwy 50

5 export TERM
6 fi

Screen 8-1. Excerpt from /etc/profile

Thisfileis created by the r nrount ( 1M command. This file contains a listing of
unsuccessfully mounted resources or disconnected resources. These resources are polled
by ther mttry( 1M cron entry.

This file specifies the Remote File Sharing resources or network file system resources
from your machine that are automatically shared to remote machines when entering
networking mode (system state 3). Each entry in this file should be a share(1M
command line.

letc/saf/pmtag/ _pmtab

letc/saf/ _sactab

8-16

Thisisthe administrative file for the port monitor tagged as pntag. It contains an entry for
each service available through the pmtag port monitor.

This file contains information about all port monitors for which the Service Access
Controller (SAC) isresponsible.
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letc/saf/_sysconfig

/etc/TIMEZONE

letc/ttydefs

letc/vfstab

This file contains a configuration script to customize the environments for all port
monitors on the system. This per-system configuration fileis optional.

This file sets the time zone shell variable TZ. The TZ variable isinitialy established for
the system via the sysadm set up command. To change the TZ variable in the
Tl MEZONE file, execute the sysadm dat et i me command or edit the file/ et c/
TI MEZONE (with vi or another screen editor). The TZ variable can beredefined on a user
(login) basis by setting the variable in the associated. pr ofi | e. The TI MEZONE fileis
executed by / usr/ sbi n/rc2. [Seeti nmezone(4) ]

Thisfile contains information used by ttymon port monitor to set the terminal modes and
baud rate for aTTY port. (See Chapter 5, “Managing Ports” in System Administration for
more information.)

This file provides default values for file systems and remote resources. The following
information can be stored in thisfile:

¢ theblock and character devices on which file systemsreside
* the resource name

¢ thelocation where afile systemis usually mounted

¢ thefile system type

* information on special mounting procedures

These defaults do not override command line arguments that have been entered manudly.
[Seermount al | ( 1M .] Screen 8-2 shows a sample of thisfile.
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C f sckdev nount p fstype fsckpass automt mtopts \

speci al
/ dev/r oot / dev/ rr oot / uf s 1 yes -
/ dev/ swap - - swap yes -
/ dev/ usr / dev/rusr [ usr ufs 1 yes -
/ dev/var / dev/rvar /var ufs 1 yes -
/ proc - / proc proc - no -
/dev/fd - /dev/fd fdfs - no -
/ systeni processor - / systeni processor profs - no -
/ dev/ dsk/ 1s0 / dev/rdsk/1s0  /usr/conpilers ufs 1 yes -
#
# NFS files fromspectre

#

spectresx:/ - | spectre/root nf s - yes -
spectresx:/usr - / spectre/usr nfs - yes -
spectresx:/var - / spectre/var nfs - yes -
spectresx:/usr2 - / spectre/usr2 nfs - yes -
spectresx:/usr3 - / spectre/usr3 nfs - yes -
spectresx:/usr4 - / spectre/usr4 nfs - yes -
spectresx:/usr5 - / spectre/usr5 nfs - yes -
spectresx:/usr5/p2 - / spectre/usr5/p2 nfs - yes -
jade:/jade2 - /j ade/ j ade2 nfs - yes -

NS J

Screen 8-2. Sample/etc/ vfstab File

Directories in /usr

lusr/bin

lusr/include

lusr/lib
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This section describes the directories in the / usr file system. The/ usr file system
contains architecture-dependent and architecture-independent files and system
administration databases that can be shared.

Thisdirectory contains public commands and system utilities.

This directory contains public header filesfor C programs.

This directory contains public libraries, daemons, and architecture dependent databases.



Directories and Files

lusr/lib/Ip

This directory contains the directories and L P specific utilities used in processing requests
to the LP Print Service.

fusr/lib/mail

This directory contains directories and files used in processing mail.

fusr/lib/mail/surrcmd

This directory contains programs necessary for mail surrogate processing.

lusr/sadm/bkup/bin

This directory contains executables for the backup and restore services.

lusr/sbin

This directory contains executables used for system administration.

/lusr/share

This directory contains architecture independent files that can be shared.

lusr/sharel/lib

This directory contains architecture independent databases.

Files in /usr

This section describesthefilesin the / usr directories, which contain architecture-
dependent and architecture-independent files and system administrative databases that can
be shared.
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lusr/sbin/rcO

lusr/sbin/rcl

lusr/sbin/rc2

lusr/sbin/rc3

lusr/sbin/rc6

8-20

Thisfile contains a shell script executed by / usr/ sbi n/ shut down for transitions to
single-user state, and by / sbi n/ i ni t for transitions to system states 0, and 6. Filesin
the/ etc/ rcO. d directory are executed when / usr/ sbi n/ rcO isrun. Thefile
KOOANNQUNCE in/ et c/ r c0. d prints the message System services are now
being stopped. Any task that you want executed when the system is taken to system
states O, s, or 6 isdone by adding afiletothe/ et ¢/ r cO. d directory.

Thisfile contains a shell script executed by / sbi n/ i ni t for transitions to system state 1.
Executabl e files beginning with S or Kinthe/ et ¢/ r c1. d directories are executed when
/usr/sbin/rclisrun. All filesinrcl. d arelinked from filesinthe/etc/init.d
directory. Other files may be added to the / et ¢/ r c1. d directory asafunction of adding
hardware or software to the system.

Thisfile contains a shell script executed by / shi n/ i ni t for transitions to system state 2
(multi-user state). Executable filesinthe / et ¢/ r c. d directory and any executable files
beginning with Sor Kinthe/ et ¢/ r c2. d directories are executed when / usr/ shi n/
rc2isrun. All filesinr c2. d arelinked from filesinthe/ et c/ i ni t . d directory. Other
files may be added to the/ et ¢/ r c2. d directory as a function of adding hardware or
software to the system.

Thisfileis executed by / sbi n/init. Itexecutesthe shell scriptsin/etc/rc3. d for
transitions to networking state (system state 3).

This shell script isrun for transitions to system state 6 (for example, using shut down
-i 6). If the operating system needs to be reconfigured, the / et ¢/ conf/ bi n/
i dcpuni x script isrun, and, if the reconfiguration is successful, / usr/ sbin/rc6
reboots the operating system without running diagnostics. If the reconfiguration is
unsuccessful, a shell is spawned.



Directories and Files

/usr/sbin/shutdown

This file contains a shell script to shut down the system gracefully in preparation for a
system backup or scheduled downtime. After stopping al nonessential processes, the
shut down script executes filesin the/ et ¢/ shut down. d directory by calling / usr/
sbi n/ r cO for transitions to system state 1. For transitions to other system states, the
shut down script calls/ shin/init.

lusr/share/lib/mailx/C/mailx.help and /usr/share/lib/mailx/C/

mailx.help.~

Help files for mai | x. The file mai | x. hel p. ~ (note that the last character in this
filename is atilde) contains help messages for the tilde commands avail able with nai | x.
Seemai | x(1).

Directories in /var

/var/fadm

/var/audit

This section describes the directories of the/ var directory, which contain files and
directories that vary from machine to machine.

This directory contains system logging and accounting files. It also contains the
dunpdat es fileused by f sdunp( 1M

This directory contains files of audit records.

/var/audit/auditmap

/var/crashfiles

Thisdirectory contains data files used by audit reporting functions.

Thisdirectory contains system dumps.
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Ivar/cron

This directory containsthecr on log file.
Ivar/lp

This directory contains log files for the LP Print Service.
Ivar/mail

This directory contains subdirectories and mail files that users access with the mai | (1)
and mai | x(1) commands. If the Enhanced Security Utilities are installed, / var / mai |
isamultilevel directory.

/var/mail/:saved

This directory contains temporary storage for mail messages while mai | isrunning. Files
are named with the user'slogin name while they arein/ var/ mai | .

Ivar/news
This directory contains news files. The file names are descriptive of the contents of the
files; they are analogous to headlines. When a user reads the news, using the news
command, an empty file named. news_t i me iscreated in hisor her login directory. The
date (time) of thisfileis used by the news command to determine if a user has read the
latest news file(s).

Ivar/opt

Thisdirectory is created and used by application packages.

Ivar/options

Thisdirectory contains afile (or symbolic link to afile) that identifies each utility installed
on the system. This directory also contains information created and used by application
packages (such as temporary files and logs).
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Ivar/preserve

This directory contains backup filesfor vi and ex.

/var/sadm

This directory contains logging and accounting files for the backup and restore services,
software installation utilities, and package management fecilities.

Ivar/[sadm/install/logs